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IBM Tealeaf Customer Experience V9.0.2 documentation

Welcome to the IBM® Tealeaf® Customer Experience documentation, where you can find information
about how to install, maintain, and use IBM Tealeaf Customer Experience.
Getting started

Notices

Product Overview

New Features

Installing v9.0.2

Upgrading to v9.0.2

Configuring v9.0.2

Common tasks

Performing Administrative Tasks
Using cxMobile

Tracking Interactions through BBR
Managing Events

Find support

Troubleshooting Tealeaf

IBM Software Support home page

Application Developers
Use these links to go to the documents that you use to integrate IBM Tealeaf Customer Experience into
your web, iOS, and Android applications.

Customer Experience Analytics Platform SuperDevCenter
IBM Android SDK

IBMiOS SDK

IBM Tealeaf UI Capture Library

Overview

Overview topics present core business and technical concepts, including new feature descriptions and
information about the IBM Tealeaf component architecture. Use the Overview to learn how Tealeaf
components work together and with 3rd-party applications.

The Overview section also includes the release notes for IBM Tealeaf products.
Publications in the Overview section include the following:

« IBM Tealeaf Customer Experience Overview

IBM Tealeaf Customer Experience Release Notes

IBM Tealeaf Mobile Android Logging Framework Release Notes
IBM Tealeaf Mobile iOS Logging Framework Release Notes
IBM Tealeaf CX Passive Capture Application Release Notes

IBM Tealeaf UI Capture Release Notes
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http://www.ibm.com/support/entry/portal/overview/software/software_support_(general)
https://developer.ibm.com/customer-engagement/cxa-platform/
https://developer.ibm.com/customer-engagement/docs/watson-marketing/ibm-watson-customer-experience-analytics/ibm-watson-customer-experience-analytics-mobile-android-basic-edition/
https://developer.ibm.com/customer-engagement/docs/watson-marketing/ibm-watson-customer-experience-analytics/ibm-watson-customer-experience-analytics-mobile-basic-edition/
https://developer.ibm.com/customer-engagement/docs/watson-marketing/ibm-watson-customer-experience-analytics/tealeaf-ui-capture/

Installing

Installing IBM Tealeaf involves planning and preparing your environment, installing and configuring
prerequisite software, obtaining the IBM Tealeaf installation files, running the IBM Tealeaf Customer
Experience installer, and installing your IBM Tealeaf products, including the IBM Tealeaf Portal.

Activities for planning and preparing your environment include:

« Learning about IBM Tealeaf installation topologies and choosing the topology that meets your needs.
 Assessing your current IT resources.

« Determining and cataloging the IBM Tealeaf Customer Experience component-to-server assignments

- Making sure your environment meets the hardware and software requirements required for your IBM
Tealeaf solution.

- Installing and configuring prerequisite software and preparing the servers and your network
environment to accept IBM Tealeaf.

« Determining your how to implement high-availability for your IBM Tealeaf installation .

After installing IBM Tealeaf CX, use information in Installing to configure the IBM Tealeaf Portal, time
zone, and sessionization settings.

Installing also provides instructions for multiple upgrade scenarios for IBM Tealeaf CX.
Manuals in the Installing section include the following:

« IBM Tealeaf CX Installation Manual
« IBM Tealeaf CX Release Upgrade Manual

« IBM Tealeaf cxVerify Installation Guide

Configuring

Configuring IBM Tealeaf CX involves setting up and managing Tealeaf user authorization and configuring
Tealeaf server components and services that process captured data.

The Configuring section addresses configuring IBM Tealeaf CX only. For information about configuring
other IBM Tealeaf products and components, see the guides in Administering, Developing, and Using.

Manuals in the Configuring section include the following:

« IBM Tealeaf CX Configuration Manual

Administering

Administering IBM Tealeaf involves configuring and integrating the IBM Tealeaf client framework with
your web applications or mobile native applications, installing and administering the databases used by
IBM Tealeaf, defining event objects and configuring events, hit attributes, dimensions, and other object
attributes used by IBM Tealeaf to monitor mission-critical metrics of your web application's performance.

Use the information in Administering for installing, configuring and administering IBM Tealeaf replay
features and capabilities and for working with IBM Tealeaf CX Mobile, including managing user agents and
configuring user agent detection in IBM Tealeaf CX Mobile.

You can also find information in Administering for installing, configuring, and managing the IBM Tealeaf
cxConnect family of products that integrate IBM Tealeaf CX with 3rd party web analytic applications,
voice of customer (VOC) applications, or business intelligence applications.
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Manuals in the Administering section include the following:
- IBM Tealeaf CX Client Framework Data Integration Guide
« IBM Tealeaf CX Cookie Injector Manual

- IBM Tealeaf CX Database Guide

- IBM Tealeaf CX Event Manager Manual

« IBM Tealeaf CX Mobile Administration Manual

« IBM Tealeaf CX Passive Capture Application Manual

« IBM Tealeaf cxConnect Data Analysis Administration Manual

« IBM Tealeaf cxConnect Voice of Customer Administration Manual

« IBM Tealeaf cxConnect Web Analytics Administration Manual

« IBM Tealeaf cxImpact Administration Manual

« IBM Tealeaf cxReveal Administration Manual

Developing

IBM Tealeaf provides libraries to assist you with capturing user interface and application events.
Documentation is available for the following:

« Where is the IBM Tealeaf and UI Capture SDK documentation?
You can use the IBM Tealeaf SDKs to capture mobile application data and to capture Ul interactions
from a mobile device. The IBM Tealeaf UI Capture library to capture UI interactions on a web page. The
SDK and developer-oriented documentation is now located in the Developer Center.

« IBM Tealeaf CX RealiTea Viewer Client Side Capture
You can use IBM Tealeaf CX RealiTea Viewer Client Side Capture to configure Fiddler to perform client-
side capture of sessions from web and mobhile devices.

« IBM Tealeaf cxReveal API Guide

You can use the IBM Tealeaf cxReveal API Guide to integrate Tealeaf session search and session replay
into a custom application.

Where is the IBM Tealeaf and UI Capture SDK documentation?

Developers can customize their application by using the IBM Tealeaf Customer Experience and UI
Capture SDKs. This documentation moved from the Knowledge Center to the developerWorks developer
center.

Where did my SDK documentation go?

The SDK and other developer-oriented documentation has moved from the Knowledge Center to the
developerWorks developer center. All the original Knowledge Center content is now in a more developer-
friendly format that continues to improve with additional resources available in one location. Since the
IBM Tealeaf Customer Experience SDKs are used in IBM Watson™ Customer Experience Analytics,
information for both customer bases is presented together and applies to both products.

The Developer Center

The developerWorks developer center is dedicated to providing resources for developers to customize
IBM offerings. You can find the latest information from our team of experts in the Watson Customer
Experience Analytics developer center.

Here are just a few of the available resources:

» Access to SDKs
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Tutorials with example code

Documentation with conceptual and reference information

- Release notes

« Events to keep you in the loop on the latest innovations

« dW answers to ask questions of our experts

In the developer center, you can also share information, interact with our developers, try out samples, ask

questions, and provide feedback. To access the Watson Customer Experience Analytics developer center,
see the Customer Experience Analytics Platform.

Developer Center Relevant Links
IBM Tealeaf Android SDK

« IBM Watson Customer Experience Analytics for Android, standard and mobile editions documentation
- IBM Tealeaf Android SDK Release Notes
« Getting started with the Tealeaf SDK for Android

IBM Tealeaf i0OS SDK

- IBM Watson Customer Experience Analytics for iOS, standard and mobile editions documentation
IBM Tealeaf iOS SDK Release Notes

Getting started with the IBM Tealeaf SDK for iOS using Swift

Getting started with the IBM Tealeaf SDK for iOS using Objective C

IBM Tealeaf UI Capture SDK

« IBM Tealeaf UI Capture documentation

« IBM Tealeaf UI Capture Release Notes

 Getting started with the installation and deployment of the UI Capture
IBM SDK Manager

 Getting started with the SDK Manager for Windows
« Getting started with the SDK Manager for Mac OS X and Linux

Using

You use IBM Tealeaf to capture sessions, which are the interaction between visitors and your website,
and to play back those sessions for analysis.

Replaying visitor sessions provides you with insight into the customer's experience so that you can
identify areas of your website that are the cause of visitor frustration, as well as those areas that result in
a successful and positive visitor experience.

You can use the IBM Tealeaf Portal to search for active and completed visitor sessions, to review and
analyze data across search results, to replay a user session within a browser. Administrators can use the
Portal to manage the Tealeaf system.

The Portal provides a wide variety of options for creating and viewing reports, including dashboards,
scorecards, and other ad-hoc reports. Additional reporting and analysis functionality is available through
Tealeaf licensing options.

Manuals in the Using section include the following:

« IBM Tealeaf CX Mobile User Manual
« IBM Tealeaf CX RealiTea User Manual
« IBM Tealeaf cxImpact Reporting Guide
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https://developer.ibm.com/customer-engagement/cxa-platform/
https://developer.ibm.com/customer-engagement/docs/watson-marketing/ibm-watson-customer-experience-analytics/ibm-watson-customer-experience-analytics-mobile-android-basic-edition/
https://developer.ibm.com/customer-engagement/2018/07/13/release-notes-ui-capture-ibm-tealeaf-digital-analytics-sdks/
https://developer.ibm.com/customer-engagement/tutorials/getting-started-watson-customer-experience-analytics-mobile-basic-edition/
https://developer.ibm.com/customer-engagement/docs/watson-marketing/ibm-watson-customer-experience-analytics/ibm-watson-customer-experience-analytics-mobile-basic-edition/
https://developer.ibm.com/customer-engagement/docs/watson-marketing/ibm-watson-customer-experience-analytics/ibm-watson-customer-experience-analytics-mobile-basic-edition/ibm-tealeaf-cx-mobile-ios-logging-framework-release-notes/
https://developer.ibm.com/customer-engagement/tutorials/getting-started-watson-customer-experience-analytics-mobile-basic-edition-sdk-ios-2/
https://developer.ibm.com/customer-engagement/tutorials/getting-started-watson-customer-experience-analytics-mobile-basic-edition-sdk-ios/
https://developer.ibm.com/customer-engagement/docs/watson-marketing/ibm-watson-customer-experience-analytics/tealeaf-ui-capture/
https://developer.ibm.com/customer-engagement/docs/watson-marketing/ibm-watson-customer-experience-analytics/tealeaf-ui-capture/ibm-tealeaf-ui-capture-release-notes/
https://developer.ibm.com/customer-engagement/tutorials/installation-deployment-plan/
https://developer.ibm.com/customer-engagement/tutorials/getting-started-sdk-manager-windows/
https://developer.ibm.com/customer-engagement/tutorials/getting-started-sdk-manager-mac-os-x-linux/

IBM Tealeaf cxImpact User manual

IBM Tealeaf cxOverstat User Manual

IBM Tealeaf cxReveal User Manual

IBM Tealeaf cxView User Manual
IBM Tealeaf cxVerify User Guide

Troubleshooting

Troubleshooting information helps you understand, isolate, and resolve problems that might occur when
you install, configure, and use IBM Tealeaf and its components.

Additionally, troubleshooting provides tips and techniques for backing up critical IBM Tealeaf
configurations and data so that you can quickly restore or migrate your system.

Manuals in the Troubleshooting section include the following:

- IBM Tealeaf CX Support Troubleshooting FAQ
- IBM Tealeaf CX Troubleshooting Guide

Glossary

This glossary provides terms and definitions for the IBM Tealeaf Customer Experience software and
products.

The following cross-references are used in this glossary:

« See refers you from a nonpreferred term to the preferred term or from an abbreviation to the spelled-
out form.

 See also refers you to a related or contrasting term.

“A” on page 5 “B” on page 6 “C” on page 6 “D” on page 7 “E” on page 7 “F” on page 7
“G” on page 8 “H” on page 8 “H” on page 8 “I” on page 8 “L” on page 8 “M” on page 8
“P” on page 9 “Q” on page 9 “R” on page 9 “S” on page 9 “T” on page 10 “U” on page 10
“V” on page 10 “W” on page 10

action
In an event definition, the value to record, the session attribute to populate, and the dimensions
associated with the event.

active session
Any session in which a visitor is exploring the web application. Each page that the visitor sees is added
to the active session.

alert
A message or other indication that signals an event or an impending event that meets a set of
specified criteria.

archive

Persistent storage used for long-term information retention, typically very inexpensive for each stored
unit and slow to access, and often in a different geographic location to protect against equipment
failures and natural disasters.
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authentication
In computer security, verification of the identity of a user or process and the construction of a data
structure that contains the privileges that were granted to the user or process.

behavioral targeting
A set of techniques and products used for marketing and promotional content that enable dynamic
and targeted content to be served to the appropriate customer's browser at the right time.

binary file
A file format that does not consist of a sequence of printable characters (text).

blacklist
A list of values that, when detected, are excluded from the list of available dimension values.

bot
A program that visits websites in an automated fashion. Some bots are used to gather information,
such as Google's search indexing of web pages. Others may be employed with malicious intent, such
as to cause denial of service (DoS) by causing a website to be too busy to service legitimate requests.

calculated metric
A metric that can be defined using a formula that is constructed from one or more existing metrics,
operators, or constants. For example, users can create a metric named Repeat Visitor % using a
calculated metric of [(Unique Visitors —New Visitors)/Unique Visitors].

canister
A single processing unit within a storage system.

capture filter
A software filter that collects the visitor-site traffic stream data.

capture stream
The flow of hits (request/response combinations) through a system.

client framework
A set of scripts that are deployed with a web application or mobile native application to capture user
interactions on the client that would not otherwise require a server interaction. By capturing these
user interface events, a client framework can provide unique insight into the activities of visitors
within their browsing devices.

completed session
Any session in which the visitor is no longer actively exploring the web application or has been timed
out by the web application.

condition
In an event definition, one or more criteria that must be true in order for the event to be executed. Any
or all of the conditions may be configured as the requirement for event execution.

conversion
A successfully completed business transaction by a website visitor, resulting in the visitor converting
to a customer.

conversion rate
The rate at which customers respond to cues provided by a website towards a specific desired action.

custom control
A control that is not included in the .NET framework library and is instead created by a third-party
software vendor or a user. IBM Tealeaf supports custom controls through Tealeaf Template
customization.
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customer churn
The proportion of contractual customers or subscribers who leave a supplier during a given time
period. Churn rate is a possible indicator of customer dissatisfaction, cheaper and/or better offers
from the competition, more successful sales and/or marketing by the competition, or reasons having
to do with the customer life cycle. Churn rate can be thought of as the inverse of retention rate.

customer service optimization
The practice of improving customer service operations, which is often measured by first call
resolution rates, average call time, customer satisfaction with service, and other factors.

customer struggle
A condition of the online customer experience where the visitor encounters difficulties interacting
with a business website. Customer struggle can cause a visitor to leave the website before completing
a transaction.

dashboard
An interface that integrates data from a variety of sources and provides a unified display of relevant
and in-context information.

deviation
An optional data structure that can be used to store the standard variations of the values for the
selected event over the preceding four-week period.

dimension
A broad grouping of descriptive data about a major aspect of a business, such as products, dates, or
locations. Each dimension includes different levels of members in one or more hierarchies and an
optional set of calculated members or special categories.

dispute resolution
The process of resolving conflicts between two or more parties. Tealeaf facilitates dispute resolution
by serving as a neutral transaction record. For example, if a customer thought they were buying a
product at one price yet discovers a charge for another price, Tealeaf's session replay can be used to
show the price displayed to the customer at the time of the transaction.

Document Object Model (DOM)
A system in which a structured document, for example, an XML file, is viewed as a tree of objects that
can be programmatically accessed and updated.

DOM
See Document Object Model.

DOM capture
A feature of IBM Tealeaf that enables the client to capture the Document Object Model of a web page.
In IBM Tealeaf, replaying the DOM provides "truer" replay experience because it uses the exact DOM
that the user saw at the moment of capture, rather than a simulation produced by a rendering engine.

event
A condition identified in captured data that, when triggered, results in an action. For example, an
event can be the appearance or absence of a specific data element or value in the request or the
response, and resulting actions can include setting values and generating alerts.

fact
The combination of an event plus any related report groups. A fact is recorded in the request of the
affected hit for search purposes and in the database for reporting.
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first-call resolution rate
The percentage of customer calls resolved within a single contact. A crucial measure of quality, first-
call resolution gauges the ability of the call center and the individual agent to resolve the customer
issue in a single interaction with that customer.

fragment
A sequence of captured visitor hits.

gesture
In mobile computing, a short, uni- or multi-directional input on a touchscreen.
group list
A range of numeric values or sets of string values to be recorded as a single dimension value.

heat map
A color-coded data chart in which colors are used to differentiate values in a data set.

hit
A request from a visitor's browser to the web application and the response from the web server to the
browser.

hit attribute
A defined set of characters in the request or the response that can be used as the condition for an
event. A hit attribute may be an explicit string (such as myhit attribute) or an unknown string
bracketed by a starting string tag and an ending string tag.

hybrid app
See hybrid application.

hybrid application (hybrid app)
A mobile device application that combines elements of web and native applications.

index
A list of entries arranged alphabetically to provide fast access to information.

long-term canister
A database that is stored on the local disk of the processing server to retain completed sessions and
their related search indexes for a configurable length of time.

mobile native application
A client application that is specifically designed to work on the hosting mobile platform. For example,
an Android native application only works on Android-based mobile devices. Tealeaf CX Mobile
supports the capture of sessions from mobile native applications.

mobile web browser
A browser that is specifically designed to work with a mobile device.
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passive capture
A record of all conversations between a visitor's web browser and the web application through the
recording of all traffic to and from the web server or servers hosting the application.

qualitative analytics
The outcome of analyzing qualitative data. Using IBM Tealeaf session capture and replay, businesses
can achieve qualitative insight into how visitors interact with the businesses website. By replaying
visitor sessions, the business gains insight into the quality of the visitor's experience and can use that
qualitative analysis as input to improving their website design.

quantitative analytics
The outcome of analyzing quantitative data. Quantitative analysis is the systematic approach to data
analysis during which measurable numerical data is collected. IBM Digital Analytics provides
quantitative insight by capturing website and mobile interaction data and providing interfaces for
analyzing statistics such as purchase funnels, real-time sales data, and conversion rates.

ratio object
An object that can be created to calculate and store the ratio of deviations between two events or
dimensions.

replay
The redisplay of a visitor's session on a website, as it was originally experienced by the visitor. After a
visitor's hits have been collected and sequenced into a session, that session can be replayed in the
manner that the visitor experienced it, with the visitor's selections and entries highlighted for the
Tealeaf user to see.

replay server template
An HTML file that is packaged and installed with IBM Tealeaf CX and is used to render and replay
mobile session data.

report group
A container for a dimension. A report group can contain up to four dimensions.

request
A message from one computer to another asking for a resource.

response
A return message to a computer that made a request. After capturing a request, the PCA server then
processes and assembles packets in search of the response to that request. A response may be in
text or binary form.

scorecard
A preconfigured graphical display of one or more configurable parameters and grades. Scorecards are
configured to display key performance indicators meaningful to an organization, to which users can
apply parameters and comparisons to deliver immediate, meaningful graphical information through
the portal.

segment
A collection of related sessions. The sessions returned from a search executed through the portal can
be rendered into a segment.

Glossary 9



session
A single start-to-finish experience of interaction with a website. In Tealeaf, a session is used as the
basis for evaluating visitor experience.

session attribute
An attribute that is used to store data from events that are triggered during a user session.

sessionization
The process of properly assembling individual hits into visitor sessions.

short-term canister
An in-memory database that is used for storing active sessions.

static content
A set of files referenced in the pages of a web application that are unlikely to change during the
course of a visitor's session. Examples include stylesheets, JavaScripts, and images (files in formats
such as JPEG, GIF, and PNG).

step
A single user action that is captured by one of the Tealeaf client frameworks and submitted to Tealeaf
for capture in JSON format.

T
TLA file
A file of a recorded session that can be exported and replayed with Tealeaf replay tools. The TLA file
includes data in json format that communicates to IBM Tealeaf clients a visitor's journey through the
business's website.
trigger
A user-defined point or set of points during a session at which an event is activated.
U
unstructured data
Any data that is stored in an unstructured format rather than in fixed fields. Data in a word processing
document is an example of unstructured data.
user agent
A broad class of entities that can access servers across a network. This broad class includes desktop
browsers, bots, and mobile devices, among others.
\'}
visitor
Any individual, bot, or other program that is connecting to a web application via HTTP.
visitorization
The process of tracking unique visitors across single or multiple visits to a web application. Using
Tealeaf technologies, each visitor to a web application can be uniquely and permanently identified,
which assists in longer-term study of customer experience and issues.
w

web page
Any document that can be accessed by a URL on the World Wide Web.

web server
A software program that is capable of servicing Hypertext Transfer Protocol (HTTP) requests.
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whitelist
A list of values that, when detected, are included in the list of available dimension values.

workspace
A customizable collection of reports presented in a user interface dashboard.

Notices

This information was developed for products and services that are offered in the USA.

IBM may not offer the products, services, or features discussed in this document in other countries.
Consult your local IBM representative for information on the products and services currently available in
your area. Any reference to an IBM product, program, or service is not intended to state or imply that only
that IBM product, program, or service may be used. Any functionally equivalent product, program, or
service that does not infringe any IBM intellectual property right may be used instead. However, it is the
user's responsibility to evaluate and verify the operation of any non-IBM product, program, or service.

IBM may have patents or pending patent applications covering subject matter described in this
document. The furnishing of this document does not grant you any license to these patents. You can send
license inquiries, in writing, to:

IBM Director of Licensing

IBM Corporation

North Castle Drive, MD-NC119
Armonk, NY 10504-1785
United States of America

For license inquiries regarding double-byte character set (DBCS) information, contact the IBM Intellectual
Property Department in your country or send inquiries, in writing, to:

Intellectual Property Licensing Legal and Intellectual Property Law IBM
IBM Japan Ltd. 19-21,

Nihonbashi-Hakozakicho, Chuo-ku

Tokyo 103-8510, Japan

The following paragraph does not apply to the United Kingdom or any other country where such
provisions are inconsistent with local law: INTERNATIONAL BUSINESS MACHINES CORPORATION
PROVIDES THIS PUBLICATION "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR
IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF NON-INFRINGEMENT,
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Some states do not allow disclaimer of
express or implied warranties in certain transactions, therefore, this statement may not apply to you.

This information could include technical inaccuracies or typographical errors. Changes are periodically
made to the information herein; these changes will be incorporated in new editions of the publication.
IBM may make improvements and/or changes in the product(s) and/or the program(s) described in this
publication at any time without notice.

Any references in this information to non-IBM websites are provided for convenience only and do not in
any manner serve as an endorsement of those websites. The materials at those websites are not part of
the materials for this IBM product and use of those websites is at your own risk.

IBM may use or distribute any of the information you supply in any way it believes appropriate without
incurring any obligation to you.

Licensees of this program who wish to have information about it for the purpose of enabling: (i) the
exchange of information between independently created programs and other programs (including this
one) and (ii) the mutual use of the information which has been exchanged, should contact:

IBM Director of Licensing IBM Corporation
North Castle Drive, MD-NC119
Armonk, NY 10504-1785 US
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Such information may be available, subject to appropriate terms and conditions, including in some cases,
payment of a fee.

The licensed program described in this document and all licensed material available for it are provided by
IBM under terms of the IBM Customer Agreement, IBM International Program License Agreement or any
equivalent agreement between us.

The performance data and client examples cited are presented for illustrative purposes only. Actual
performance results may vary depending on specific configurations and operating conditions.

Information concerning non-IBM products was obtained from the suppliers of those products, their
published announcements or other publicly available sources. IBM has not tested those products and
cannot confirm the accuracy of performance, compatibility or any other claims related to non-IBM
products. Questions on the capabilities of non-IBM products should be addressed to the suppliers of
those products.

Statements regarding IBM's future direction or intent are subject to change or withdrawal without notice,
and represent goals and objectives only.

AlL IBM prices shown are IBM's suggested retail prices, are current and are subject to change without
notice. Dealer prices may vary.

This information is for planning purposes only. The information herein is subject to change before the
products described become available.

This information contains examples of data and reports used in daily business operations. To illustrate
them as completely as possible, the examples include the names of individuals, companies, brands, and
products. All of these names are fictitious and any similarity to the names and addresses used by an
actual business enterprise is entirely coincidental.

COPYRIGHT LICENSE:

This information contains sample application programs in source language, which illustrate programming
techniques on various operating platforms. You may copy, modify, and distribute these sample programs
in any form without payment to IBM, for the purposes of developing, using, marketing or distributing
application programs conforming to the application programming interface for the operating platform for
which the sample programs are written. These examples have not been thoroughly tested under all
conditions. IBM, therefore, cannot guarantee or imply reliability, serviceability, or function of these
programs. The sample programs are provided "AS IS", without warranty of any kind. IBM shall not be
liable for any damages arising out of your use of the sample programs.

Each copy or any portion of these sample programs or any derivative work, must include a copyright
notice as follows:

Portions of this code are derived from IBM Corp. Sample Programs.

© Copyright IBM Corp. 2017 . All rights reserved.

Trademarks

IBM, the IBM logo, and ibm.com are trademarks or registered trademarks of International Business
Machines Corp., registered in many jurisdictions worldwide. Other product and service names might be
trademarks of IBM or other companies. A current list of IBM trademarks is available on the web at
"Copyright and trademark information" at www.ibm.com/legal/copytrade.shtml.

Terms and conditions for product documentation

Permissions for the use of these publications are granted subject to the following terms and conditions.

Applicability

These terms and conditions are in addition to any terms of use for the IBM website.
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Personal use

You may reproduce these publications for your personal, noncommercial use provided that all proprietary
notices are preserved. You may not distribute, display or make derivative work of these publications, or
any portion thereof, without the express consent of IBM.

Commercial use

You may reproduce, distribute and display these publications solely within your enterprise provided that
all proprietary notices are preserved. You may not make derivative works of these publications, or
reproduce, distribute or display these publications or any portion thereof outside your enterprise, without
the express consent of IBM.

Rights

Except as expressly granted in this permission, no other permissions, licenses or rights are granted, either
express or implied, to the publications or any information, data, software or other intellectual property
contained therein.

IBM reserves the right to withdraw the permissions granted herein whenever, in its discretion, the use of
the publications is detrimental to its interest or, as determined by IBM, the above instructions are not
being properly followed.

You may not download, export or re-export this information except in full compliance with all applicable
laws and regulations, including all United States export laws and regulations.

IBM MAKES NO GUARANTEE ABOUT THE CONTENT OF THESE PUBLICATIONS. THE PUBLICATIONS ARE
PROVIDED "AS-IS" AND WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED,
INCLUDING BUT NOT LIMITED TO IMPLIED WARRANTIES OF MERCHANTABILITY, NON-
INFRINGEMENT, AND FITNESS FOR A PARTICULAR PURPOSE.

Privacy Policy Considerations

IBM Software products, including software as a service solutions, ("Software Offerings") may use cookies
or other technologies to collect product usage information, to help improve the end user experience, to
tailor interactions with the end user or for other purposes. A cookie is a piece of data that a web site can
send to your browser, which may then be stored on your computer as a tag that identifies your computer.
In many cases, no personal information is collected by these cookies. If a Software Offering you are using
enables you to collect personal information through cookies and similar technologies, we inform you
about the specifics below.

Depending upon the configurations deployed, this Software Offering may use session and persistent
cookies that collect each user's user name, and other personal information for purposes of session
management, enhanced user usability, or other usage tracking or functional purposes. These cookies can
be disabled, but disabling them will also eliminate the functionality they enable.

Various jurisdictions regulate the collection of personal information through cookies and similar
technologies. If the configurations deployed for this Software Offering provide you as customer the ability
to collect personal information from end users via cookies and other technologies, you should seek your
own legal advice about any laws applicable to such data collection, including any requirements for
providing notice and consent where appropriate.

IBM requires that Clients (1) provide a clear and conspicuous link to Customer's website terms of use
(e.g. privacy policy) which includes a link to IBM's and Client's data collection and use practices, (2) notify
that cookies and clear gifs/web beacons are being placed on the visitor's computer by IBM on the Client's
behalf along with an explanation of the purpose of such technology, and (3) to the extent required by law,
obtain consent from website visitors prior to the placement of cookies and clear gifs/web beacons placed
by Client or IBM on Client's behalf on website visitor's devices
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For more information about the use of various technologies, including cookies, for these purposes, See
IBM's Online Privacy Statement at: http://www.ibm.com/privacy/details/us/en section entitled "Cookies,
Web Beacons and Other Technologies."
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