RTV User Manual




Contents

IBM Tealeaf CX RealiTea User ManUal......ccceeeeeeeriererereeereneereseacesescasescssnsessssasesessese 1

CX REALTEA VIBWET OVEIVIEW. ..eiiuiiiieiiiieieeiteenieesieestesstessieessessseesssesssaesssessseesseessseensessssesssessssesssesssesssesns 1
FA o g1 (= Tod (U = TP SO TSP PRRPRRTPIP 1
RealiTea Viewer minimum SysStem reqUIr€MENTS.......ceccuieeeiieeecieeeeieeeeireeeieeescree e e ree e e reessreeeeseeeeaneas 2
INStALlING REALTEA VIEBWE ..ciceiie et etee ettt et e et e et e e st e e s tte e seatee s steessteesstaesesteesssessssaesnstessnnes 3
UPBIadiNg RTV...oii ittt eetee et esete e e teeeeatee s tteesestaesestaeastee s staeasteesastasasssessastessnstassnseassnssessnssesanns 5
LYo T b 1Y o} =] = PSS 8
ADOUL ThiS MANUAL.cc.ttieteeteeteetee ettt s e e e st e s be e saa e s beesabesabeesbaesasaesssesasesnseesnsenn 9
RTV VEISIONS. .ceutiitieeteiieeste st este st e seesteesteesabe e beesate e beesasessbeesaaesaseessaessseessaesaseensaesaseensaessseenseesssesnsan 9
Switching between VErsions OFf RTV ... ...ttt e e te e e e te e e tee s ataesensaeesnsaeeenes 9
LiMItations Of RTV LIt@...iiiiiiciieiieiieiiterie sttt et ste st este s e e s te s be e ste s be e ssaesbeesaaessseessnesaseensaesnseenne 9
Using RTV across multiple VErsions 0f CX...uiiuiiicieeeiieeciieeecie ettt te e e cte e e ae e s eaae e e eaae e e 10
INitial RTV CONTIGUIAtION....ii ittt e et e e et e e s be e e sebae e sbae e sbeeessaessseeenans 10

RealiTea VIEWET NAVIGAtiON....ccciiieiiiecieecee ettt et e e rte e e ree e e te e e tae e e sae e e aaeeessaee s steessseeennseeesseesnnees 20
RealiTea VieWer Main WINAOW.......cciiiiirieriiiinienieenee st esieesreesieesieessseesasessseesssessesssassssesssassssesssasssns 20
IMpProving Replay PerfOrMaNCE......iic i ittt ettt e e e e e e e e e e tee e s teeseabeeeentaeesnsaeesnsaeaans 25
REPLAY VIBW ... tiieiiiieciee ettt ettt ettt e et e e et e e e bt e e e tee e s bte e e btee e saeesseeeansaeesaseeessaaesnseessstessnsseesnseeennns 26
Yol a1 Y=y ¥ LA ol T | =Y o} SRR 27
Timing the parts that COMPrise a USEr iIMPreSSION.....ccuiiccieeeiieeecieeeceeeeiee e rreeesre e e sae e e ere e e s aeeeeneeas 27
ViIEWADLE PAZES LiST....uiiiciiieeiie ettt ettt tee e e e e e e te e s e te e s e atae s atee s abeeestaesnnteeennteesnnteeannees 28
V=T RSl o =1 = TP PP PPPPPPPPRRRRPPIRE 30
Replay Of MODILE SESSIONS.......uii ittt e e s ere e e ste e e s ebte e sebaeesebaeesbaeessaeessaeenans 32
ViIEWADLE PAZES LiST....uiiiciiieeiie ettt ettt e et eete e s e e e e e te e s e atee s ate e e atae e staesnteeennteesanseeannees 32
CONTEXT MENUS ... ettt et e e e bt e e e nb et e e s s s et e e s senmee e e s semeeeessamrateesennssteesesnnneeas 33
StatuUSCOAE INFOIMATION.....iiitiieiieeerece ettt e e e st e e sae e s be e beesabeesbaesasesnbeesanesnsenn 39
(08T oYL= [ o =YY SR 42
Page Load TIMeEOUL dIialOZ....ccuieieiieeciee ettt ettt e ee e e e e te e e e ate e s rtee e nteeseateeesnsaeesnsaeeenseeanns 43
Large Page WarNiNg QialOg.......ccccuiieciieieiieeeciie ettt ette e etee e etee e e tee e stee e ebaeestaeesnbaeesnbaeesnsaessnseeennes 44
Ordering Of UL BVENTS ..ottt ettt ettt etee e et e e s rve e e s be e e sbae e sbaeesabaeesasaeesnsaeesnsaeesseaessaeennes 44
L aa1To I oT: Tl YU PSRNt 46
REPLAY FULES... ettt ettt ettt e et e et e e et e e eetteeeeteeeeateeessteeeasteeaassaeaassasaassaesassaeeansaeeantassnnseeans a7
o o Ul ol o =T ( T OO O T PP SRRTPPPPPP 48
INtErPreting JAVASCIIPT. . iiieciieccieeecte ettt et er e et e e te e e s bee e s abae e abaeeeabaeessbaeesnsaeaanseeasnseeennses 48
HIAAEN DIVS..iitiiiieeieiiteeteest et sste sttt e st e st et e st e e sbe e sabe e baesaaeesbeesasessbaesasessbeessaesnseensaessseensaessseenses 49
I8NOrING PAZES IN the FEPLAY...eii ittt te e e rte e s rte e seateesestaessteesnnraeanns 49
EST 1A MaNaZEMENT. ittt et e e s e s s s aa et e e e e e e e e e s s s raaaeaaeeeeaeeesssssssrrrraaaaaeeeeas 52
Creating a response MOdifiCation FULE.......cecciie i ere e e st e e saae e sbaeeeaes 52
Creating external file Modification FULES.........eicviiieeecce e et e e e ree s 56
DyNamic MOIfICAtION FULES....ccuiiieiieeeee ettt e e e s te e e aae e e abe e e abee e aeeeennsaeennees 57

REGUEST VIBW .. .eiiiiceiieecieeeeite ettt et e et e e et e e et te e e sat e e e bae e e sae e e see e e saseassaaeessaeeassseeanseeeenssaessseeansanessteesnsnns 59
REQUEST VIEW TOIMMIAL ... ciiciieiiie ettt ettt e e te e e e te e et ae s steesesteessnteeesstaessstassnnsesanns 59
DiSPLlaying UL @VENT PAZES.....uviicciieieiieeieitieeeteeeeiteeesiteeeeteeesateeassteeestaeessteesssteessssessnssessnssessnssessnssessnnens 72
RESPONSE VIBW ... etiiiiiieeciieectie e cctte e ectteeeette e etee e s ette e sbeeesbaeesssaeessbaeesabaeeeseesensaeaansesasnseesanseeeanseeesnseesnnses 72
EVENTS VIBW..eiutiiiieeiieiieeiteete st ettt et e ste et e st e e be e saae e baesabessbaesabe s beesssesabeessaessseenbeesaseensaesaseensaenseenn 73
CrEALING BVENTS. . iiiitiiecieeecte ettt e et e e cre e et e e et e e e bae e e sae e e bae e e saee e saee e ssaeesseeeseaeessaeennsaeanssaeennseas 75
FN LY Q=T o] - | TSP 77
REPLAY OVEI HTTPS ... . ettt ettt et e et e e e tee s ttee e e tteesesteeessteesesteesessaesassaeanstaesnssesanssaeenssasenssesanns 81

SEANCNING SESSIONS....eiicieeieiieeeiteeerteeeerteeeeteeeeteeeeteeeerteessrteeessteeeesteeeaseeeaaseeseastesenssasestesesessenstessssessnsens 81
VY=Y Ted o T U o DO 81
CONNECE 10 SEAICIN SEIVET ... tiiiiieieete ettt ettt ettt e be e st e e be e saaesbeesasesabeesbaesasessaesaseens 82
TNAEX SUMIMIAIY ..c..uiiiieiieeeieeeeieeeeteeeeteeeeteeesteeeeteeeesteesestaeesssaeaassaeesssaeasssasaasseseassassassessnsseessssesesnsesanns 83



N N =TT (o] A 1T (o X =1 10 o PPN 85

Y (0] o] o] = aT=T- Lol o 1= F TP 85
CrEaTE SUMIMAIY .euiiiiiiieiee ettt e e e e e e ee e e e e e e ee e e e e aesee e aesaaaaeaeeeeaeeesasasnssssasaeaaeeasessessasnnsnssranneeaes 85
Keep hands off data when displaying reSULLS.......cccuviicieieiieiniecee et 85
Return detailed SEArCh rESULES.....ciiviii ittt ee e s e e s ae e e s e e e sbee e saneas 85
Session Search and SUDSEAICN.....occuiiiiiiice e sare e s aae e ssaee e s saeas 86
Y=ol AT =T 0 0] o] = SRS 111
Managing reSULE SEIS IN RTV ittt ettt ettt e st e s s e e s be e s s be e e s abeessasaesnans 118
Exporting session data from RTV.....cci ittt see s see e e s sbe e s st e s s be e s saaeessanas 123
CUSTOMIZING COLUMINS. ..eiiitiiiiiiieetieee e e st e st e s rtte e s iee e s saae e s abe e s aeeesssbaesabaesssseesnssaessnsaesssseesnssaessnsens 123
Monitoring client UL EVents through RTV.....coociiiiiieiiiieeeieectee ettt see s vee s s 125
HighlightONLYURL Profile FULES.....cii ettt ettt s e e s be e s e e s saneeeas 125
Getting accurate highlighting of JavaSCript lINKS......ccveiiiiiiniieinieceeecee e 126
FN N G 7= o] - SRR 128
=Y o TU I (oo E- RPN 128
RTV MBINUS. ..ttt ettt ettt ettt e ettt e e sttt e e s e se e e e s e e st ee e s e asbte e e e e sseeeeeanseaeeesanneeaeeaannnaaenann 128
ANNOTALIONS IN RTV ittt sttt e st e s st e e s s be e s beessabeesssseessabaesasseeesssaeeassaeanssaeenn 151
SESSION TragMENTALION...ciiiciii ittt sttt e e s e e e s be e s s be e e s bee e sbeeesbaessaseessasaeenanes 152
B 0=T 0] £V €= o JO SR 156
RTV PrOTIle. ettt sttt e s bt e e sbe e e s bt e e sabeeesabeeesabaeesasaeesaseeesaseeesaseeesane 159
PLUZINGS OPTIONS . c.ttiiiciieeiiiee ettt ettt ettt e ettt e st e e st e e s bte e sbeeesabaee s bt eesbaeesabeessssaesssaeesseeessseessaseessnn 168
AV (o A ] = SR 186
SESSION ATETTIDULES . etiiiiee ettt sttt e st e e st e e s ate e s bee e s ata e s ntee s ntaesareeesanteesneaeean 189
ACCESSING SESSION AtIDULES....eiiiiii it ssee e s saee e s saeeesnees 190
Searching for SESSION AtTrDULES....cicuiiiiiiice s st ae e s be e ssaeeeeas 190
SESSION ATEFIDULE FEFEIENCE. . cii ittt e s s re e s sbe e s sbae s sabaeenas 190
How seSSion attributes are STOred......cuiiiciiiiciiiiiieicieece et re e s sbe e s s e e s saeeas 193
MEIEE AT DULES . .eii ittt et s e e s st e e e sbe e e s bee s s baeesbaeesabaeesnsaeesssaeessaeens 193
What is indexed and SEarChable..........iii it 196
=TS] o o 1= =TS SUPRPN 196
=T U= PP 196
INAEXING OPTIONS.ceittiieiiee ettt ettt ettt ete e e st e e st e e s bt e e s bt e e sbaeesbeeesseeessaesssaesssaeessaeesnsanenns 196
Regular expressions in the REAlITEA VIEWET....c.cuii ittt sttt st s st ssaee e ssee e ssaeeessneeessaeee s 197
OVEIVIBW .. tieieiieeeite ettt ettt e e e st e e st e e s et e s s be e s e abeessabeeesabaessasaesaasaessssaesaasaesansaesnssaesnnsaesnsseesnssaesnneans 197
Greedy versus NON-greedy SEAICNES. .....c.uii ittt ettt saae e s saae e ssseeessbeeesssseesseneen 197
USING STAtiC @rChiVES IN RTV . .iiiiiiiieieeeitee sttt ettt ettt et ssee e e s be e e s e e e s saae e ssaeesssaeessteessaaessenenn 198
TYPES OF STALIC ArCRIVES....uiiii e e et e e e e ebte e e e e et ae e e e e ateeeeeenreeeesennseaeeaanns 198
How RTV @CCeSSES StatiC CONTENT...ciiiiiiiiiiiiicieieee ettt e e s sbe e s s be e s saeeas 198
Configuring RTV 10 USE STAtiC @rChIVES......uii ittt e s s e s 199
Reviewing statiC arChive CONTENTS....c..iiiiiiiiiiccecree et e s e s e e s naree s 204
RefreShing STatiC @rChIVES.......iiiiiiicieeeee et e e s be e e s ba e e s beeesbeeesasaeens 208
IBM Tealeaf documentation and NelP...... ettt e e s re e e e 209
U] e o) {3 PRTPRR 211
RTV BUILA 8452 ittt ettt sttt ettt e stte s st e st e s sba e s s te e s s bt e s sabaessasaessssaessssaesnasaesnnseesnnsens 211

L =) .o






IBM Tealeaf CX RealiTea User Manual

Use the IBM Tealeaf CX RealiTea User Manual for information about how to view a visual replay of a
visitor's interaction with your web application and for instructions on how to examine and analyzed the
data that flows between a visitor's browser and your web server during a session.

CX RealiTea Viewer overview

CX RealiTea Viewer (RTV) is a stand-alone application that is part of the IBM® Tealeaf® cxImpact product
suite.

CX RTV provides the following significant capabilities:

- Allows you to view a visual replay of a visitor's session with your web application

« Allows you to examine the information that the visitor's browser sends to your web server and the
information that is returned by your web server in response

« Plays a key role in searching for sessions that meet specific criteria
 Presents specific, customizable information about each hit that matches a search

CX RealiTea Viewer includes software that is developed by the OpenSSL Project for use in the http://
www.openssl.org/. RTV provides the following perspectives on session data:

Replay View:
Through Replay view, you can experience a visitor's session as the visitor experienced it. For more
information, see the "RealiTea Viewer - Replay View" section (in IBM Tealeaf CX RealiTea Viewer User
Manual).

Request View
Through Request view, you can review the requests that are submitted by the visitor's browser to the
web server during the session. For more information, see the "RealiTea Viewer - Request View"
section (in IBM Tealeaf CX RealiTea Viewer User Manual).

Response View
Through Response view, you can review the responses that are returned from the web server to the
visitor's browser during the session. For more information, see the "RealiTea Viewer - Response View"
section (in IBM Tealeaf CX RealiTea Viewer User Manual).

The Tealeaf Event Manager is closely integrated with the RTV request and response playback views,
which allows easy visual identification of patterns that can be used to create events.

For more information, see IBM Tealeaf Event Manager Manual.

Architecture

The IBM Tealeaf cxImpact product is used to capture and preserve the detailed information about every
visitor's interaction with your web application. RTV displays this detailed information in a visual format.

The figure that is shown is an overview of the IBM Tealeaf cxImpact architecture and RTV's relationship to
the other components of IBM Tealeaf cxImpact:

IBM Tealeaf CX RealiTea User Manual 1
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Figure 1. RTV's role in the IBM Tealeaf cxImpact architecture

Example Usage

Suppose that you are a typical analyst and you are using RTV to analyze sessions. You start the RTV
session with a search. You have a specific customer name or error message and a specific time. You want
to see the replay of the visitor's session. You use the RTV search feature to enter specific search
parameters, such as the visitor's name and a time range. RTV displays a session segment of all sessions
that match the search parameters. From this session segment, the analyst selects a session for replay.

You probably start with the first page and quickly thumbs through the visitor's pages to get a feel for what
the visitor was trying to accomplish. From this overview, you can locate the particular piece of the session
of interest, where you examine the visitor's behavior, the selected pages, and the values that are entered
into the page's form fields.

You can research a reported error, and determine whether the error is because of a mistake by the visitor
or a problem with the web application. If it is a problem with the web application, the analyst then casts a
wider net and searches for similar occurrences of the same error. The session segment from this search
indicates the breadth of the error. Is it affecting only a few visitors? Or many? Is it occurring at specific
times of day? Or only on specific web servers? Or only for specific combinations of user inputs?

After the analyst identifies a real problem with the web application and any potential causes, the next
step is to communicate this information to the application development team. Using RTV, the analyst can
add an annotation to the visitor's session in the IBM Tealeaf CX datastore and send this session to the
application developers by email, by copying and pasting into an application, or by attaching the session
file to a bug tracking report.

In addition, business analysts use RTV to understand visitor behavior. With scorecards and dashboards of
IBM Tealeaf cxView, the business analyst uses RTV to analyze visitor behavior and increase the
completion of transactions.

RealiTea Viewer minimum system requirements

RTV is a Windows application. It is supported on Windows Server 2003, Windows Server 2008, Windows
Vista, and Windows 7.

The minimum supported system is:

- One of the operating systems
- 1 GBRAM
100 MB disk space. See “RTV disk storage” on page 3.

500MHz processor

Internet Explorer 6.0 or higher

2 RTV User Manual



Note: Replay of Tealeaf sessions in IBM Tealeaf CX RealiTea Viewer (RTV) requires Internet Explorer to
be installed on your local computer. If Internet Explorer is not supported by your enterprise's IT
department, basic replay must be managed through the browser replay feature available with IBM
Tealeaf cxImpact. See "CX Browser Based Replay" in the IBM Tealeaf cxImpact User Manual.

Performance and response time improve with a faster processor and more memory.

Note: If you have Windows Enhanced Security features, you experience issues when you use RTV. See
"Troubleshooting - Portal" in the IBM Tealeaf Troubleshooting Guide.

RTV disk storage
RTV requires a minimum of 100 megabytes of storage on the disk to properly install.

Depending on how many sessions you want to load, RTV performance improves when more space is
allocated on the disk for storing sessions, local caches, and replay temporary files.

Note: Tealeaf recommends 2 GB of disk space for IBM Tealeaf CX RealiTea Viewer.

RTV memory usage

When RTV is started without opened sessions, it occupies approximately 13 MB of RAM. When you search
for sessions, open sessions, or download sessions from the Canister, this data is stored in additional RAM
that is allocated as needed.

Note: RTV is a 32-bit Windows application, which means that it can address up to 2GB of RAM, regardless
of the amount of memory that is installed on your system.

Depending on the number of other applications that run on your system, you can fill the available address
space so that RTV is unable to load sessions or complete operations.

When you use RTV:

« Constrain your searches to retrieve the minimum set of sessions.
 Avoid downloading or loading TLA archives containing hundreds or thousands of sessions.
« Close other desktop applications, if possible.

Installing RealiTea Viewer

IBM Tealeaf CX RealiTea Viewer must be installed on the desktop system of each Tealeaf user that must
use the RTV application.

About this task
« RTV can be installed across a network.

Note: Before you begin installing RTV, you must determine the appropriate roles for each RTV user.

Procedure

1. The Tealeaf software distribution includes the installation packages for each version of IBM Tealeaf
CX RealiTea Viewer. Depending on your role and permissions, you can install IBM Tealeaf CX
RealiTea Viewer directly from the installation package directory.

« For more information about the available versions of RTV, see “RTV versions” on page 9.

2. In the appropriate directory, run the RTV Setup program (setup.exe).

- If you have previously installed an earlier version of RTV, you must uninstall it before you install the
new version. Your settings are preserved between installs.

« After you uninstall RTV, run setup.exe again to install the new version.
3. Select the language that you want to use for the installation screens and click OK.
4. The Welcome screen is displayed.

5. In the Welcome screen, click Next. The License screen is displayed.

IBM Tealeaf CX RealiTea User Manual 3



6. In the License screen, click the I accept the terms of the license agreement. Click Next. The Choose

Destination Location screen is displayed

7. To choose a different directory from the default one, click Browse.... Browse your local computer to

select a directory where you want to install RTV.
8. Click Next.
9. The Installation screen is displayed.

10. When you are ready to install, click Install. The installation begins.

11. When the installation finishes, the Installation Complete screen is displayed.

12. When the Installation Complete screen is displayed, click Finish.

Connecting RTV to Tealeaf

After you run RTV on your local desktop, you must connect it to one or more Tealeaf servers.

Procedure

1. Run RTV by using either of the following methods:

« In the Tealeaf installation directory, double-click the RealiTea . exe file.

« From the Windows Start menu, select:

Start > Programs > TealLeaf Technology > TealLeaf RealiTea Viewer

Then, select the version of the Viewer to run.
2. When RTV opens, select Tools > AutoConfig from TeaLeaf Master....

Master Tealeaf Config

Tealeaf cxImpact Server:

nasakch. tealeaf, com fidd

Tealeaf cxImpact Swstems:

B nebo.tealsaf.com

= B wasatch.tealesf.com

WASATCH: 19000 ReportServer

wasatch: 21000

wasatch: 19000 Processing Server(Eventiaster)
wasatch: 19101 StorageServer

AMDe4-52: 19000 Processing Server

wasatch: 19000 Processing Server

wasatch: 19000 Processing Server

wenusB080 Processing Server

D T D D D D D D

Configure RealiTeavWiewer

[” Use Shared Frofile, if available
ko use this system

Exit
Remove | Ll

bl

Figure 2. Configuring from Tealeaf Master
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3. Inthe Tealeaf IBM Tealeaf cxImpact Server field, enter the server name from which to acquire the
master configuration. Then, click Add.

4. RTV attempts to retrieve the master configuration from the server. If RTV is successful, all of the
Tealeaf servers that are associated with the master server are displayed.

5. To configure your local instance of RTV based on the server, click Configure RealiTeaViewer to use
this system.

- If you want, you can configure the local profile for the current user that is based on a shared profile
that is maintained on the master server. To use the shared profile, click Use Shared Profile, if
available.

6. The configuration and optional profile are downloaded to your local version of RTV.
« To remove a Tealeaf installation from this list, click Remove. The local instance of RTV is no longer
connected to the Tealeaf server or servers.

7. If the master server already contains data, to test the configuration, search for sessions on the server.
In the IBM Tealeaf CX RealiTea Viewer toolbar, click Search. See “Searching sessions” on page 81.

Performing silent installs for RTV
You can use the following steps to enable silent installs of RTV. This method supplies answers to the RTV
installer prompts through a configuration file.

About this task

Note: Before you begin, you can copy the image of the RTV installation folder to the local workstation
where it is to be installed.

Procedure

1. Copy the following text:
# Tealeaf Silent Install Script File
i

[General]
InstallFolder=C:\Tealeaf

2. Paste it into a text editor.
3. Save this file as a text file.

« This file must be saved in a location where the RTV installer can access it. For example, you might
save it as:

C:\TealeafSilentInstall.txt

4. Open a Windows command-line window.
5. Run the following command:

setup.exe /InstallScriptFile=C:/TealeafSilentInstall.txt

6. RTV installation continues without prompting.

Upgrading RTV
To upgrade RTV, you follow the same steps as for installing the application by running setup. exe twice.

The first time that you run setup.exe, RTV is uninstalled. When you run it again, RTV is upgraded to the
new version.

IBM Tealeaf CX RealiTea User Manual 5



Updating the RTV stub file
Your RTV installation file includes a stub file that is used to facilitate replay of user interface events that
are captured by using Tealeaf IBM Tealeaf CX UI Capture for AJAX.

About this task

Note: If your Tealeaf solution does not use IBM Tealeaf CX UI Capture for AJAX, you can skip this section.
See "UI Capture FAQ" in the IBM Tealeaf UI Capture for Ajax FAQ.

Note: IBM Tealeaf CX UI Capture for AJAX is only available to legacy users.

Note: In Release 2012.06.01.1, the method of generating xpaths was changed for the JSON version. If
you are using the JSON version of UI Capture for this release or a later one, you must update RTV to use
the latest stub file. For more information on downloading IBM Tealeaf, see IBM Passport Advantage
Online.

When RTV is initially installed, this file (Tealeaf. js) is automatically installed with the RTV software.
Depending on the type of rich internet application that your system is monitoring, the file can be updated
when RTV is upgraded. During the upgrade, the Tealeaf. js file can be updated as follows:

- No modifications: If you or your Tealeaf administrator has not modified Tealeaf. js, then thefile is
automatically updated for you during the upgrade process. You can skip the rest of this section.

 Modifications: If your local version of Tealeaf. js is modified, the upgrade process does not update
the local copy of the file.

Note: During the upgrade process, RTV does not overwrite a modified version of Tealeaf. jsfile. A
developer or Tealeaf administrator must review and manage the changes between the Tealeaf. js file
in use within your Tealeaf environment and then default one provided with the new version of RTV. This
single version must then be deployed to all RTV users. Complete the following steps to manage and
export the changes.

Procedure

1. Run RTV.

. From the RTV menu, select Tools > Options....

. Click the UI Events tab.

. Click Edit TeaLeaf.js Stub.

. Copy all of the contents of the edit pane and paste it into Notepad. exe.

. Save the file locally. Suppose that you are using RTV version 7284. You might name this version:
RTVStub-7284modified. txt.

. Close the edit pane.

. Click Reset TeaLeaf.js Stub. This step resets the file to the one provided in the current installation.
Since you have saved a copy to your local computer, this step can always be reverted.

9. Click Edit TeaLeaf.js Stub.
10. Copy all of the contents of the edit pane and paste it into Notepad. exe.

11. Save the file locally. Suppose that you are upgrading to RTV 7296. You might name this version:
RTVStub-7296.txt.

12. Using your preferred diffing tool, compare RTVStub-7296.txt to RTVStub-7284modified. txt.

ook W

o J

- Items that display as changes are likely to be modifications that you made.

» Items that display as deletions are likely to be new code that is provided by Tealeaf.
13. In the RTV edit pane for the stub file, carefully add back your modifications.
14. Click Save Changes and Exit.

15. Verify replay of a session from your application to confirm that the modifications are being properly
applied.

16. Iterate until you are confident that all changes have been applied.
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17. Save the file locally as RTVStub-7296modified.txt. Store all three versions for safekeeping.
18. Publish the new stub file to RTV users.

Updating your Replay profile for DWR POST data matching

If you have upgraded to Release 8.4 and your web application uses the DWR library to communicate

between client and server, you must apply the following changes to your local replay profile to use the
DWR POST data that matches the plug-in in RTV.

About this task

When RTV is upgraded, the required plug-in is included as part of the installation. However, you must
configure RTV to recognize the content type that is associated with these POSTs and to then use the
appropriate match POST data to response data during replay.

« The DWR POSTs are in text/plain format and are managed by the FormData plug-in.

« For more information about POST data that matches plug-ins in use in Tealeaf, see "Managing POST
Data Matching Plugins" in the IBM Tealeaf CX Configuration Manual.

Note: These changes are applied to your local replay profile only and cannot be shared through the
Replay Server with other users. Each RTV user must apply this change to the local RTV replay profile.

Steps:
Complete the following steps.

Procedure

1. Run RTV.

2. Add the plug-in:
a) In the RTV menu, select Tools > Options....
b) Click the Plugins tab.
c¢) Verify that the FormData plug-in is enabled.
d) If not:

1) Click Add?.
2) Browse to the directory where RTV is installed on your local system. Typically, this directory is:

C:\Program Files\Tealeaf

3) Select the FormData d11 file and click Open.
4) The plug-in is added.
« See “Plugins options” on page 168.

3. Make the required changes in your local replay profile:
a) In the RTV menu, select Tools > Options....
b) Click the Profiles tab.
c) To edit the profile, click Edit Raw Profile....
d) The raw profile is in XML format. You can copy and paste the profile text into an external text editor.

e) Search for the following string:

<ReplayHitMatchPlugin name="FormData"
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4.

f) This XML entry contains the plug-in information for the FormData plug-in. Beneath the top-level
node, there isa HitType entry for the application/x-www-form-urlencoded content type
similar to:

<HitType contentType="application/x-www-form-urlencoded"
handlesQueryString="true" wantResponseData="false"
haveCustomOptionsDialog="false" haveCustomIgnoreParamDialog="false"
haveCustomResponseDisplay="false" haveCustomPostDataDisplay="false"
affinity="0.5" enabled="1">

<URLFilter pattern="" reqVar="" reqVarValue="" enabled="1"/>
</HitType>

g) Below the HitType entry, copy and paste the following entry into the profile, just after the </
HitType> closing tag:

<HitType contentType="text/plain" handlesQueryString="false"
wantResponseData="false" haveCustomOptionsDialog="false"
haveCustomIgnoreParamDialog="false" haveCustomResponseDisplay="false"
haveCustomPostDataDisplay="false" affinity="0.5" enabled="1">

<URLFilter pattern="" reqVar="" reqVarValue="" enabled="1"/>
</HitType>

h) If you were using an external text editor, copy and paste the entire profile back into the Profile
Editor.

i) Click Save Changes & Exit.

If possible, you must try to replay a session that includes DWR POSTs to verify that the POST data
matching plug-in is working correctly.

Note: A POST data matching plug-in does not guarantee that POSTs are matched to the appropriate
response. However, using one that is appropriate for the content type greatly increases the chances of
an appropriate match.

« See “RTV Profile” on page 159.

Results

Note: For BBR users, a similar change must be applied through the Replay Server profile on each instance
of the Replay Server in your environment. See "Configuring the Replay Server" in the IBM Tealeaf CX
Configuration Manual.

Replay logging

You can monitor Tealeaf user replays from RTV through the Portal.

Procedure

0 o0 o1 W N P

. Log in to the Portal as a Tealeaf administrator.

. From the Portal menu, select Tealeaf > User Activity.

. For the Report, select User Activity.

. Open the Search node.

. Select the Replay Session - RTV option.

. Toiinclude BBR replays, select the Replay Session - BBR option.
. Apply any other settings as needed.

. Click Refresh.

« See "Monitoring User Activity" in the IBM Tealeaf cxImpact Administration Manual.

8 RTV User Manual



About this manual

The IBM Tealeaf CX RealiTea Viewer (RTV) User Manual helps the following roles to learn how to use RTV.

- Web application analyst: Understand how visitors are interacting with your web application and provide

avisual replay view of the visitor's session.

« IT Operations staff: Find specific sets of sessions that have common characteristics, such as specific

error patterns.

 Business analyst: Understand how to find and replay sessions that represent successful business
transactions (like placing an order or generating a quote) and locate sessions where customers were

unable to complete the transaction.

The terminology that is used throughout attempts to conform to World Wide Web Consortium (W3C)
standards as much as possible. Because the IBM Tealeaf cxImpact product, including RTV, must work
with every web server technology on the Internet, terminology is expanded beyond W3C standards where

necessary.

« For more information about terminology, see "Tealeaf Glossary" in the IBM Tealeaf Glossary.

RTV versions

In IBM Passport Advantage Online, the following versions of IBM Tealeaf CX RealiTea Viewer are available

for installation in the listed compressed file.

« In the file name, * denotes the version and build reference, suchas 8.2.0.8221.

Table 1. RTV Versions

Version File name Description

Licensed RTV_Licensed_x*.zip Enables all permissions

Lite RTV_Lite_x*.zip Allows limited set of features. See
“Limitations of RTV Lite” on page 9.

Note: For customers who upgraded from Release 7.2 or earlier, the ability to edit events is now a Portal
function. You cannot edit events directly through RTV. You can initiate the process of creating new event
objects from within RTV, if you have the appropriate Portal permissions. See “Creating events” on page

75.

Switching between versions of RTV

You can switch between versions of RTV by completing the following steps.

Procedure

1. If both versions are installed, rename the old RTV version executable file to 1RealiTea. exe.

2. Double-click the new version of RTV to open it.

3. As part of its initial configuration, RTV automatically associates itself with . TLS, . TLX, and . TLA files.

The new version of RTV is now the default one.

Limitations of RTV Lite

The RTV User Manual describes the functions of professional versions of RTV.

RTV Lite cannot complete the following functions:

« Save

- Send a session through email

« Generate load runner scripts

« Generate Windows Application Stress (WAS) scripts

« Search canisters. RTV Lite can perform subsearches.
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Create exe files with sessions included
* Print

- View result sets

- Create annotations

Using RTV across multiple versions of CX
Some Tealeaf installations contain multiple instances of IBM Tealeaf cxImpact. Optionally, RTV can be
configured to access each version.

Note: Changes between versions of RTV and IBM Tealeaf cxImpactcan make some features inaccessible.
Tealeaf recommends the latest version of RTV for the version of IBM Tealeaf cxImpact in use in your
environment.

- See "Troubleshooting - RealiTea Viewer" in the IBM Tealeaf Troubleshooting Guide.

Initial RTV configuration
This page describes how to complete the initial configuration of RTV.
Note: This information provides a framework for completing the initial configuration of one component of

the IBM Tealeaf CX system in a simplified deployment model. Depending on your Tealeaf solution's
deployment, additional configuration can be required.

The IBM Tealeaf CX RealiTea Viewer allows Tealeaf users to search for and replay Tealeaf sessions on
their local desktop systems. The standalone RTV application connects through the available network to
the IBM Tealeaf CX platform to search for active or completed sessions and then displays them as they
were originally experienced in a customized web browser.

« For more information about RTV, see "RealiTea Viewer (RTV) User Manual" in the IBM Tealeaf RealiTea
Viewer User Manual.

RTV installation

The IBM Tealeaf CX RealiTea Viewer is a standalone Windows application that must be installed on the
desktop system of each Tealeaf user. Before you configure RTV, you must verify that the software is
installed on your system.

About this task

Note: For Tealeaf Event Manager users, the installed major and minor version number of the IBM Tealeaf
CX RealiTea Viewer on your desktop must match those numbers of IBM Tealeaf cxImpact.

Note: If you have not done so already, you must connect your installed version of RTV to the IBM Tealeaf
cxImpact server.

Procedure

1. From the Windows Start menu, select Settings... > Control Panel.
2. Double-click Add or Remove Programs.
3. Inthe list, if you see an entry for Tealeaf RealiTea Viewer, the application is installed.

Results

« For more information about RTV minimum system requirements, see "RealiTea Viewer Overview" in the
IBM Tealeaf RealiTea Viewer User Manual.

« For more information about RTV installation, see "RealiTea Viewer Overview" in the IBM Tealeaf
RealiTea Viewer User Manual.
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Configuration
Before you begin configuring and using RTV, you must determine the roles of individual Tealeaf users. RTV
roles can be broken into the following categories.

Role
Description

RTV Administrator
Responsible for managing replay rules and global profiles. Can overlap with the Tealeaf application
administrator. For more information about configuration tasks for RTV administrators, see
“Configuring RTV as an administrator” on page 11.

« RTV administrators can be required to configure replay rules to achieve high-fidelity replay of the
monitored web application in RTV. See "RealiTea Viewer - Replay Rules" in the IBM Tealeaf RealiTea
Viewer User Manual.

RTV User
Individual Tealeaf user who must use the RTV application to search for session data, replay selected
sessions, and act on their findings. For more information about configuration tasks for RTV users, see
“Configuring RTV as a User” on page 14.

RTV User Who Edits Events
Tealeaf user or administrator who is responsible for creating and maintaining the event definitions
that are used in the Tealeaf system. For more information about configuration tasks for these users,
see “Configuring RTV for users who edit events” on page 15.

Configuring RTV as an administrator
This information describes the configuration steps that RTV administrators must complete before they
enable Tealeaf users to access session data.

Configuring RTV user accounts
Any Tealeaf user with basic Portal access can also use the IBM Tealeaf CX RealiTea Viewer application.

Accounts assigned to RTV users cannot have their Default Replay Mode set to BBR at either the group or
individual user level. It must be set to either RTV or Prompt on Replay. For more information:

« "CX User Administration" in the IBM Tealeaf cxImpact Administration Manual
« "cxReveal User Administration" in the IBM Tealeaf cxReveal Administration Manual

Creating a default user profile
After IBM Tealeaf cxImpact is initially installed, a default profile must be created and stored on the
server.

About this task

« For more information about creating replay rules, see “Configuring the user profile” on page 15.

You can search for sessions and complete a basic replay of them by acquiring the profile.

Note: The quality of session replay is dependent upon the nature of the web application. Websites that
employ sophisticated display technologies or rely on client user interaction events can require significant
customization of the common replay profile and replay rules. Those steps are covered in later sections.

To acquire the default RTV user profile, complete the following steps.

Procedure

1. Run RTV.
2. In the RTV menu, select Tools > Options.
3. Click the Profiles tab.

« At the top of the panel, you will see the following message:
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You are using the default built-in profile.

4. Under the Default Profile, enter the server from which to acquire the default profile. Click Check for
Updates Now.

Test RTV connection
This information describes the steps that RTV administrators must take to test whether the RTV

connection is working.

Testing search
You can test to see whether search is working.

Procedure

1. In the RTV toolbar, click the Search button.

2. Specify a search that must return a non-zero number of sessions.

3. To run the search, click Search.

4. In the Search Progress dialog, you must see search results displayed.

Testing replay
You can test the basic capability of replaying sessions. You can see problems that must be addressed
before production deployment.

About this task

Note: Replay is a complicated process and can require tuning of your RTV settings and possibly changes
to the web application to get it to work properly.

Procedure

1. After you have run the search, you must see a number of sessions that are listed in the Search Results
tab.

2. Select a session that contains a high number of pages, as indicated in the Page Count column.

3. Inthe RTV toolbar, click the Replay button.

4. In the Replay tab, you must see a non-zero number of pages in the Viewable Pages list. In the pane to
the right, the first page in the Viewable Pages list is displayed.

5. To test the replay of this session, click theReplay button in the toolbar.

6. If your installation of RTV is working properly, the session begins to replay as the user initially
experienced it.

Save session
If your session is a representative example of a typical user experience with your web application, you
can choose to save it locally to help your subsequent configuration tasks.

Procedure

1. When the session is open in RTV, from the menu select File > Save.
2. Save it to a directory on your local workstation that is outside of the RTV installation directory.
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Other options tabs
This information describes the other profile options that are available for RTV administrators.

Testing profile changes
Before you save your profile to the server, you can save a local copy and to test your local copy against
sessions that are saved in . TLS files.

Copying host profile for other hosts
If you have multiple hosts of your web application, you can rapidly create host profiles by copying the
host profile that you create and modifying the destination profile as needed.

About this task
To copy the profile:

Procedure

1. In the RTV menu, select Tools > Options.

. Click the Profiles tab.

. Click Edit Raw Profile. The raw XML of the profile is displayed.
. Click in the profile text. Press CTRL + A to select all of it.

. Paste the text into a text editor.

. To retain a backup, save the text file.

. Search the text file for the following string:

N oA WwWwN

<HostProfile

8. Verify that the value of the name attribute corresponds to the host that you configured.
9. Select the text that starts at the preceding string down till:

</HostProfile>

10. Copy the text and paste the copy just after the preceding string.

11. Modify the name attribute in the first line of the copied text to match the host name for which you are
applying the copied host profile.

12. Save the text file under a new name.

13. Press CTRL + A to select the entire profile.

14. Paste the text back into RTV.

15. Click Save Changes & Exit.

16. Click Edit Profile....

17. The new host profile node must be displayed.

18. Modify the profile rules for the new host as needed.

Saving your profile to the server
After you are satisfied with your user profile and rules for all hosts, you can post it to the common server
for other Tealeaf users.

Procedure

1. In RTV, select Tools > Options.
2. Click the Profiles tab.

3. If you have not done so already, save a copy of your profile locally. Copy the contents of the raw profile
into a text editor and save it to a local directory.
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4. In the Default Profile text box, verify that the Server and port number correspond to the server that
hosts the Portal application.

5. To see whether the server profile is updated since you last synced, click Check for Updates.

« If other Tealeaf users can edit the server profile, you must select the Check for Updates at Startup.
6. If there are updates to the server profile, you must reconcile them with your saved local copy.
7. To upload the user profile that is currently stored in RTV, click Upload Settings to Server.
« To apply specific settings to the BBR profile, click Sync to BBR.... Select the settings to apply to the
BBR profile, and click Commit....
8. In theOptions window, click OK.

Distribute connection information to RTV users
After you upload your setting changes to the server profile, you can distribute connection information to
Tealeaf users.

Configuring RTV as a User
This information describes the steps that RTV users must take to acquire their user profile.

Auto-configuring RTV from the Tealeaf master server
After the RTV administrator configures the user profile, RTV users can enter the connection information to
the master Replay Server and acquire the user profile.

Procedure
1. Start RTV.

2. In the RTV menu, select Tools > AutoConfig from TeaLeaf Master.

3. In the list of available IBM Tealeaf cxImpact systems, select the top node of the master server with
which you want to sync.

« Below each master server node, you can review the different servers and port numbers relevant to
RTV that are part of the IBM Tealeaf cxImpact deployment.

« If the master server is not listed, enter the simple host name in the IBM Tealeaf cxImpact Server
textbox and click Add. If RTV is able to connect to the server, it is added to the list.

4. To sync with a listed server, click the server name in the server tree.
a) To use the shared profile that is stored on the server, click the Used Shared Profile check box.

Note: If no shared profile is available on the server, your local profile is unchanged.

b) To configure your local installation of RTV to work with the selected IBM Tealeaf cxImpact server,
click Configure RealiTeaViewer to use this system.

Note: It is recommended that you configure RTV to auto-configure by using servers of the same
version as the RTV installation. For example, if you are using Release 7.2 RTV, you must connect
only to Release 7.2 IBM Tealeaf cxImpact servers.

« Toremove a server from your list of available servers, select the server node in the list and click
Remove.

5. After you complete the auto-configuration, click Exit.

« See "RealiTea Viewer Overview" in the IBM Tealeaf RealiTea Viewer User Manual.

Updating your local profile
If your RTV administrator is periodically updating the common profile, you must configure RTV to check
for updates at startup.

Procedure

1. In the RTV menu, select Tools > Options.
2. Click the Profiles tab.
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3. Under the Default Profile, enter the server from which to acquire the default profile.
4. Select the Check for Updates at Startup check box.

5. Click Check for Updates Now.

6. To save changes, click OK.

« To restore your user profile to the default one provided by Tealeaf, click Restore Default Profile.

Configuring RTV for users who edit events

The Tealeaf Event Manager enables users with the appropriate permissions to create, edit, and delete
Tealeaf events and related data. This information describes the configuration steps in RTV for users who
must access TEM.

About this task

« See "Tealeaf Event Manager" in the IBM Tealeaf Event Manager Manual.

Procedure

1. If you have not done so already, you must complete the configuration steps for RTV users. See
“Configuring RTV as a User” on page 14.

2. Inthe RTV menu, select Tools > Options.

3. Click the IBM Tealeaf cxImpact tab.

a) If Portal authentication is enabled, RTV must be provided with the Portal user name and password
with which to connect to the Portal Server. Enter the user name and password to use to connect to
the server.

« See "RealiTea Viewer - Advanced Options Tabs" in the IBM Tealeaf RealiTea Viewer User Manual.

4. To save your configuration changes, click OK.
5. Users of the Event Manager must be part of the Event Admin group in IBM Tealeaf cxImpact.

« See "CX User Administration" in the IBM Tealeaf cxImpact Administration Manual.
- See "Event Administration" in the IBM Tealeaf Event Manager Manual.
6. To test the connection, in the RTV menu, select Edit > Event Editor....
7. The Events tab of the Tealeaf Event Manager opens, displaying all event definitions on the server.
- See "Tealeaf Event Manager" in the IBM Tealeaf Event Manager Manual.
Configuring the user profile
After basic connectivity is established, RTV administrators can configure the user profile to contain hints

on how to display content during replay. Using replay rules, you can provide instructions to RTV for how to
handle specific pages or other aspects of the web application during replay.

This information describes how to configure the RTV user profile. The user profile is stored as an XML file
inside your local RTV installation directory.

Note: It is recommended that you begin by modifying the user profile through the RTV GUI, instead of
editing the raw XML.

The local RTV profile can be optionally synchronized with a common user profile stored on the server.

« This common user profile can be optionally synchronized with the user profile used by Browser-Based
Replay. See "RealiTea Viewer - Profile Options" in the IBM Tealeaf RealiTea Viewer User Manual.

Editing the RTV profile
Complete the following steps to edit the RTV profile.

Procedure

1. In the RTV menu, select Tools > Options.
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2. Click the Profiles tab.

3. Click Edit Profile.

4. The nodes of the RTV profile are displayed. Specific nodes to modify are described in the following
sections.

« For more information about user profiles, see "RealiTea Viewer - Profile Options" in the IBM Tealeaf
RealiTea Viewer User Manual.

Host-port remapping

You can remap the hosts and ports that are detected in the transaction stream to another host:port
number gateway. If it is not practical or desirable for replay to make requests to the live production
server, you can change all references to the live server in replay data to point to the other server or to a
null server.

About this task

Note: In a user profile, you can have no more than one host-port remapping.

Procedure

1. In the Edit Profile dialog, double-click the Remap Host node.
2. Click Add Hostname. Enter your web application's host name in the following form:

www . <host_name>.<ext>

3. Click OK.
4. To enable remapping, select one of the following remap options:

- Remap host to - Enterthe host to which you want to remap the source host name, using the same
format.

« Remap host to NULL server - If you do not have a remap server to use and do not want
requests that are made to the source web server, this option effectively cancels any requests that
are embedded in the replay data.

Note: If this option is enabled, some content does not display properly during replay.
5. If you want, you can remap port numbers from the source web application's traffic to new port
numbers on the remap server. Click Add Port. Enter the From and To remap ports, and click OK.

« You can enter multiple port numbers to remap.

6. From the Protocol drop-down, you can select the protocol to use when you connect to the remap
server. The Auto automatically detects the appropriate protocol to use.

7. To save your remap settings, click OK.

Ignore URLs
Some URLs for your web application are not viewable pages, which can result in display issues in RTV. To
avoid these pages, you can configure RTV to ignore URL patterns, including query parameters.

Procedure

1. In the Edit Profile dialog, double-click the IgnoreURL node.

2. Enter the path information for the URLs to ignore.
The path /app/.asp? instructs RTV to ignore any .asp file containing query parameters in the app
tree of the source host.

« The wildcards * and ? are accepted.

« When you specify URLs to ignore, start simple and specific. You can download a session and save it
locally as a . TLS file and then to iterate on your ignore URL rules.
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3. To save the IgnoreURL rule into your profile, click OK.
4. To create the IgnoreURL rule, in the Edit Profile dialog click New. From the drop-down, select Add
IgnoreUrl.

« For more information about configuring your profile, see "RealiTea Viewer - Profile Options" in the
IBM Tealeaf RealiTea Viewer User Manual.

Popup URLs
You can configure RTV to recognize URLs that must be displayed in a popup window. When you browse to
URLs that match the PopupURL pattern in the NavList, RTV displays them in a popup window.

About this task

In Browser-Based Replay, popup URLs are displayed in the NavList yet are displayed as regular pages
during replay.

Procedure

1. In the Edit Profile dialog, double-click the PopupURL node.

2. Enter the path information for the URLs to treat as popups. Path configuration for popup URLs follows
the same requirements as specifying Ignore URLs. See “Ignore URLs” on page 16.

3. To save the PopupURL rule into your profile, click OK.

- For more information about configuring your profile, see "RealiTea Viewer - Profile Options" in the
IBM Tealeaf RealiTea Viewer User Manual.

Response modifications

You can modify the response of replay data by performing pattern-based replacement of text. For
example, response modifications can be used to prevent the unwanted execution of JavaScripts
referenced or included in the response.

Procedure

1. In the Edit Profile dialog, double-click the ResponseMod node.
2. For the specified host name, you can select whether the response modification is to be applied to all
responses or to those matching a regular expression pattern.
» Regular expressions are a powerful mechanism for specifying pattern matching. See "Regular
Expressions in the RealiTea Viewer" in the IBM Tealeaf RealiTea Viewer User Manual.

3. In the Pattern text box, you can specify by using a regular expression the text for which to search the
response.

. In the Replacement text box, specify the text to replace the matched pattern.
. Select whether to replace only the first occurrence (First) in the response or all occurrences (A11).
. To save your response modification rule, click OK.

. After you specify your response modification rule, you must test it against sample data. See “Testing
response modifications” on page 17.

N oy o b

Testing response modifications
After you specify your response modification rule, you must test it against sample data.

Procedure

1. Load a session that you can use to test the rule.

2. Click theResponse View button in the toolbar.

3. Select some example text in the response to use for testing.

4. Right-click the selected text and select Test Response Modify Rules....
5. TheTest Modify Rules window opens.
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6. To test the selected text against the Response Modify rules for the page, click Test.
7. To edit the Response Modify rules, click Edit Rules.

« For more information about configuring your profile, see "RealiTea Viewer - Profile Options" in the
IBM Tealeaf RealiTea Viewer User Manual.

Configuring dynamic response modifications

If your web application includes data that is delivered from a third party, that content must be associated
with a specific request. You can use dynamic response modification rules to modify response patterns
that are based on the detection of Tealeaf events in the transaction stream.

« See "RealiTea Viewer - Creating Events" in the IBM Tealeaf RealiTea Viewer User Manual.

External file modifications

If your web application references external files such as JavaScripts, you can configure a set of file
modifications so that undesirable actions are not taken within the RTV web browser during replay.
Typically, this feature is used to disable script execution.

Procedure

1. In the Edit Profile dialog, double-click the ExternalFileMod node.
2. For the specified host name, enter the regular expression pattern for the file names to modify.
« Regular expressions are a powerful mechanism for specifying pattern matching. See "Regular
Expressions in the RealiTea Viewer" in the IBM Tealeaf RealiTea Viewer User Manual.
. In the Pattern text box, you can specify using a regular expression the text for which to search.
. In the Replacement text box, specify the text to replace the matched pattern.
. Select whether to replace only the first occurrence (First) or all occurrences (A11).

. After you specify your external file modification rule, you must test it against sample data. See
“Testing response modifications” on page 17.

7. To save your external file modification rule, click OK.
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« For more information about configuring your profile, see "RealiTea Viewer - Profile Options" in the
IBM Tealeaf RealiTea Viewer User Manual.

Configuring dynamic external file modifications
You can use dynamic external file modification rules to modify external file data based on the detection of
Tealeaf events in the transaction stream.

 You can configure these modifications by using the same interface as the one used to configure
dynamic response modifications. See "RealiTea Viewer - Creating Events" in the IBM Tealeaf RealiTea
Viewer User Manual.

Creating frame rules

If your web application uses framesets to organize the display page, you can create frame rules to deliver
URLs to named frames in the frameset.

Procedure

1. In the Edit Profile dialog, double-click the FrameRule node.
2. Enter the name of the frame to which to map the URL pattern.

3. In the Matching URL textbox, enter the URL pattern for the source page or pages to map into the
frame.

« The wildcards * and ? are accepted.
4. To apply the frame rule to your user profile, click OK.

« For more information about configuring your profile, see "RealiTea Viewer - Profile Options" in the
IBM Tealeaf RealiTea Viewer User Manual.
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Results

Note: For dynamically loaded frames, you can create rules from the Viewable Pages list to manage frame
placement. Right-click the page in the Viewable Pages list and select Replay Rules... > Place this page in
a frame... and select the frame. The rule is then created to always place the page into the selected frame.
See "RealiTea Viewer - Viewable Pages List" in the IBM Tealeaf RealiTea Viewer User Manual.

Configuring replay for client-side user interface actions

The emergence of rich internet application technologies has greatly increased the utilization of client-side
user interface events in web applications. These UI events may not be transmitted to the host server by
default, which prevents Tealeaf from tracking them.

As an optional part of the IBM Tealeaf CX platform, the Tealeaf IBM Tealeaf CX UI Capture for AJAX can
be deployed in your web application to provide detailed monitoring of client-side user interface events.
The IBM Tealeaf CX UI Capture for AJAX can require additional development, configuration, and
integration with your web application.

Note: IBM Tealeaf CX UI Capture for AJAX is only available to legacy users.

« For more information about UI Capture, see "UI Capture for Ajax Guide" in the IBM Tealeaf UI Capture
for Ajax Guide.

If you are unable to deploy UI Capture at this time, you can configure RTV to complete some limited
monitoring of client-side UI events.

« See "Monitoring Client UI Events through RTV" in the IBM Tealeaf RealiTea Viewer User Manual.

- If your web application uses Ajax technologies, additional configuration can be required. See "RealiTea
Viewer - Ajax Replay" in the IBM Tealeaf RealiTea Viewer User Manual.

Testing your configuration
After you complete your initial configuration, you can complete the following steps to verify the
configuration.

For RTV, you must test the configuration for basic users, RTV administrators, and users of the Tealeaf
Event Manager. The following steps are listed.

- A complete set of tests can be run after all Tealeaf components is configured. See "Testing Your Tealeaf
Solution" in the IBM Tealeaf CX Configuration Manual.

RTV Administrators: RTV administrators must test that they can change replay rules and that basic replay
functionality is working.

- If you have not done so already, you must verify that you can make a replay rule change and save it to
the server. You might create an IgnoreURL rule for a URL that will never be displayed in the web
application. After you complete this test, you should remove the rule.

« Test basic replay now. See "RealiTea Viewer - Replay View" in the IBM Tealeaf RealiTea Viewer User
Manual.

Note: Replay is a complex process that can require regular review of replay rules to make it work
properly. Now, you want to test basic replay functionality.

RTV Users: RTV users must be able to search for sessions and replay them. If you have not done so
already, you must test a basic RTV user account to verify that search and replay are working properly.

« See “Testing search” on page 12.

« See “Testing replay” on page 12.

Tealeaf Event Manager Users: These users must be able to access the application now. From the RTV
menu, select Edit > Event Editor....

« If RTV is properly configured, the currently available events are displayed.

 Perform a simple change to an event definition, such as changing the description, and then commit the
change back to the server to verify that your user account can modify event definitions.
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When all Tealeaf components are configured, you must complete an end-to-end test. See "Testing Your
Tealeaf Solution" in the IBM Tealeaf CX Configuration Manual.

RealiTea Viewer navigation

You can use RTV's menu-driven interface to search for, locate, and review session information and then
replay the visitor's experience as the visitor experienced it.

« “AJAX Replay” on page 77
« “Creating events” on page 75

« “Events view” on page 73

« RealiTea Viewer - Main Window
« “Replay over HTTPS” on page 81

« “Replay rules” on page 47

« “Replay view” on page 26

« “Request view” on page 59

- “Response view” on page 72

« “Viewable Pages list” on page 32

RealiTea Viewer main window
After you start IBM Tealeaf CX RealiTea Viewer, the main window is displayed.

Request, response, and replay content are displayed in the main window of the RTV application for the
currently selected page.

To use the application, follow the steps:

« Search for a session from the Portal or from IBM Tealeaf cxReveal
« Drill down into a session from a report in the Portal
« Open a session that is stored on the file system.
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Figure 3. RTV Main Window

Below the toolbar, you can access the windows are generated based on your actions in RTV. The Main
window in RTV may contain different views of the IBM Tealeaf cxImpact data that is shown within other
windows.

The leftmost tab is the Search Results View.

- If there is only one matching session, RTV opens a second tab in the Child window that displays the first
page of the session.

« If RTV is opened without selected sessions, a blank Main window is displayed.

Main Window Views
Through the Main window, you can review the current page through three different views.

Replay View:
Through Replay view, you can experience the visitor's session as the visitor experienced. RTV uses the
captured session data to reassemble each page locally for display through the Main window.

« You can use the Zoom tools to change the maghnification of the main window in Replay view. See “RTV
Menus” on page 128.

« See “Replay view” on page 26.

Request View:

Through Request view, you can review the request data that is submitted from the visitor's browser to the
web server to return the current page. Additionally, all data that is inserted by Tealeaf into the request
can be reviewed through Request view. See “Request view” on page 59.

Response View:
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Through Response view, you can review the response that is returned from the web server to the visitor's
browser. See “Response view” on page 72.

Status Bar
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Figure 4. Status Bar

At the bottom of the main window, the Status bar contains the URL of the currently selecting page and
timestamp information.

Field
Description

URL
Location of the currently displayed page. The label on the upper left of the status bar contains the URL
of the current page, including any port or host mappings. RTV can modify to this URL. If the request
came in on a port other than the default 80 or 443, the specific port number is appended to the
workstation name.

TimeStamp
Local timestamp for when the request was received by the Web server.

Generation Time
Time in seconds required to generate the page. This figure is also displayed in the Viewable Pages
List.

View Time
For sessions without UI events, this value measures the difference in timestamps in seconds between
the response of the current page and the request of the subsequent page, as reported in the Viewable
Pages List.

- Since this metric is updated only when the main page loads, on pages that contains UI events, the
value represents the difference in seconds between the initial load of the page and the triggering of
the first UI event. See "UI Capture for Ajax Guide" in the IBM Tealeaf UI Capture for AJAX Guide.

Note: IBM Tealeaf CX UI Capture for AJAX is only available to legacy users.

Mem

Amount of RAM memory that is currently consumed by the RTV application.
Disk

Amount of disk space currently used by the RTV application.

Context menus in the main window
Depending on the type of view in the main window, one of the following context menus is available. For
context options, right-click in the main display window to display the menu.

Note: If you are creating event objects from the RTV context menus, it is advised that you save each
object after you create it before you create another one. See "Tealeaf Event Manager" in the IBM Tealeaf
Event Manager Manual.

Context menu for Request view
The following items appear in the context menu for Request view.

Menu Item
Description

Create New Event from selection
When text is selected, this context menu command is available for creating an event from the
selected text. The Tealeaf Event Manager is pre-populated with values to match the selected text. See
"TEM Events Tab" in the IBM Tealeaf Event Manager Manual.
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Create New Hit Attribute from selection
When text is selected, this context menu command is available for creating a new attribute that uses
the selected text as the pattern to match. The Tealeaf Event Manager is pre-populated with values to
match this selection. See "TEM Hit Attributes Tab" in the IBM Tealeaf Event Manager Manual.

Find on Page
Search the displayed page for a specific text string.

Search Completed Sessions for
Search completed sessions over the current date range for the request variable that contains the
value on which you right-clicked. See “Viewable Pages list” on page 32.

Copy Value
Copy the selected value to the clipboard.

Subsearch for
Within the currently selected session, search for pages that contain the specified request variable.
See “Session search and Subsearch” on page 86.

Remove page with this request value from replay...
Based on a specified name-value pair in the request, you can remove matching pages from replay.
You typically do this process for pages which are not viewable html pages. RTV generally removes
non-viewable pages from the viewable pages list, but it does not know to remove things like partial
html snippets that are requested by Ajax, or pages that incorrectly identify their content type. See
“Replay rules” on page 47.

Treat page with this request value as Highlight Only...
For Ajax pages, it can be useful to flag them as highlight only pages, which contain form field data to
identify client UI events and are not replayable through RTV. Opens a dialog in which you can specify
to treat pages with this request value as highlight-only pages. When marked in this manner, data in
Highlight Only pages is not used as a displayable HTML page. Instead, RTV leaves the previous page
that is displayed, and the form fields from the Highlight Only page are used to populate fields with
data. See “Monitoring client UI Events through RTV” on page 125.

Hexadecimal Display
Display page contents in hexadecimal code. To revert the display, select this option again.

View AMF Data
You can view the AMF data that was submitted in the request. The AMF data is displayed in
Notepad.exe.

« To create events from AMF data, the binary data must be decoded in the Windows pipeline. See
"Inflate Session Agent" in the IBM Tealeaf CX Configuration Manual.

View All AMF Data
You can view all AMF requests in a single file. The file is displayed in Notepad. exe.

« To create events from AMF data, the binary data must be decoded in the Windows pipeline. See
"Inflate Session Agent" in the IBM Tealeaf CX Configuration Manual.

Context menu for Response view
The following items appear in the context menu for Response view.

See “Response view” on page 72.

Menu Item
Description

Create New Event from...
When text is selected, this context menu command is available for creating an event from the
selected text. The Tealeaf Event Manager is pre-populated with values to match the selected text. See
"TEM Events Tab" in the IBM Tealeaf Event Manager Manual.

Create New Hit Attribute from...
When text is selected, this context menu command is available for creating a hit attribute that uses
the selected text as the pattern to match. The Tealeaf Event Manager is pre-populated with values to
match this selection. See "TEM Hit Attributes Tab" in the IBM Tealeaf Event Manager Manual.
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Copy Value
Copy the selected value to the clipboard.

Find on Page
Search the displayed page for a specific text string.

Search Completed Sessions for
Search completed sessions over the current date range for the variable that contains the value on
which you right-clicked. See “Viewable Pages list” on page 32.

Subsearch for
Within the currently selected session, search for pages that contain the specified variable. See
“Session search and Subsearch” on page 86.

Add/Edit ResponseMod Rule...
Add or edit a response modification rule. See “Replay rules” on page 47.

Add/Edit new Dyn ResponseMod Rule...
Add or edit a dynamic response modification rule, which can be used to match patterns in the
response with regular expressions and to replace the matching string with a string and up to three
parameterized values. See “Replay rules” on page 47.

Test Response Modify Rules...
Opens a dialog in which you can test the response modification rules that apply to the current page.
See “Replay rules” on page 47.

Full Response
Displays the full response text. See “Response view” on page 72.

Indexed Response
Displays the list of words that are indexed from the response. See “Response view” on page 72.

Hexadecimal Display
Displays page contents in hexadecimal code. To revert the display, select this option again. See
“Response view” on page 72.

View AMF Data
You can view the data in AMF responses. The AMF response is displayed in Notepad. exe.

» To create events from AMF data, the binary data must be decoded in the Windows pipeline. See
"Inflate Session Agent" in the IBM Tealeaf CX Configuration Manual.

Save As...
If needed, you can save the response data to your local computer.

« For regular text-based responses, save the file by using a . txt extension. The file can be opened in
a text editor.

« For binary responses, you can apply the appropriate extension when you save the file. For example,
image files can be saved as .gif, .png, or other appropriate extension.
Context menu for Replay view
The following items appear in the context menu for Replay view.

For more information about Replay View, see “Replay view” on page 26.

Menu Item
Description

View Document Source
View the source code for the currently selected document.

View Element Source
View the source code for the element on the page where you right-clicked.

View Element Properties
View the properties of the element you selected.

« Tag - HTML tag that defines the element.
« Id - The value of the specified id= attribute for the element.
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« Size - The size of the element, in bytes, if applicable.

- Dimensions - The number of horizontal x vertical pixels that the element occupies on the screen, if
applicable.

« Name - The value of the specified name= attribute for the element.

« Url - If a destination URL is specified for the element, it is listed here.
— Open URL Open the specified URL.
— Copy URL Copy the specified URL to the clipboard.

Add Annotation
See “Annotations in RTV” on page 151.

Create New Event from selection
Create an event that is triggered on the presence of the selected text. See "TEM Events Tab" in the
IBM Tealeaf Event Manager Manual.

Create New Hit Attribute from selection
Create a hit attribute that tests for the presence of the selected text. See "TEM Hit Attributes Tab" in
the IBM Tealeaf Event Manager Manual.

Copy
Copy the selected value to the clipboard.

Find on Page
Search the displayed page for a specific text string.

Search Completed Sessions for
Search completed sessions over the current date range for the selected text. See “Viewable Pages
list” on page 32.

Subsearch for
Within the currently selected session, search for pages that contain the selected text. See “Session
search and Subsearch” on page 86.

Update Active Session
For active sessions, you can use this option to refresh the page list for any user actions that occur
after you previously opened or refreshed the list.

Note: When you refresh an active session, the currently displayed page is not refreshed. When UI
events are part of the currently displayed page, a refresh may cause replay to jump to the previous
standard page and disrupt the replay.

Find login page for external files
For websites that store some static content in external systems, this option can be used to
programmatically find the login page to the system where these files are kept. This option is useful if
you wish to enter login credentials to the external area for replay purposes.

Examine Cookies
Displays the browser cookies relevant to the session.

Improving Replay performance

Replaying Tealeaf sessions requires the downloading and display of data that can be repetitive, changed,
stored behind authentication, or no longer available. These and other factors such as network
performance can affect replay performance.

About this task

This information provides some tips on how you can improve replay performance in the IBM Tealeaf CX
RealiTea Viewer. In many cases, replay issues are caused by the length of time that is required to load
external static content, such as JavaScript, style sheets, and images.

Procedure

1. In RTV, set the following options:
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a) In the RTV menu, select Tools > Options....
b) Click the Advanced tab.
c¢) Set the following values for these options:
- Javascript Auto Page Advance - Setto OFF.
« Store Images during Replay - Set to ON.
« Use Redirect for external images - Setto OFF.

2. The initial page load can be slow while RTV retrieves static content and caches it on your local
workstation. With changes in settings, subsequent page loads reference the local content, which
accelerates performance.

« See “Advanced Options tab” on page 173.

3. If the options do not improve performance sufficiently, you can create an external database (. t11 file)
for static content. This file is used when you replay each session, which speeds all page downloads,
including the first one. To create the file:

Note: Creating the external database results in a static set of content that does not change when there
are changes to the source website. You must remember to update this database file, or static content
that is displayed during replay can become outdated. To update the . t11i file, remove the existing one
from the configuration and create a new empty one.

a) Set the options that are listed in step 1.

b) In the RTV menu, select Tools > Options....

¢) Click the Static Files tab.

d) Select Get images goes to static file database.

e) Click the New button. Enter a file name and location or accept the default one.

f) Click OK.

g) External files are now stored in this file during replay. As you replay more pages, fewer requests are
required from the source server.

Replay view
In replay view, you can review each hit of the session in graphical format, called auser impression and
replay the session from any point as the user experienced it.

- A userimpression is what the visitor sees when all items composing a page finish rendering.

During replay, requests and responses that are captured by Tealeaf are reassembled by RTV and
displayed in the sequential order in which the user experienced them. When you display the response,
RTV can identify other content in the page that must be acquired. Typically, this referenced content is
static and is not captured by Tealeaf.

Each item that is referenced in the response may or may not finish loading successfully. How these
elements run on a visitor's browser and on the desktop of the user that runs RTV can vary based on the
different systems that render the user impression. For example, if the visitor's computer was able to
successfully fetch a Cascading Style Sheet (. css), and the RTV computer cannot fetch it, then the pages
differ in rendering those styles that are defined in the .css.

- If the visitor's computer can fetch an image while the RTV computer cannot, then the page renderings
differ. Security issues may play a role in reproducing the user impression.

- If the user must log in to a site before the site delivers binary files, then the user that runs RTV must be
able to log in to the site, too.

Note: Replay of sessions across multiple browser tabs or multiple browser windows is not supported.

26 RTV User Manual



Fetching static content

Every text page that makes up a whole or (in the case of framed pages) partial user impression almost
always makes more calls for other, external files.

These external files, called static content can be images, graphics, fonts, style sheets, javascript, and
more. They are generally not captured by IBM Tealeaf cxImpact, as they would expand the data volume
of the captured sessions with duplicate data.

The static content often defines most of the visual elements that are seen by the visitor.

« To re-create the user impression, RTV must have access to all files requested by the page.

« While most Tealeaf solutions reference the website from which to fetch these files, a Tealeaf system
can be configured to fetch files from a database.

« If static content is unavailable, RTV renders the page to the best of its ability. Some pages are displayed
with minor style differences when static content is not available, while others that depend on external
script files can be blank.

Depending on the Tealeaf capture mode, availability of static files can vary:

BusinessIT capture with DataDrop: Most Tealeaf systems are configured to operate in the BusinessIT
capture mode, coupled with DataDrop rules to eliminate successful static file Requests. Requests for
static files that were successfully filled by the web server are not stored. Only Requests for static files
associated with errors such as StatusCode 404 or StatusCode 500 are available.

BusinessIT capture without DataDrop: In the BusinessIT capture mode without DataDrop, every Request
is stored. Since this configuration greatly increases the volume of stored data, it should be used only as a
temporary debugging aid. For example, an RTV user can enable this capture mode to recreate a stored
session for greater detail and then re-enable DataDrop.

« See "PCA Web Console - Pipeline Tab" in the IBM Tealeaf Passive Capture Application Manual.

You can review the source information of every file that is requested by a viewable page. For each
selected page, you can see the external files that are requested by RTV as required for the successful
replay of the page. See “Context menu” on page 148.

Timing the parts that comprise a user impression

In RTV Replay view, the web server generation time is displayed in the status bar in the lower right corner.
This generation time reflects the time that it took the web server to generate the text page only and does
not account for the time that is required to fetch each binary file. Most user impressions include the basic
text page, all binary files, any JavaScript commands that affect how the page is rendered, and any
specified child pages.

All of the following factors affect the duration that is required to make the complete user impression:

- The binary files are typically on your web application's hosting server, but the text page might ask for
binary files from a third-party server.

« When a browser begins to receive an HTML page, it starts to evaluate the page contents, even before
the page is fully downloaded from the web server. The browser can spin off threads to handle the binary
file requests, which runs concurrently. To see the entire page, each of these binary file requests must
finish or timeout.

« After each file is loaded, any OnLoad event on the page is run, the JavaScript associated with the
OnLoad event is interpreted.

- Some sites establish Timer events on a page to fire some predefined time after OnLoad, starting
additional JavaScript code.

« Fast computers handle the page rendering quicker than slow computers.
Since Tealeaf is capturing the browser-server interactions, these client-side actions are not recorded by
Tealeaf. The UIEvents feature of Tealeaf hooks into theDocument Object Model of the page and can track

these actions, which enable the reporting of this information and factoring it into the duration of a fully
rendered page.
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Viewable Pages list
The Viewable Pages list provides an overview of the pages that are requested from the web server. The
Viewable Pages list has two major modes of operation which correspond to the display views.
« Replay View: In Replay view, the Viewable Pages list shows each user impression in the order the visitor
experienced them.
« Request View: In the Request view, the Viewable Pages list shows each request that is stored by Tealeaf
between the visitor's browser and the web server.

In addition to showing the list of pages, the Viewable Pages list adds information about each page. Next
to each page, a colored square indicates an event or an error condition on the page.

Viewabie Pages Lo Dekaits
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Figure 5. Example of viewable pages

For more information about the columns in the Viewable Pages list, see “Viewable Pages list” on page
32.

The figure below is a more complex example of a session in Replay View with gaps in the sequence
numbering:

a

Figure 6. Example of session that is in replay mode

Viewing this page in Replay View indicates that the visitor selected a link that causes the browser to
request a page with the URL modifyaddress.aspx. However, this URL did not exist on the website.

The figure below is an example of an error page. It shows what the visitor saw for page 10 in the previous
figure:

a

Figure 7. Example of error page

From this page, the visitor clicked the Back button on the browser, which caused the browser to display
from its local cache the user impression of page 8 again. From this user impression, the user selected the
link to modify personal information, which caused the browser to send the request for page 11. The web
application successfully served up that page.

UI Events pages
In the Viewable Pages list, UI events are represented as individual subpages of the viewable page on
which they occurred.

In the figure below, you can see how UI events are organized. Page 3 of the session contains three Ul
events (3 UI-1,3 UI-2,and 3 UI-3),and Page 4 has asingle listed Ul event (4 UI-1).
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Figure 8. Viewable Pages List - UI Events

When a page contains UI events, details on the UI events are displayed. See “UI Events pane” on page
31.

Back button detection
When a visitor uses the Back button on the browser to step backwards through the session pages, these
pages are retrieved from the browser's local cache, and the browser does not send any requests to the

web server for this information.

Because IBM Tealeaf cxImpact captures interactions between a browser and a web server, a visitor's use
of the Back button is not captured. However, Tealeaf can track the event by monitoring the page referrer
(HTTP_REFERER) field in the subsequent request to identify clicks of the Back button. If the value of the
HTTP_REFERER field references an earlier page in the User Impression stack, RTV indicates that the Back

button was pressed.

In Replay View, the Viewable Pages list shows a green box that contains a left-facing arrow, and in the
main window the word back is placed in the upper-right corner of the Content pane.

In the Viewable Pages list, a dummy page representing Back button sequencing is inserted. For example,
the pattern 10% (8) indicates that page 8 was seen after page 10, and the user impression was the same
as page 8. The number in parentheses is the nearest previous page number whose URL matches the value
of the HTTP_REFERER.

Note: In Request and Response views, Back button sequencing is not displayed.

Because Back button detection is an interpolation of known hits, it may not be accurate and may not work
on all sites. Depending on your site's architecture, you may want to disable Back Button Detection
through the Replay options.

Note: By default, Back Button detection is disabled, as recent changes in browser architecture limit its
effectiveness. See “Replay tab” on page 156.
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Events pane
If any Tealeaf events were triggered on the currently displayed page, they are listed in the Events pane.

Eventz
E-B Pageé =
- Event(sa): Qa_Client_IP
- Event(6): Test Event
- Eventib7): Test 2 Event
- Event(6a): test
- Event{70): Failture Test 2
- Event(72): Faiure Test 4
- Event{73): Failure test 5
- Evenk(75): v
- Event(76): Referrer
EI‘E‘ Event{96): AT:C:addToCarty':E

- 2 Event Qcourrences in Session: 1
i 0 Malue[Count]: 1
-0 ReparkGroup: AT:CProductkPlatfarm)versian
- ® Fact{3411[Caunt]: 1
- & AT:C:ProductAddedToCart: BlackBerry 8100 Pearl
. & DT:UA:PlatForm:E:F: Winkp
‘o @ DT:UA:Version:E:F: FireFox3.0
Reportiaroup: AT:C2:Product/Plat/ver
|- B Fack{342)[Count]: 1
- & AT:C:ProductAddedToCartMolists: BlackBerry 2100 Pearl
. & DT:UA:PlatForm:E:F: Winkp
‘o @ DT:UA:Version:E:F: FireFox3.0
H- Event{97): DT:C:AddToCarty E
[+ Fyenb@y: rennet aronn besk 2 .ll

o

M-

Figure 9. RTV Events Pane

Through the Events pane, you can browse the tree of events that were triggered on the selected page.
Events are listed in the order of the internal event ID, which is listed in parentheses.

« For more information about events, see "TEM Events Tab" in the IBM Tealeaf Event Manager Manual.

- For more information about all of the data objects that are listed in the Events pane, see "Tealeaf Data
Model" in the IBM Tealeaf Reporting Guide.

For each event that is fired, the following information is included. In the left column below, example data
is listed from the image.

Example
Description

Event(96):AT:C:AddToCartV:E
The parent node for the event.

« Event(EventID) :EventName

Event Occurrences in Session:1
Number of occurrences of the event in the session.

Value[Count]:1
The recorded value includes [Value Type].

Report Group:AT:C:Product/Platform/Version
One of the report groups that are associated with the event. Values that are captured at the time of
event execution are reported for each of the dimensions in the report group.

Fact(341)[Count]:1
An event, its value, and each report group that is associated with the event constitutes a data entity
that is called a fact. This internal data structure cannot be directly manipulated by Tealeaf users.
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« Fact(FactID):[ValueType]:Count

AT:C:ProductAddedToCart: Blackberry 8100 Pearl
A dimension and its recorded value.

- Adimension is a data structure for recording metadata that exists on the page or in the session at
the time when an event is recorded.

« In this case, when Event 96 fired, the dimension AT:C:ProductAddedToCart, which stores the
most recent product added to the shopping cart, contains the value Blackberry 8100 Pearl.

- Dimensions enable the segmentation and filtering of reports that are based on user-configured
attributes. See "TEM Dimensions Tab" in the IBM Tealeaf Event Manager Manual.

Display order for events

In the Events pane, RTV displays all events from all pages from the current page to the next displayable
page, as indicated in the Viewable Pages List. So, events from interstitial pages that cannot be displayed
are also visible in RTV.

For example, suppose that you have the following sequence of pages and events:

Table 2. Display Order for Events

Page Status Code Page Behavior Events

2 Status Code 200 normal page Event A, Event B

3 Status Code 302 redirect to page 4 (not Event C, Event D
viewable)

4 Status Code 200 normal page Event E, Event F

5 Status Code 200 normal page Event G

« When you view Page 2, Events A, B, C, and D are listed in the Events pane.
- When you view Page 4, Events E and F are listed in the Events pane.
UI Events pane

If the currently selected page contains user interface events that are detected by Tealeaf UI Capture, they
are listed in the UI Events pane.

Il Event |
=B ClientEvent: INFO EXCEPTION

- B Message: Object doesn't support this prof
: B URL: http%:34) v, straussandplesser.c
B Line: 255

< | [

Figure 10. RTV UI Events Pane

- UI event detection requires the installation and configuration of IBM Tealeaf CX UI Capture for AJAX.
See "UI Capture for Ajax Guide" in the IBM Tealeaf UI Capture for Ajax Guide.

Note: IBM Tealeaf CX UI Capture for AJAX is only available to legacy users.

« To create a Tealeaf event that is based on the detected UI event, right-click and select Create Event for
UI Data. The Tealeaf Event Manager is opened and pre-populated with the data to configure the event.
See "TEM Events Tab" in the IBM Tealeaf Event Manager Manual.
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Replay of mobile sessions

RTV supports the replay of visitor sessions that are experienced through mobile devices. Depending on
the device, more information can be displayed in RTV.

Note: The IBM Tealeaf CX Mobile module is a separately licensed module of the IBM Tealeaf CX platform.
for more information, please contact your IBM Tealeaf representative.

« For more information about enabling, see "Overview of CX Mobile" in the IBM Tealeaf CX Mobile User
Manual.

« For more information about data acquired from mobile devices, see "Overview of CX Mobile" in the IBM
Tealeaf CX Mobile User Manual.

Note: If IBM Tealeaf CX Mobile is not licensed, there are limitations that are applied to replay of sessions
in BBR.

See "Search and Replay for Mobile Web" in the IBM Tealeaf CX Mobile User Manual.

See "Search and Replay for Mobile App" in the IBM Tealeaf CX Mobile User Manual.

Note: If you have licensed and deployed UI Capture, some user interface events that are captured from
the mobile browser can be replayed through RTV. See "Overview of CX Mobile" in the IBM Tealeaf CX
Mobile User Manual.

See "Search and Replay for Mobile Web" in the IBM Tealeaf CX Mobile User Manual.

Viewable Pages list

On the left side of the RTV application window, the Viewable Pages list shows all pages in the opened
session that can be displayed in RTV.

Viewable Pagas Liowd Detaifs | 2]
Page | 7| UL [ 5en Tme | et Time | AoundTrp | Byees | stabes | Tmestamp | Search Resuks -
B 1 ¥ it v tealssl comfsupportlogin, s nos 0o 0.075 13237 2000 IHIBONETE  compad

05 " ket ivees beaksal comfresourcesasset bear vldef sl asp 0007 0,141 0,142 i4s 200 15:29:05, 168 cxmpsct

08 " i i beakssf, com resourcesblog. asp 0004 0,019 0055 Sa585 0 13:29:46, 700 caompasct

09 ¥ bt v beskesf, com rescurcesfbiog. asp 0010 0210 0221 Sa665 200 13:29:46, 829 compact

E 10 " hbtp)ivees. bealesf, com resourcessducstion/def ault ssp 0007 0,026 0.0+ 13840 200 I326:08.416  compact(d occurence:
11 ¥ hitp) s, bealkaf, comfresourceseducston'def sult, asp 0.0 0,104 o.rie 2679 A0 IH2508.427  compact(S oooumence:
12 "  hbtp) e, besksaf, comfrescurcesinewskstber  def sk ssp 0,00 0,031 0.oxy 2443 O I326509.701  compact

013 " hbtp) s beakeaf, com Fesources newssletber  def sk asp 0.0 0.0%1 0.0 24837 Mo 13:25: 09,792  cuimpact

14 bt s Eealeal  comfrescurces defad asp 0.ooE 0,010 0.0te T80 O 13:25: 22,510

15 ¥  httpffvsss bealeaf . comjrecourcesdef sl asp 0,00 0.023 0.0 230 00 132522 521  campact

15 bt e Erabeal, comrescurces]asset -bbrary ldef sk _asp 0.o0e 0,009 D.0is 3780 O 13:25: 26,969

B3 17 ¥ hbtpe v boakeaf com|resources|asset ibraryidefak asp 0.o0s 0,024 0,00 148 0 13:25:26. 980 Cximpact

18 W httpef v taabeaf , com i solutionschatlengas def 2k asp nobe 0023 0.0 23R4 I00 13ISE6.088  cdmpact -
| | _-_|J

Figure 11. Example of viewable pages

« To toggle display of the Viewable Pages List, select View > Show Viewable Pages List.

« Inthe list, you can scroll up and down the pages list by using the arrow keys. To display the page that is
currently highlighted in the Viewable Pages List, press SPACEBAR.

Columns in Viewable Pages list
The following columns are displayed by default in the Viewable Pages list.

Column
Description

Indicator icon

See “Icons in Viewable Pages list” on page 33.
Page

Sequence number of the hit.

Note: Gaps in the sequence of numbers can indicate the presence of UI event pages, which may not
be displayed in Replay view.

Red flag icon
When you load the session as the result of completing a search, any hits that contain matching search
conditions are indicated with a red flag icon (¥).
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URL
URL for the hit

Gen Time
Generation time for the page in milliseconds as reported by the Web Server

Net Time
Network transfer time for the page in milliseconds as reported by the Web Server

RoundTrip
Round-trip time for the page in milliseconds as reported by the Web Server

Bytes
Bytes in the response

Status
HTTP status code for the page.

TimeStamp
Timestamp of the hit.

Search Results
For pages where search results were indicated, this column indicates the matched search terms and
the number of occurrences.

Icons in Viewable Pages list
The icons in the first column of the Viewable Pages list indicate the status of the page.

« You can move the mouse over an icon to see its tool tip.

Icon
Description

B
Green squares indicate that a text page is properly delivered.

- Green squares contain more icons to indicate redirect pages, framed pages, or canceled pages.

i
Red squares represent an error condition.

1]

UI icon indicates that the hit is an event that is captured from the visitor's user interface by using Ul
Capture.

« Tealeaf IBM Tealeaf CX UI Capture for AJAX requires separate installation, configuration, and
deployment. See "UI Capture for Ajax Guide" in the IBM Tealeaf UI Capture for Ajax Guide.

Note: IBM Tealeaf CX UI Capture for AJAX is only available to legacy users.

In the second column, a blue square (B) indicates that the page is an entire user impression.

Context menus

When the Viewable Pages List is displayed, the following context menus can be accessed depending on
the type of page that is selected in the list.

« Forregular pages and pages with frames

« For UI Events

Note: When Auto Replay is in use, the context menu in the Viewable Pages List is not available.
For regular pages and pages with frames

The following is a list of context menus for regular pages and pages with frames.

Menu Command
Description
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Nav View Configuration...
Configure the navigation view in RTV. See “Nav View Configuration” on page 34.

Remove this page from replay...
Opens a dialog pre-populated with the page information so that it can be removed from replay. See
“Replay rules” on page 47.

Place this page in a frame...
On sites that use window frames, you can use this option to place a page in the viewable pages list
into a named frame in the main window.

Treat this page as highlight only...
Opens a dialog in which you can specify to perform as a highlighting only page. When marked in this
manner, data in Highlight Only pages is not used as a displayable HTML page. Instead, RTV leaves the
previous page that is displayed, and the form fields from theHighlight Only page are used to populate
fields with data. See “Monitoring client UI Events through RTV” on page 125.

Treat this page as a Popup Page...
Opens a dialog in which you can specify to treat the page as a popup page. After a page is identified as
a pop-up, RTV ignores it when it searches the preceding page list for field names corresponding to
data entered by the visitor. See “Replay rules” on page 47.

Copy URL to clipboaxd
Copy the URL for this page to the clipboard. You can paste the URL as text by using CTRL+V into any
other supporting application.

Open URL in browser
Opens the URL for this page in the default browser for your local system.

Nav View Configuration
You can configure aspects of the display in the navigation list by using the Nav View Configuration
options.

May ¥iew Options ). E}

— Maw Yiew Lizt Page Display

i Dizplay Page Title [from HTML]

W Include host name

W Include query sting

" Dizplap TLT_URL

— Maw YWiew Layout

iv r
_ Concel |

Cancel

Figure 12. Nav View Options

Option
Description

Display Page Title
You can choose to display the HTML page title in the navigation list for each page.
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Display URL
By default, the navigation list display the URL for the selected page. Options:
e« Include host name - Include the host name in the URL. If all URLs come from the same host,
you can disable this option.

« Include query string - If URLs include query parameters, you can choose to include them. If
this option is cleared, all text that starts from ? to the end of the URL is omitted from the display.

Display TLT_URL
Optionally, you can choose to display the value of TLT_URL in the navigation list. This value is
generated after you apply any reference values for the URL, which can normalize multiple related
URLs to a single consistent value.

Nav View Layout
You can choose to display the navigation list to the left of the main window or above it.

For UI Events
The following is a list of menu commands for UI Events.

Menu Command
Description

Nav View Configuration...
Configure the navigation view in RTV. See “Nav View Configuration” on page 34.

Create Event for
Create an event to identify the UI element. When selected, the Events tab of the Tealeaf Event
Manager is pre-populated with values to identify the selected element. See "TEM Events Tab" in the
IBM Tealeaf Event Manager Manual.

Search Completed Sessions for
Search completed sessions for the selected UI element. See “Searching completed sessions for UI
elements” on page 35.

Highlight element
Highlight the selected UI element in the main window. This highlighting is not permanent and cannot
be saved; it is intended to help finding elements on the page.

Add/Modify Custom UI Event Highlighting
Add or modify custom highlighting rules for the UI event. See “Add or modify custom UI event
highlighting” on page 36.

Ignore element
Configure a replay rule to ignore the element during replay. See “Ignore UI elements during replay”
on page 38.

Disable global BreakOutKeystrokes
Disable the global keystroke breakout feature in RTV. When this feature is disabled, you can add rules
to manage keystroke breakouts for individual elements. See “Managing keystroke breakouts” on page
38.

 Global breakout of keystrokes can be enabled again through the Options window. See “Advanced
Options tab” on page 173.

Add/Delete BreakOutKeystrokes rule for this element
Enable or disable the global keystroke breakout feature in RTV. See “Managing keystroke breakouts”
on page 38.

Searching completed sessions for UI elements
When you choose to search completed sessions for selected UI event, the following dialog is displayed,
pre-populated with the search terms.

When you search for selected text in the Request view, any punctuation characters that are displayed in
the selected text are stripped before they are populated in the search dialog, so that they do not
adversely affect the search by being interpreted as special search characters by the search engine.
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For example, if the request name-value pairis HTTP_REFERER=http://host:8080/GetValue.asp?
paraml=one&param2=two ,the search is populated as HTTP_REFERER contains "http host
8080 GetValue asp paraml one param2 two".

« Before you submit the search, you can modify the stripped text as needed. For more information about
search syntax, see “Search syntax” on page 104.

search x|

Enter search parameters:

[int_32 containg 2000] ;I

=

[T Femember Search String

— D ate Filker
[y DatsiTine 5 | R/412/2009 j | 14 72010 j
Fram: Tao
o |12:nu:nnma| j : |11:59:59 M j
Advanced Search... | Remember & Beturn | ()4 | Cancel |

Figure 13. Search for UI Events in Completed Sessions

You can edit the search terms as needed.

 To save the search terms for later use, select the Remember Search String check box.

- For fastest results, you must narrow the search as much as possible. You can specify explicit date and
time ranges or select a predefined range from the drop-down.

« To further specify the search terms or to use other search features, click Advanced Search.... See
“Session search and Subsearch” on page 86.

« If needed, you can use the currently specified search terms as part of a more sophisticated query that
involves other terms. You can instruct RTV to remember the current search query into this search
window and then return to the Viewable Pages List to select other items on which to search. To
remember this search for continuing use, click Remember & Return.

« Toclear the search terms, click Clear.
« To run the specified search, click OK.

Add or modify custom UI event highlighting
For the selected UI event, you can add or modify custom highlighting rules. These rules can be used when
the element that is being highlighted needs special handling, such as calling a javascript function for some
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custom control. They can also be used for debugging or alerting purposes when specific user actions or
values are displayed in a session.

UI Event Custom Highlight x|

Element 10 {this is a regex patkern)

|ﬂjEBDAESSAA5844C4183CFC6?62F4943?2166_3

Enter Javascript ko be invoked For this element.
Formatking:

%1 For element id

%2 For element walue

%3 For element name

%4 For element xpath

%5 For event bype

Blerti"elementId: %1 inelementvalue: %2\ rinelementiame: %3 rnelementiPath: %d

tealeafZustomJIEventReturnFunc = Function )

i
war ret = new Arrav();
if {"%1" length) §

ret[0] = document, getElementBy I 41",
Lelse 4 _‘ll
.3

1 |

Ik | Cancel I

Figure 14. UI Event custom highlighting

In the dialog, the element identifier is pre-populated with the regular expression pattern to identify the
selected event through element ID or XPath.

When the UI event is detected, RTV evaluates the JavaScript. The following is the default JavaScript:

alert("elementId: %1\r\nelementValue: %2\r\nelementName:
%3\r\nelementXPath: %4\r\neventType: %5");

tealeafCustomUIEventReturnFunc = function ()

var ret = new Array();
if ("%1".length) {
ret[0] = document.getElementById("%1");
1t else §
ret[0] = TealLeaf_Client_tlGetNodeFromXPath("%4");

ret[1] = "normal"; // RTV action: none, normal, or highlight-only
//xet[2] = "%2"; // new value, optional
return ret;

When RTV evaluates the JavaScript, no setting of values, highlighting or clicking is done. The JavaScript
defines the appropriate values on which to act.

In the default JavaScript, the function tealeafCustomUIEventReturnFunc is called by RTV. This
function returns an array that contains 2 or 3 items:

Array item
Description
ret[0]
Identifies the object to highlight.

« If this array element is set to 0, then RTV uses its normal method of finding the element to use (id or
xpath).
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ret[1]

The action for RTV to take. Accepted values:

= none - RTV does nothing. Custom JavaScript completes all required actions.

« normal - RTV does its normal highlighting and element processing.

- highlight-only - RTV highlights the element and does not complete clicks or set values.
ret[2]

(Optional) If present, this variable contains the value to be set for the element, which is applied only if
the second array value is set to {{normal}.

The default JavaScript can be customized to complete any function that is needed to highlight and replay
the document element.

You can reference the following parameters in the JavaScript you define:

Parameter

Description
%1

Internal element identifier
%2

value of the UI element
%3

Name of the UI element
%4

XPath value of the UI element
%5

UI event type

- This option enables custom highlighting based on user interface events.

Ignore UI elements during replay
You can choose to ignore selected UI elements during session replay. When this option is selected, the
following dialog is pre-populated with the regular expression pattern to identify the UI element.

- Toignore the specified UI element during replay, click OK.

EI Event Elemnt Ignore B x|

III Event elements makching this patkern will not appear in replay,

Elerment I (this is a regex pattern)

f_rEBDAZIZAACE44C4183CFCE7E2F494372166_3

Cancel |

Figure 15. Ignoring UI elements

Managing keystroke breakouts
UI Capture supports the capture of Intellisense keystrokes as UI events. Keystrokes applied with UI
elements, such as textboxes and form fields, are bundled together into a single UI event for capture.

To support proper replay of the visitor experience, RTV can be configured to break out these aggregated
keystroke events into individual UI events for each keystroke. When keystrokes are broken out in RTV,
you can see the characters that are displayed in the order that the visitor entered them.

Note: Applying keystroke breakout in RTV does not change the session data. Keystroke breakout settings
and rules must be applied by each Tealeaf user through the RTV application.
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Global configuration
Through RTV, you can enable or disable this functionality at the global level. When this option is applied,
the Viewable Pages list is populated with KeyUp UI events for each keystroke.

Yiewahle Pages Load D etailz |Ki
Page 8 | uRL =

1 Bl http:/flocalhostcss2.asp

11z ui-z id: usertlame walue: gwe event: click,

L 12 UI-3a id: userbame walue: 1 event: Kevlp
112 UI-3b id: userblame wvalue: 12 event: KevUp

g 12 101-3c id: userblame wvalue: 123 event: KeyUp
i1z uI-3d id: userMlame walue; 1234 event; Keylp
12 UI-3e id: userMame walue; 12345 event: Keylp
L 12 UI-3F id: userMame walue: 123456 event: Keylp

Figure 16. Viewable Pages List - KeyUp events

Note: To apply keystroke breakouts to individual screen elements, instead of globally, you must disable
global keystroke breakouts. In the Navigable Pages List, right-click a KeyUp UI event page and select
Disable global BreakOutKeystrokes. The global setting is disabled, and more context menu items
are available for configuring individual items. See “Configuration for individual elements” on page 39.

You can toggle or re-enable global keystroke breakouts in the Advanced Options tabs of RTV. See
“Advanced Options tab” on page 173.

Configuration for individual elements

In a typical web application, Intellisense keystroke support is enabled for a limited set of fields, such as
search fields or address fields. Instead of applying keystroke breakouts at the global level, you can apply
it to individual elements on the screen.

About this task

To apply keystroke breakout to an individual screen element, complete the following steps.

Procedure

1. Disable the global keystroke breakout setting. See “Global configuration” on page 39.

2. To enable keystroke breakout on an individual element, right-click a KeyUp UI event in the Navigable
Pages List that applies to the element and select Add BreakOutKeystrokes rule for this
element.

3. The replay rule to break out the keystrokes into individual UI events is created and applied to the
individual element whenever it is replayed.

« To remove the replay rule, right-click the element again and select Delete BreakOutKeystrokes
rule for this element.

Note: After you create these replay rules, if you re-enable global keystroke breakouts, the rules
remain in your profile. They are not deleted. You can anually remove the rules as a cleanup task.

StatusCode information
On the left side of the Viewable Pages List is a series of icons for each page. These icons identify
information, including the StatusCode, about each page.

For definitions of status codes in the W3C standard, visit http://www.w3.0xrg/Protocols/rfc2616/
rfc2616-secl0.html.
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3xx Redirect pages
The W3C standards define a number of redirect StatusCodes, the 300 series. This class of status code
indicates that further action must be taken by the user agent to fulfill the request.

Many StatusCodes specify a new location for the URI. This new location is part of the response and is
called the location field.

Figure 17. This is the icon that is shown for a redirect page

Descriptions for 3xx errors follow:

Status Code
Description
301 Moved Permanently

The requested resource is sighed a new permanent URI. Any future references to this resource must
use returned URIs. The new permanent URI must be provided in the Location field in the response.

302 Found
The requested resource resides temporarily under a different URI. Since the redirection might be
altered on occasion, the client must continue to use the Request-URI for future requests.

303 See Other
The response to the request can be found under a different URI and must be retrieved by using a GET
method on that resource.

304 Not Modified
If the client completes a conditional GET request and access is allowed yet the document is not been
modified, the server must respond with this status code. The 304 response must not contain a
message-body. It is always terminated by the first empty line after the header fields. The 304 Status
Code has its own special icon as shown in the figure below.

=

Figure 18. Example of status code with special icon

305 Use Proxy
The requested resource must be accessed through the proxy that is given by the Location field. The
Location field gives the URI of the proxy.

4xx errors

The 4xx class of StatusCode is intended for cases in which the client seems to have erred. The server
must include an explanation of the error situation and indication of whether it is a temporary or
permanent condition. These status codes are applicable to any request method.

The figure displays the Bad request icon. This icon is used for a 4xx class of errors. In addition to these
codes, the W3C standard defines a number of other 4xx codes which are not common.

B

Figure 19. Bad request icon - this displays in 4xx class errors

Descriptions for 4xx errors follow:

Status Code
Description

400 Bad Request
The request could not be understood by the server because of malformed syntax.
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401 Unauthorized
The request requires user authentication. The response must include a WWW-Authenticate header
field that contains a challenge applicable to the requested resource. The client can repeat the request
with a suitable Authorization header field. If the request already included Authorization credentials,
then the 401 response indicates that authorization is refused for those credentials.

403 Forbidden
The server understood the request but is refusing to fulfill it.

404 Not Found
The server has not found anything that matches the Request-URI. No indication is given of whether
the condition is temporary or permanent. This status code is commonly used when the server does
not want to reveal exactly why the request is refused, or when no other response is applicable.

405 Method Not Allowed
The method that is specified in the Request-Line is not allowed for the resource that is identified by
the Request-URI.

« The response must include an Allow header that contains a list of valid methods for the requested
resource.

406 Not Acceptable
The resource that is identified by the request is only capable of generating response entities which
have content characteristics not acceptable according to the accept headers that are sent in the
request.

407 Proxy Authentication Required
This code is similar to 401 (Unauthorized), but it indicates that the client must first authenticate itself
with the proxy. The proxy must return a Proxy-Authenticate header field that contains a challenge
applicable to the proxy for the requested resource. The client can repeat the request with a suitable
Proxy-Authenticate header field.

408 Request Timeout
The client did not produce a request within the time that the server was prepared to wait. The client
can repeat the request without modifications at any later time.

410 Gone
The requested resource is no longer available at the server and no forwarding address is known. This
condition is expected to be considered permanent.

5xx errors

Response StatusCodes that begin with the digit 5 indicate cases in which the server is aware that it has
erred or is incapable of completing the request. These response codes are applicable to any request
method. The same icon that is displayed in the above figure is used for 5xx errors.

Descriptions for 5xx errors follow:

Status Code
Description

500 Internal Serxrver Error
The server encountered an unexpected condition that prevented it from fulfilling the request.

501 Not Implemented
The server does not support the functionality that is required to fulfill the request.

502 Bad Gateway
While it acts as a gateway or proxy, the server received an invalid response from the upstream server
it accessed while it attempts to fulfill the request.

503 Serxrvice Unavailable
The server is unable to handle the request because of temporary overloading or maintenance of the
server. This error implies that the temporary condition will be alleviated after some delay. The
existence of the 503 status code does not imply that a server must use it when it becomes
overloaded. Some servers can refuse the connection.
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504 Gateway Timeout
While it acts as a gateway or proxy, the server did not receive a timely response from the upstream
server specified by the URI.

505 HTTP Vexrsion Not Supported
The server does not support or refuses to support the HTTP protocol version that was used in the
request message.

Flag icon

When you run a search, the session segment can contain sessions with hundreds of pages, which can
complicate finding the pages on which your search terms matched. In the Viewable Pages List, RTV marks
the pages where the search terms matched with the flag icon as shown in the figure below.

B 13 http: /v com: 443 /mypalicy fpolicy. jsp?view =payment
B 14 ¥ htip: /e, com: 443 /mypalicy (pay_wait. jsp

15 ¥ http: /e, .com: 443 /mypolicy/payment_process. jsp

B 17 http: /o, .com: 443 /mypolicy/policy. jsp?view =vehides

Figure 20. RTV marks the pages where the search terms matched with the flag icon

B 13 http: fhaww com: 443 /mypolicy fpolicy. jsp?view =payment
14 ¥ http: /e, «com: 443 mypolicy fpay_wait. jsp

16 ¥ http: /. Jcom: 443 /mypolicy fpayment_process.jsp

B 17 http: v, com: 443 /mypolicy fpolicy . jspPview =vehides

Figure 21. Example of the viewable pages list with the flag icon displayed

In the above figure, the search was for the field amount containing any value. The flag is displayed on
pages 14 and 16, indicating that the search matched on these two pages.

Canceled pages
There are two types of canceled pages: client canceled and server canceled.

The Bad Request Icon in the figure below shows the icon for a canceled page. This icon is often referred
to as the Red X page icon.

ok

Figure 22. Icon displays for canceled pages

Client canceled pages
Client canceled are the most common. Canceled pages represent a problem with the delivery of the page
to the visitor or a problem with delivering the page to the Tealeaf Capture server.

There are a number of reasons why the IBM Tealeaf cxImpact system can report pages as been canceled
by the client (browser).

« The visitor clicks the Stop button on the browser while the server is still trying to deliver a page.

- The visitor clicks a link or button on the page, requesting a new page, while the server is still delivering a
page.
« The visitor double-clicks a link or button.

« The network connection between the browser and the server is broken while the server is still delivering
a page.

- At the TCP/IP level, any piece of network equipment delivers a reset packet, while the server is still
delivering a page.

- If the server reports the content-length of a response greater than the actual length of the response
page, IBM Tealeaf cxImpact indicates that the page was canceled.
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« If the network equipment that connects the IBM Tealeaf cxImpact Capture server to the network fails
to duplicate all the packets that are destined for the Capture server, pages of the user session are
displayed as client canceled.

Server canceled pages
Server request cancellation is detected as the following.
- The number of bytes in the response was less than the value in the response's Content-Length header.

- If aresponse lacks a Content-Length header altogether, that hit is marked as request canceled =
server as well.

« The server did not follow the TCP protocol correctly, for example, did not send a TCP connection RESET
packet when it was closing the connection.

StatusCodes for canceled pages
The status code for a canceled page depends on how much of the response was returned.

- If none of the response was captured, the status code is set to 0.

- If some part of the response was captured, the status code is likely present, as it is included as the first
line in the header of the response. It is possible to receive a Status Code 200 (ok) response even when
the response is partially completed because of a canceled page.

Page Load Timeout dialog

The figure shows an example of the Page Load Timeout dialog. This dialog sometimes is displayed during
replay of a visitor page, when RTV is trying to fetch static content from the web server and did not get the
file from the web server before the pre-configured wait period expired.

Viewer Timeout

Thiz page iz taking a lang time ta load.

kodify Page Loading Options
v Load Bemate Files

[v Bun Scripts

Reload Page |

20 Timeout [seconds)
K.eep “Waiting | Stop ‘W aiting |

Figure 23. Page Load Timeout dialog box

« The default timeout period is 20 seconds but can be changed for each RTV user.

You can choose to continue waiting or skip the file. In most cases, you must stop waiting for the file. Most
web servers respond within a few seconds, so waiting longer probably will not help.

This dialog also allows you to change some replay configuration options. These changes affect the global
options and are persisted after your RTV session is closed. When you have changed any of these
configuration options, click the Reload Page button to attempt to reload the current page using the new
configuration values.
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Large Page warning dialog
This dialog is displayed during the replay of a visitor session in which a selected page is large.

Large Page Warning

Thiz page exceeds the zize limit zet in Options.

hittpe 4/ cor15000/ted
135064 bytes

| Load the large page Load a zubstitute page

[ Do mot show this message again in this session

Figure 24. Large Page Warning dialog box

The Large Page warning indicates that RTV detected a text file that exceeds a configurable upper limit for
page sizes. It allows the RTV user to decide to display the large page or to display a placeholder instead,
as shown in the figure below.

Sometimes IBM Tealeaf cxImpact captures a large page from your web server. Since it can take a long
time for the RTV computer to render this page, you are given the chance to skip it if you want.

o

Figure 25. Condensed example of large page warning

The limit for these large pages can be changed by each RTV user. If the website sends large pages, you
can want to raise this value to a larger limit.

Ordering of UI events

When the viewable pages list is created in Request or Response view, all pages, including UI events, are
listed in the order that is dictated by the timestamps that are associated with their requests. In some
cases, the request for a new parent page can occur before the request submitted by UI Capture from a
previous case.

- Since UI events are typically batched for submission, the timestamp observed by Tealeaf for an
individual UI event can occur some time after the event occurred in the visitor's browser. Depending on
the available network connections, the browser can prioritize the request for the new page over the
submitted POST.

Note: This ordering issue has no impact on RTV or Replay Server's ability to replay the session.

When the viewable page list is assembled, the labels for UI event pages can be changed, as RTV
determines the parent page to which each UI event page belongs.
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Viewable Pages _Load Dstails []
Page 8| ]| UL <]
0 3s http: /sy, straussandplesser, com/store/medialcatalogfproduct/cache/s thumbnail e
! hikkps f v, straussandplesser, com)'store mediafcatalog/product fcache)S small_image
£ 40 hikkp: f v, straussandplesser, com)'store mediafcatalog/product fcacheS small_image
0 41 hitkp: f v, straussandplesser, com)'storemedialcatalog/product fcache)S small_image)
£ 4z hitkpe f v, skraussandplesser, com)'storemedia/catalog/productkcache/S thumbnail) /St
B 43 hkkps v, straussandplesser, com)stareindesx, phpfcheckautf cart) addfuenc) aHROcDa
Ulssur B UIEvent: 1 - &

E 44 http: /s, straussandplesser, com/ storefindesx. phpjcheckout/cart)

£ 45 http: /sy, straussandplesser, com/ store)'sking/frontend)'def ault /def ault fimagesfheader
O 46 hikkps f e, skraussandplesser, com)'store)'sking frontendfdef aulk fdefault fimagesinay_bc
0 47 hikkp: f v, skraussandplesser, com)storefmedia/catalog/produckfcache/Sthumbnail) | 7
[ 45 hitkp: [ v, skraussandplesser, com)'storemedialcatalog/produckfcache)S thumbnal ) | 7
£ 4a hitkpe f v, skraussandplesser, com)'storemedia/catalog/productkcache/Sthumbnail) | 7
RN hikkps v, straussandplesser, com)storeindex . php/bed-and-bath

o441 B UIEwvent: 1 -3
51 http: /e, straussandplesser, com/store'sking/frontend)'def ault/def ault fimagesfheader
0 sz http: /ey, straussandplesser , comystoreskingfrontend'def ault/def ault fimagesinay_bc
O 53 hikkps f v, skraussandplesser, com)'store)'sking frontendfdef aulk fdefault fimagesimedia)
[ 54 hikkp: f v, straussandplesser, com)'store mediafcatalog/categaory F fufFurniture_callout
[ 55 hitkp: S fwava, straussandplesser, com)'storemedialcatalog/product fcache)S small_image
E 56 hitkps [ v, straussandplesser, com)'storemediafcatalog/product fcache)S small_image
[ 57 Rkkp: v, straussandplesser, com)'staremedialcatalog/productfcache)S  small_image
[ sa http:/ funa, straussandplesser, com/ storefmediafcatalog/product frache/S/small_image/
[ 52 http: /s, straussandplesser, com/storefmediafcatalog/product frache/S/small_image/
0 s0 http: /sy, straussandplesser, com/store/mediafcatalog/product fcache/S/small_image/
O s hikkps [ v, straussandplesser, com)'storemedia/catalog/productkfcache/S thumbnail) /S
0 sz hikkp: f v, straussandplesser, com)'store mediafcatalog/product fcache)S small_image
63 hitkpe [ fwavav, skraussandplesser, com)'storeindes:, phpfdirectoryfcurrency fswitchfuenc) ak
Wisour E UIEvent: 1 -3
54 hikkps [ v, straussandplesser, com)starefindex . phpfbed-and-bath
[ es http:/ funan, straussandplesser, com/ store'sking/frontend)'def ault/def ault fimagesfheader
[ T http:/ funsn, straussandplesser, com/storeskingfrontend'def ault/def ault fimagesfnav_bc
O s7 http: /sy, straussandplesser, com/store/mediafcatalogfcategory F fuffurniture_callout
Fl 65 hikkps f v, straussandplesser, com)'store findesx, phpfcat alog) product fviewfid /S )'sfmag
et B UIEwent: 1 -3
[ 59 hitkp: f v, straussandplesser, com)'store'skingFronkend def aulkfdef ault fimagesfheader
£ 7o hitkpe f e, skraussandplesser, com)'store)'sking frontend fdef aulk fdefault fimagesinay_bc
B 7 hkkp: | v, straussandplesser, com)' store) skingfrantenddef aulk fdefaulk fimages catalog

Figure 26. Ordering of UI Events in the Viewable Pages List

In the above example, UI page 33: ULEvent:1-6is placed between the listings for page 42 and page 43.
The timestamp in its request indicates that it fell between these two pages, but RTV analyzed the Ul
event to determine that it is associated with page 33, which occurred several pages before.

During replay, RTV displays the UI event page with its properly labeled parent page.

-« When RTV is in replay view, the Viewable Pages List displays pages in the order of replay. UI event
pages are displayed beneath their parent pages.
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Framed pages

Many sites use framed pages. There are two kinds of frames that are commonly encountered in websites:
framesets and IFrames. A site can use no frames, framesets, IFrames, or almost any combination. A
frameset can include an IFrame in one of its child frames.

For RTV to render a correct user impression, RTV must first render the outmost enclosing frameset and
then render the inner frames. For this reason, RTV displays the child frame only if it is encountered before
the parent. For example, if you open RTV on a specific child frame instead of starting at the first page of
the session and stepping through the pages, the child page is rendered as if that was the only content that
the visitor saw in the user-impression.

Correctly reassembling these pieces into the proper display requires the web application to be diligent in
following W3C coding standards to identify the frame into which the child belongs. If the application
neglects to supply this information, RTV can be configured with replay rules to instruct it where to place
the child page. This configuration information is stored in the Profile.

« RTV administrators can create these frame-placing rules.

Each RTV user can control how child frames are displayed in Replay view. Child frames and IFrames can
be reassembled into a single user-impression or as individual Request/Response hits.

FrameSets
An example of the HTML used to render a frameset.

<frameset rows="85,*" framespacing=0 border=0 frameborder="0">
<frame name="top" src="index.cfm?fuseaction=creditFramesTop"
marginwidth="0" marginheight="0" scrolling="no" frameborder="no">
<frame name="main" src="index.cfm?fuseaction=creditAppEntry&pr=XX"
marginwidth="0" marginheight="0" scrolling="yes" frameborder="no">
</frameset>

This frameset has two child frames: one called top and one called main. In the standard W3C
convention, a single page with no frames or child pages is identified as _top.

« The example has a frame named top, which can be confusing for people who are trying to understand
the website and visitor's interaction (like RTV users). While you can use top for a frame name is valid
for a frameset, you must avoid doing so for RTV users.

The following example shows a frameset, and the two content src= pages that are called by the
frameset. It also shows the src= page in one of the child frames using JavaScript to tell the client
browser to replace itself. The content of the child frame comes from a different URL, which forces the
client to call the server for this next page. RTV needs some help in understanding how to place the pages.

Note: In the following example, the host name and the URI path were erased to preserve the anonymity
of the system where this example was captured.

a

Figure 27. Example of parent frameset

The preceding figure shows the parent frameset and the pages that are requested by the client are
displayed on the left side, as RTV is in Response view.

« Pages 19-22 in the Viewable Pages List have the following names: polkPickexTop. jsp,
polkPickerMenu.jsp, blank.html, and polkPickerLookup. jsp.

« In the Response blocks for each, review how each is processed and displayed:
— The Response view shows the frameset declaration.

— The first child frame is named content (off the screen capture), and its src= tag calls for
polkPickerMenu. jsp. You can see on the left that polkPickerMenu. jsp is the next page that is
requested of the web server (number 20).
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— The second child frame is named lookup, and has a src=tag of blank.html.

« Page 21 requested from the web serveris blank.html. blank.html has an unusual StatusCode - a
304 status code. See “3xx Redirect pages” on page 40.

— Status Codes are part of the Request View, and are not shown here, except for the redirect icon in the
left side of page 21. The 304 status code indicates that the client made a request for a conditional
page, and gave the web server a HTTP_IF_MODIFIED_SINCE date. The web server does not have to
send back the page; it only sends back a blank page with the 304 status code, which tells the client
to use its cached copy.

— Therefore, blank.html is placed in the second child frame.

When the polkPickexrMenu. jsp page is received by the client, its Response includes the JavaScript
code that is shown in the following figure.

This JavaScript is run when the client browser reaches these lines when it renders the page.

These lines tell the browser to go to child frame 1 (the frame named lookup) and replace the contents of
frame lookup with the page polkPickerLookup.jsp.

The left side shows that indeed the 22nd page is polkPickerLookup. jsp:

a

Figure 28. polkPickerLookup.jsp example

RTV is unable to discern that polkPickerLookup. jsp belongs to the frame named lookup, in the
frameset on page 19.

Since there are a number of ways for JavaScript to change a frame's content, it is important to provide a
hint to RTV. In the Viewable Pages List, right-click a page and place it in the wanted frame.

« See “Advanced Options tab” on page 173.

« For more information about creating replay rules, see “Replay rules” on page 47.

iFrames
An example of the HTML used to render an IFrame.

<IFRAME border=0 marginWidth=0
marginHeight=0 src="/html/privacy/esign.html" frameBorder=1
scrolling=yes></IFRAME>

IFrames hold content that comes from a subsequent hit. The sxc tag in the IFrame directive is calling a
web server for data to place in the IFrame. The IFrame must have a name attribute for RTV to be able to
properly place this content in the parent user-impression with no hints required.

Replay rules
Guidelines and steps for how to design replay rules in RTV to improve the quality of replay.

Note: When you create response modify rules that modify content on UpdatePanel pages, the byte count
for the unmodified page must be maintained in the modified page after the modification is applied.
Otherwise, these pages do not replay correctly.

- This limitation also applies to privacy rules. See "Privacy Session Agent" in the IBM Tealeaf CX
Configuration Manual.
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Pop-up pages
A pop-up page is any page that causes the browser to display the page content in a new browser window.
During a visitor's session, the visitor usually closes this window and then proceeds to click a link or button
that is found on the page that is displayed in the original window.

In RTV, pop-up windows interrupt the flow of displayed visitor impressions. Unless RTV is provided
information that identifies a page as a pop-up, RTV cannot correctly show the data that is entered by the
user on the page's input fields. When a page is requested, RTV examines the field names of the
immediately preceding page in the session sequence to identify the matching field names. When a pop-up
page is present, the pop-up is part of the sequence, yet RTV fails to find matching field names in it.
Therefore, RTV does not know where to display the data.

The referrer of the second full page is the first full page, with the pop-up page displayed in between.
While RTV recognizes that the pop-up occurred between the full pages, RTV assumes that the visitor
clicked the Back button in the web browser to move back to the first full page before the visitor moved on
to the second full page. However, it is more likely the visitor closed the pop-up window and then clicked a
link to proceed to the second page.

Pop-ups also affect detection of presses of the browser's Back button. RTV relies on the HTTP_REFERER
information for Back button detection.

RTV uses HTTP_REFERER to match a page with its form field and to highlight information, thus reducing
or eliminating the need for a profile to identify pop-up pages.

Identifying pop-up pages for RTV

You can provide RTV information to identify pop-up pages through the RTV Profile. After a page is
identified as a pop-up, RTV knows to ignore it when it searches the preceding page list for field names
corresponding to data entered by the visitor.

Popup URL x|

You are about ko create a rule which treats pages whose URL matches the one
specified as a popup URL. ‘Wildcards (*,7) are allowed,

[default. aspx

Ik I Cancel

Figure 29. pop-up URL
In the dialog, you can enter a text string for the URLs to treat as pop-up windows. You can use wildcards
(* and ?) in the text string.

« To apply the rule to your profile, click OK.

Interpreting JavaScript

A text page can contain one or more calls to JavaScript functions, which can be embedded in the text
page or in external JavaScript files that are called by the text page. JavaScript can do many things to the
page while it is being rendered.

JavaScript functions are typically called by:

- Visitor interactions, such as clicking a button.
« The page's onLoad and onUnload rendering events.

RTV has a number of options to control how it renders JavaScript. You can decide how you would like to
see the visitor impression by using these options.
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To disable all JavaScript playback, set the allow Javascript to run option to disabled. If the page
is designed with a significant use of JavaScript and this option is disabled, the user impression that is
rendered by RTV differs significantly from what the visitor saw.

« This setting can be configured in the Replay tab of the Options window. See “Replay tab” on page 156.

Hidden DIVs

A "Hidden DIV" is a construct that is used to hide parts of a page until the visitor interacts with it. Many
sites use hidden DIVS to hide content until the visitor moves the cursor over it, such as menu lists
dropping down when the mouse is placed over the menu title.

The following figure shows an example of a menu full of hidden DIVS, hidden now:

a

Figure 30. A menu with hidden DIVS

The following figure is the same bar with expanded menu items, now visible:

a

Figure 31. A menu with visible menu items

The preceding figure displays highlighted submenu choices after the user selected the menu title.

RTV cannot display the hidden DIV until the RTV user moves the mouse over the menu item, making the
DIV visible.

Ignoring pages in the replay
A web application can be designed so that the same page is delivered repeatedly. For example, integrated

windows authentication by using NTLM causes a large number of "status code 401" page responses be
issued from the server.

Another type of repeated request involves pages by using Framesets and dynamic content generation that
requests a dummy page (Blank.html) for the initial content pane. In both cases, it is important for IBM
Tealeaf cxImpact to capture the pages to properly account for them in the site technical metrics.

Removing pages from replay
During replay in RTV, pages can be eliminated to provide a more accurate replay of the visitor experience.
You can indicate for RTV to ignore specific URLs through the Viewable Pages list.

- To remove a page, right-click the page in the Viewable Pages List and select Replay Rules > Remove
this page from Replay.

Remove Page from Replay ) 5]

“Y'ou are about to create a rule which removes from Replay pages whose URL matches
the one specified. Wildzards [%.7] are allowed.

/storedindex. phpdcheckout/cart/

Clear URL Replace quen string with wildzard |

k. I Cancel

Figure 32. Selected page to be removed
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Note: Removing a page from replay removes the page from the Viewable Pages List, and the page is no
longer displayed during replay. The page is not removed from the session data. For more information
about recovering a removed page, see “Recovering a page removed from replay” on page 50.

Remove Page from Replay 5]

“'ou are about to create a ule which removes from Replap pages whoze IRL matches
the one specified. ‘Wildzards [%.7] are allowed.

Clear URL Replace query string with wildzard |

k. I Cancel

Figure 33. Remove Page from Replay

The rule that you are about to create removes from replay all pages whose URL matches the one that you
are specifying. This IgnoreURL rule is applied to all matching URLs.

 You can apply wildcards to the entered URL. The ? and * wildcards are accepted.

- If the URL contains query parameters, you can create an IgnoreURL rule to match for all query
parameters. Click Replace query string with wildcard. All instances of the URL, regardless of query
parameters, are ignored during replay.

 You can use this dialog box to create an IgnoreURL rule for any URL for the current domain.
« To clear the textbox and reenter the URL, click Clear URL.

« To create the specified IgnoreURL rule, click OK. A profile rule is added to your profile, and all
subsequent matching pages in the session are flagged to not be replayed.

Note: If your site responds to multiple HTTP_HOST values, you must manually edit the profile to ensure
that the ignore rule is correctly recorded against all server_name values.

You can further refine the pattern that identifies the page to be excluded from replay that is based on
request data. See “Ignoring request variables for URL matching” on page 50.

Recovering a page removed from replay
When you remove a page from replay, the page is hidden from display in the Navigable Pages list and is
not displayed during replay. The page is still part of the session and can be recovered.

About this task

To recover a removed page:

Procedure

1. Switch to Request view or Response view.

2. In the Viewable Pages list, find the page that was removed.

3. Right-click the page and select Replay > Delete rule which removes this page from replay....
4. Click OK.

 You can also remove the rule from your profile. See “RTV Profile” on page 159.

Ignoring request variables for URL matching
You can configure RTV to ignore request variables when it attempts to match URLs. When RTV attempts
to match requests that are generated during replay to hits that are captured in the session, some request
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variables must be ignored, such as a timestamp or form field values. Through this feature, you can

configure the request variables to ignore.

About this task

Ignore Reqg¥ar for URL Match i

You are about bo create a rule which causes specific urlfield entries, andfor query
string params, to be ignored when matching replay requests to captured pages within

the session,

Request variable name:

| Lirnestamp

[T Regular Expression I Ignore both name and waluei

Test string:

I Test |

Matching URL (leave blank ko makch all:

X
Zancel |

I hitkp: /sy, example, com)submitorder, asp

Clear LIRL |

Replace guery string withwildcard |

Figure 34. Ignore Request Variable for URL Matching

To create the rule:

Procedure

1. Request variable: In the dialog, you specify the request variable name in the textbox provided.

« By default, this rule ignores the values only. In some cases, however, you can ignore both the name
and the value of the request variable because the value is also dynamically generated. If you want to
ignore both the name and its value, click the appropriate textbox.

« For some XML posts, the post body can never be matched. In these instances, you can add the
following special value for the Request variable name, which forces RTV to ignore the entire post

body for the specified matching URL:

*ignorePostx*

2. Matching RegEx: Optionally, you can use a regular expression to match name and optional values.

« To specify a regular expression, click the Regular Expression check box. Enter the string in the Test

string textbox. Then, click Test.

3. Matching URL: In the textbox, you can specify the URL or set of URLs to which to apply the ignore

request variable rule. Enter a value in the textbox.
« To clear the textbox, click Clear URL.

« If the URL includes a query string (all content after a question mark ?), you can replace the query
string with a wildcard, which matches for all queries for the URL. Click Enter or paste the URL with
the query string included. Then, click Replace query string with wildcard.

4. To create the specified rule, click OK.

« To cancel and exit, click Cancel.
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ESI tag management

RTV provides limited support for the <esi: :include> tag, which is a form of partial dynamic page
caching.

When RTV replays a page that contains <esi::include src="URI"> tags, the content that is specified
by the URI value is retrieved and inserted into the page before the page is displayed.

When the session is opened for replay, a dialog displays the retrieval of this content, much like the Get
Images dialog. When the content is retrieved, the dialog is automatically closed.

Note: No configuration is required to enable ESI tag management.
Through RTV, you can review ESI content that is stored in the current session or sessions.

« See “RTV Menus” on page 128.

Creating a response modification rule

You can create rules to modify static data that is displayed in the responses that are sent from the web
application. For example, response modification rules can be used to remove any reference to a server
that you do not want to contact from anywhere outside the production environment.

Procedure

1. In the RTV menu, select Tools > Options > Profiles > Edit Profile.

2. Click the host you whose response data you want to modify.

3. Click New. Then, select Add Response Mod.

4. In the Response Modification window, specify the following properties:

Property
Description

Hostname
The host name value is inherited based on the host node that you selected.

URL
Select the method of matching URLs:
All - response modification is checked for all URLs from the host name.
Regular expression pattexn - Enteraregular expression to use to match the URI stem in all
URLs from the host.

ReqVar
You can specify request variables as the trigger for applying the response modification rule. See
“Request variables” on page 53.

Value
If specified, this field defines the value in the selected ReqVar on which to trigger the response
modification rule. This value can be specified as a regular expression. See “Request variables” on
page 53.

Pattern

The pattern on which to match.
You can enter regular expressions here.

Replacement
When the Pattexn string is found, this string is used to replace.
Leave this value empty to remove instances of the Pattexrn value.

Occurrences
Select the replacement type: First instance or A1l instances in any matching URL.

Test
Test the response modification rule on the currently selected page that is displayed in Response
View. The number of replaced text items for the selected URL or URLs is displayed.
To see the resulting modified response, click View....
To compare the resulting modified response to the original response, click Diff....
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Edit Rules
Edit the response modification rule, which opens theProfiles window.

5. To save changes, click OK.

6. If the profile is shared, your changes must be committed to the server. Click Upload Settings to
Server.

Results

Note: You can test response modification rules through Response View. Right-click a field in the response
data and select Test Response Modify Rules. A dialog with the testing options is displayed.

Request variables

If you want, you can specify a request variable and specific values as the trigger for completing the
response modification. This method enables modification of response data based on a wide range of
available criteria.

- For more information about request contents, see “Request view” on page 59.

In the Response Modification dialog, click the Pencil () icon next to the ReqVarfield. The Request Vars
window is displayed:

Request Yars i x|

- iammie | “alue in Request Buffer:
= appdat
= a?-lfleMaergeID I,l'stcure,l'defaultpage
Request_Method
TLTEL Request Yar Mame:
- TLT_SERVER

- TLT_HOST_MAME | sppdata/TLT_LRL

L TLT_APPLICATION,_MAME
[ enw :
[+ TimeBlock, I :
[+ timestamp

. urlfield
[+ cookies
i J500
- ExtendedUseragent
~HitTvpe
~TLFID_107
~TLFID_105
- TLFID_Z&0 ;I Ok, Cancel

Request Yar Yalue Pattern (regex):

Found

Figure 35. Request Vars dialog

In the left panel, you can browse the sections of the request to locate the request variable to use as the
trigger. Click the request variable to use it.

Setting
Description

Value in Request Buffer
If you create the response mod rule from a displayed request, the value of the selected request
variable is displayed.

Request Var Name
The name of the selected request variable
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Request Var Value Pattern (regex)
You can optionally specify a regular expression on which to match values in the regular expression.

« If this value is not specified, then all instances of the request variable are matched.
« See “Regular expressions in the RealiTea Viewer” on page 197.

Test
To test a specified regular expression, click Test.

- Found - A match is found in the request variable value field.
« Not Found - No match was found in the request variable value field.

To add the trigger information in the Response Modification dialog, click OK.

Example - Modifying based on user agent
An example of modifying based on user agent.

About this task

Suppose you want to modify the response to improve replay for iPod. Using the request variable
configuration option, you can identify sessions that are initiated by iPods and then create a response
modification for these mobile devices.

Procedure

=

. In RTV, open an iPod-initiated session.

. Click the Response View option.

. Right-click and select Add Response Mod Rule....

. The Response Modification dialog is displayed.

. Click the Regular expression pattern check box.

. Click the Pencil icon next to the ReqVar field.

. From the left panel, select env/HTTP_USER_AGENT.

. The Request Variable Name value is populated with the selected request variable.
. For the Request Var Value Pattern, enter iPod.

. Click Test. If the response that you selected comes from an iPod session, the result message must be
Found.

11. Click OK.

12. Configure the Pattern and Replacement fields as needed.
13. To test it, click Test.

14. If the rule passes the test, click OK.

O 00 N O O A WDN

=
o

Example - Removing CDATA formatting
An example of removing CDATA formatting.

About this task

Many web applications are deploying content in application/xhtml+xml pages. However, Internet
Explorer does not support these pages. Since RTV uses an embedded IE browser control, RTV cannot
properly process these pages, which results in replay problems, especially if they contain CDATA
sections.

For replay purposes, it is necessary to be able to run the code within a CDATA node. The solution is to
create two response modify rules to remove the CDATA formatting.

Procedure

1. Create a profile rule with the following properties:
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Property
Description

Hostname
The host name value is inherited based on the host node that you selected.

URL
For this rule, you must enter a specific URL, as universally removing the CDATA block can cause
problems.

Pattexn

&Lt; ! [CDATAL

Replacement
Leave blank.

Occurrences
Select A11.

2. Create a profile rule with the following properties:
Property
Description

Hostname
The host name value is inherited based on the host node that you selected.

URL
For this rule, you must enter a specific URL, as universally removing the CDATA block can cause
problems. You must enter the same value that you entered in the previous rule.

Pattexn

11\&gt;
Replacement
Leave blank.

Occurrences
Select A11.

3. Be sure to test the response modification rule.
4. To save changes, click OK.

5. If the profile is shared, your changes must be committed to the server. Click Upload Settings to
Server.

Results

The XML version of the rules looks similar to:

<ResponseModify id="36" url="/quote/details.asp"
pattern="&lt; ! [CDATA[" replacementString=""
occurrences="all" enabled="1"/>

<ResponseModify id="37" url="/quote/details.asp"
pattern="]]&gt;" replacementString=""
occurrences="all"/>

Example - Misaligned forms in RTV
An example of misaligned forms in RTV.

About this task

Playback of some web applications can result in misaligned forms that are displayed in RTV. In a typical
example, elements that must be aligned horizontally are aligned vertically in the RTV main window.
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The root issue is most often the use of conditional HTML to control display style sheets that account for
differences between versions of Internet Explorer. In this case, you can correct the issue by changing
IE6-specific conditional HTML blocks to be used by later versions.

Procedure
1. Create a profile rule with the following properties:
Property
Description
Hostname
The host name value is inherited based on the host node that you selected.

URL
To apply to the entire site, select A11.

Pattexn
if IE 6

Replacement
if gte IE 6

Occurxences
Select A11.

2. Be sure to test the response modification rule.
. To save changes, click OK.

4. If the profile is shared, your changes must be committed to the server. Click Upload Settings to
Server.

w

Results

The XML version of the rule must be similar to:

<ResponseModify id="255" url="" pattern="if IE 6"
replacementString="if gte IE 6" occurrences="all"/>

Creating external file modification rules

If the main page loaded into RTV references a separate file that is not part of the session, the file can
require modification before it is loaded into RTV. For example, if a Javascript file referenced by a page in a
session contains a domain reference, that reference can result in a JavaScript error during replay.

About this task

You can design one or more external file modification rules to apply to the referenced JavaScript file that
modify the file before it is loaded into RTV.

External file modification rules use the same user interface as response modification rules. However,
external file modification rules cannot be applied to all files in the domain.

« You can match file based on defined regular expressions.
« See “Creating a response modification rule” on page 52.

Procedure

1. In RTV, select Tools > Get Images. This loads external content into RTV so that the file can be used to
create the rule.
2. In RTV, select View > Show Images....

3. In the Image List dialog, locate the file to modify.
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4. To locate the text to be modified, select View in Notepad to display and search for the text in
Notepad.

5. Click Add Modify Rule, and enter a regular expression in the Pattern field, and enter an appropriate
Replacement string.

6. Click Test to make sure that the pattern is found. Click Diff to verify that the replacement is the
wanted string.

7. To create and apply the rule, click OK.

Dynamic modification rules

This information describes the steps to be taken to create a dynamic response modification rule. Creating
this rule helps in acquiring third-party content during replay.

Dynamic response modification rules

When you replay a session that includes data that is delivered from a third party, the contents from the
third party must be associated with a specific request. If the third-party content is required to accurately
represent the customer's experience, a dynamic response modification rule must be configured to
acquire the content at replay time.

About this task

« Dynamic response modification is different from the standard response modification mechanism in RTV.
See “Creating a response modification rule” on page 52.

Through dynamic response modification rules, you can match patterns in the response with regular
expressions and replace the matched string with a new string that contains up to three dynamically
parameterized values from Tealeaf event identifiers.

To create a dynamic response modification rule:

Procedure

1. In RTV, click the Response View button.
2. In any displayed response, right-click and select Add new Dyn Response Mod Rule.
3. The Dynamic Response Modification Rule dialog is displayed:
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Dynamic Response Modification

Hostname: I v, bealeal, com
= 8l Regular expression pattern:
LIRL:
|/
Patterm: I
Replacement; I
Event Id: I 2 Event Selection. ..

" Mearest Future Yalue

First hit of session

Event Id: I 11 i Ewent Selection,.,

Htkp 404 - Mot Found

Event Id: I 0 Event Seleckion, .,

%" plearest Future Yalue

™ Mearest Future Yalus

—Test Resulks
Teskt |
Text Replacements: | 1]

WIE | Diff v |

]S

Zancel

d

0 | a5t valus

 Last Yalus

i Last Yalue

Figure 36. Dynamic Response Modification Rules

Results
Options
Description

Hostname

The host of the application. Read-only.
URL

Select the URL matching type:

« All - Matches all URLs.

« Regular expression pattexrn - Enter a pattern so that this rule applies to specific URLs.

Pattern

Enter a regular expression search pattern to be found in the response.

Replacement

Enter text to replace the pattern found in the response. Use %1, %2, and %3 in the replacement
string to substitute fact values from the events specified.

Event ID

Enter the event identifier to insert as a parameterized value. To select an event from a list, click Event

Selection....

« You can choose to match the event to the nearest future event value (Nearest Future Value) or

to the most recent value (Last Value).

« If a mapped event identifier has no value, then the parameter is replaced by an empty string.
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- To test your regular expression Pattern, click Test. The number of matches found in the current session
is displayed.

— Toview the test results, click View. The resulting response text is displayed in Notepad.

— To view differences between the original page and the page after the pattern is replaced, click Diff.
The differences are displayed in Notepad.

Dynamic external file modification rules

If the main page loaded into RTV references a separate file that is not part of the session, the file can
require modification before it is loaded into RTV. For example, if a JavaScript file referenced by a page in a
session contains a domain reference, that reference can result in a JavaScript error during replay.

You can design dynamic external file modification rules to apply to the referenced JavaScript file that
modify the file before it is loaded into RTV.

Dynamic external file modification rules use the same interface as described for dynamic response
modification rules in the preceding section.

« See “Dynamic response modification rules” on page 57.

Non-dynamic external file modification rules can be developed, as well. These rules apply regular
expressions to matching patterns to modify the content of specified files before they are loaded into RTV.

« For more information, see "External File Modification Rules".

Request view

The Request view is used to inspect the data that is sent from the browser to the server. In the request
block or buffer that is sent to the server from the browser, all information is formatted in the form of field
name and its corresponding value. This format simplifies identifying the index-specific field names and
their contents and to create events from data in the request block.

« Information about the response is placed in the request block.

The IBM Tealeaf cxImpact system provides some computed information about each hit, which is also
stored in the request block. The following sections indicate sources of the information in the request
block: the browser, the server, or computed by the IBM Tealeaf cxImpact system and inserted into the
request block.

- A context menu is available when you right-click name/value data in Request View. See RealiTea Viewer
- Main Window.

Request view format

Request view breaks the display into sections. For each hit, most sections are displayed, and under each
section are individual fields. The number of fields and their values vary with each hit.

[iamie] section
This chart provides details about the hit and the method that IBM Tealeaf cxImpact used to capture the
hit.

Key fields include:

Table 3. [iamie] section

Field Name Use Source

TLTSID The final TLTSID value that Tealeaf Cookie Injector.
provides the unique key value Computed by IBM Tealeaf
that is used to identify all hits cxImpact
within a visitor session
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Table 3. [iamie] section (continued)

TLTHID A unique value that differentiates | Tealeaf Cookie Injector.
this hit from all other hits that are | Computed by IBM Tealeaf
captured by IBM Tealeaf cxImpact
cxImpact

TLTUID A unique value that differentiates | Tealeaf Cookie Injector.
this user from all other users that | Computed by IBM Tealeaf
are captured by IBM Tealeaf cxImpact
cxImpact

CaptureSource Identifies how this hit was Inserted by IBM Tealeaf

captured. Common Values are for | cxImpact system
Client-Side Capture, Passive
Capture, or the IIS Filter Capture.

CaptureType The capture type defines the type | PCA
of content that is captured by the
PCA. The following possible
values are inserted by the PCA:

« 0 - Request and response were
captured.

Note: This capture type is
outdated.

« 1 - Request and response were
captured.

« 2 - No longer used.

« 3 - Content is captured per
specification in a Capture Type
list in the PCA.

« For more information about
configuring capture type lists,
see "PCA Web Console -
Pipeline Tab" in the IBM
Tealeaf Passive Capture
Application Manual.

CaptureVersion The version of the Capture PCA
Source that captured this hit.

Capturelnst The PCA instance from which this | PCA
hit was captured and
reassembled. This value is useful
for determining the origin of
duplicated hits and in load
testing.

« Values can be fromOtoN
where N is the number of
additional instances of the PCA.
See "PCA Web Console -
Interface Tab" in the IBM
Tealeaf Passive Capture
Application Manual.
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Table 3. [iamie] section (continued)

CapturePipelinelInst The PCA pipeline instance that PCA
processed this hit. This value is
useful for determining the load
distribution among multiple
pipeline instances.

« Values can be fromQtoN
where N is the number of
additional instances of the PCA
pipeline. See "PCA Web
Console - Pipeline Tab" in the
IBM Tealeaf Passive Capture
Application Manual.

The TLTSID is used to stitch together the hits that compose a visitor session. The IBM Tealeaf cxImpact
system has a number of ways to generate this value:

- Tealeaf Cookie Injectors: The best way to identify a session is to have the Tealeaf Cookie Injectors that
are installed on the web servers.

- Session Agent: The default method that is used by Tealeaf creates a Session Agent in the Tealeaf
pipeline to create a TLTSID from a configurable value. Typically, either the ASPSESSIONID cookie or
the JSESSIONID cookie is used to derive the TLTSID.

[appdata] section
This request block section is used by Tealeaf for indexing, which facilitates rapid searching. Any field in
this section is automatically indexed.

« Using the Extended Privacy session agent, you can insert data from other parts of the request into this
section. See "Extended Privacy Session Agent" in the IBM Tealeaf CX Configuration Manual.

Some fields are always displayed in this section. Information that is computed by the user-supplied rules
is placed here.

Table 4. [appdata] section

Field Name Use Source

TLMergelD (optional) This field is displayed | cxImpact computed
when a Sessioning Agent is
present in the Transport pipeline
or PCA. It contains the name of
the field that is used for
sessioning and the original field
value.

IBM Tealeaf CX RealiTea User Manual 61



Table 4. [appdata] section (continued)

TLT_URL

This value contains the computed
Tealeaf URL, after any
modification made by
Privacy/RTA or the TLRef session
agent. This value is used in the
various page reports of the
Portal.

 This field is inserted when
extended user agent parsing is
enabled, which is the default
configuration. See "Tealeaf
Reference Session Agent" in
the IBM Tealeaf CX
Configuration Manual.

cxImpact computed

TLT_SERVER

This value is the IP address found
in the To: Fields of a hit request.
Usually, it is the IP address of the
web servers. If a web server
originates a request to any other
web server, the TLT_SERVER
field contains the IP address of
the external website.

« This field is inserted when
extended user agent parsing is
enabled, which is the default
configuration. See "Tealeaf
Reference Session Agent" in
the IBM Tealeaf CX
Configuration Manual.

cxImpact computed

TLT_HOST_NAME

This value is computed from the
HTTP_HOST after modification by
the TLRef session agent. Note the
Host name must be present in
the list of HTTP_HOSTS in the
TLRef session agent in order for
the host value to to be displayed
here. This value is displayed in
the Host drop-down of the Portal
charts.

- This field is inserted when
extended user agent parsing is
enabled, which is the default
configuration. See "Tealeaf
Reference Session Agent" in
the IBM Tealeaf CX
Configuration Manual.

cxImpact computed

62 RTV User Manual




Table 4. [appdata] section (continued)

TLT_APPLICATION_NAME By default, the Tealeaf system cxImpact computed
populates this field with the first
part of the path of the URL. Some
IBM Tealeaf cxImpact
installations configure this field
through RTA rules to partition a
group of pages into a defined
application. This value is used in
the Application drop-down of the
Portal charts.

 This field is inserted when
extended user agent parsing is
enabled, which is the default
configuration. See "Tealeaf
Reference Session Agent" in
the IBM Tealeaf CX
Configuration Manual.

[env] section
Information in this section can be used to find and fix problems with the site.

This section of the request is auto-populated from the following sources:

« HTTP request and response headers are rendered into name/value pairs and inserted into this section
of the request. For example, a header item such as accept-encoding=gzip, deflateisrendered
as a request name/value pair in the [env] section as the following:

HTTP_ACCEPT_ENCODING=gzip, deflate

« Some values are inserted by the IBM Tealeaf CX Passive Capture Application at the point of capture.
The variable names of some of these values begin with PCA_.

- Windows pipeline agents, such as Privacy session agent, can be configured to insert data into this
section. See "Privacy Session Agent" in the IBM Tealeaf CX Configuration Manual.

Note: The following list contains common examples of values that are inserted into the [env] section.
Some of these items are inserted by the PCA for Tealeaf use. Other items depend on how your web
application is configured.

This section also contains many fields that are not indexed and therefore cannot be searched. Many of the
non-indexed fields rarely change across all hits of a session. However, since it is possible for them to
change on each hit, their values must be captured for each hit.

« All variables in this section whose names begin with HTTP_ are standard HTTP request or response
variables. For more information, see http://www.w3.0rg/Protocols/rfc2616/rfc2616-
secld.html.

Table 5. [env] section

Field Name Use Source
CONTENT_TYPE The content type for a POST to Client
the server
CONTENT_LENGTH Contents of the HTTP Response | Web Server
Header variable Content-Length
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Table 5. [env] section (continued)

REMOTE_ADDR

The IP address of the client. If
any piece of network equipment
in the path between the server
and the client terminates and
regenerates the IP connection
(proxies, reverse proxies, load
balancers, and Akamai servers
for example) can replace the true
client's IP address with its own.

Client

REMOTE_PORT

The port over which the client is
communicating

Client

LOCAL_ADDR The IP address of the local web | IBM Tealeaf cxImpact
server
LOCAL_PORT The port number for the local IBM Tealeaf cxImpact

web server

SERVER_NAME

The IP address of the local web
server

IBM Tealeaf cxImpact

SERVER_PORT

The port number for the local
web server

IBM Tealeaf cxImpact

HTTPS When set to on page was sent IBM Tealeaf cxImpact
through SSL protocol.

CONNECTION_ID Logical counter that is initiated by [ PCA
the PCA server

PCA_NAME The name of the PCA server PCA

PCA_ADDR The IP address for the PCA server | PCA

PCA_UNAME_RELEASE The IP address for the PCA PCA
server, as returned from the
uname command

PCA_UNAME_SYSNAME The operating system name for PCA
the PCA server, as returned from
the uname command

REQUEST_METHOD The method of the issued PCA
request: GET or POST

URL The URI (full page path less Client
machine name and port)
requested by the client

SERVER_PROTOCOL HTTP protocol that is used by the | Server

server to send responses

ResponseType MIME-Type of the page returned | cxImpact computed
StatusCode The status code from the web Web Server

server that is returned for the

page that is requested by the

client
StatusCodeText The text equivalent of the Web Server

StatusCode value
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Table 5. [env] section (continued)

RequestHeaderSize

Request header size in bytes

Web Server

RequestDataSize

Request data size in bytes

Web Server

RequestSize

The total size of the request:
RequestHeaderSize +
RequestDataSize

Web Server

ResponseHeaderSize

Response header size in bytes

Web Server

ResponseDataSize

Response data size in bytes

Web Server

ResponseSize

The total size of the response:
ResponseHeaderSize +
ResponseDataSize

Web Server

REQ_BUFFER_ENCODING

The encoding method in the
request block. Tealeaf always
renders the request block in
UTF-8 format.

Web Server

REQ_BUFFER_ORIG_ENCODING

Original encoding method
(primarily for POST'd data)

Web Server

RESP_BODY_ENCODING

The encoding method in the
response body. Tealeaf always
renders the response body in
UTF-8 format.

Web Server

ReqCancelled

Request was canceled by client/
server

PCA

RegDiscarded

Request discarded.

Note: This feature is not
available.

PCA

StreamingHit

When set to true, the hitis a
streaming hit.

Note: This feature is not
available.

PCA

StreamingHitType

When StreamingHit=tzrue,
this value identifies the type of
streaming hit.

Note: This feature is not
available.

PCA

HTTP_USER_AGENT

User agent string that is provided
by the visitor's browser

HTTP reqg/resp header

HTTP_ACCEPT

Accepted content encoding types

HTTP req/resp header

HTTP_ACCEPT_LANGUAGE

Accepted language

HTTP req/resp header

HTTP_ACCEPT_ENCODING

Accepted compression
encodings

HTTP reqg/resp header

HTTP_ACCEPT_CHARSET

Accepted character encoding

HTTP reqg/resp header
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Table 5. [env] section (continued)

HTTP_KEEP_ALIVE

If the HTTP_CONNECTION value
is set to Keep-Alive, this value
defines the number of seconds
that the connection is retained
without activity, before it is timed
out.

HTTP req/resp header

HTTP_REFERER

Referrer of the current hit

HTTP reqg/resp header

HTTP_COOKIE

Contains all cookies that are
supplied in the response. These
cookies can include:

« TLTSID - Tealeaf session
identifier
« TLTHID - Tealeaf hit identifier

« TLTUID - Tealeaf user
identifier

HTTP reqg/resp header

HTTP_HOST

Host name

HTTP reqg/resp header

HTTP_CONNECTION

Connection type between the
visitor and your web server.

HTTP reqg/resp header

CONTENT_LENGTH

Length in bytes of the response

HTTP reqg/resp header

PostRequestBodyEncoding

This value defines any encoding
is applied to requests posted to
your web server, as identified by
the IBM Tealeaf CX Passive
Capture Application.

« If the binary posts are enabled
for capture, this variable is set
to base64. Otherwise, the
value is set to None.

« See "PCA Web Console -
Pipeline Tab" in the IBM
Tealeaf Passive Capture
Application Manual.

PCA

Note: From the HTTP_COOKIE and HTTP_SET_COOKIE fields, it is possible to recognize if your
application is replacing its session variable in the middle of a visitor session, which can be an indicator of
the visitor experience in which the contents of their shopping cart have disappeared.

[TimeBlock] section

The [TimeBlock] section identifies the time that is associated with the hit, down to the hour. For accurate
report drill-downs to individual sessions, this data is added to each request and is automatically indexed.

Table 6. [TimeBlock] section

Field Name

Use

Source

year

WEEK The number of the week in the IBM Tealeaf cxImpact - inserted
year
MONTH The number of the month in the | IBM Tealeaf cxImpact - inserted
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Table 6. [TimeBlock] section (continued)

the maximum value)

QUARTER The number of the quarter in the |IBM Tealeaf cxImpact - inserted
year

YEAR The year in YYYY format IBM Tealeaf cxImpact - inserted

HOUR_OF_DAY The hour of the day (0-23) IBM Tealeaf cxImpact - inserted

DAY_OF _WEEK The day of the week (0=Sunday) |IBM Tealeaf cxImpact - inserted

DAY_OF_MONTH The day of the month IBM Tealeaf cxImpact - inserted

DAY_OF_YEAR The day in the year (365 or 366 is | IBM Tealeaf cxImpact - inserted

[timestamp] section

All data that is inserted into the timestamp section is generated by the Capture source. For best
performance, capturing this data by a IBM Tealeaf CX Passive Capture Application server provides the

richest information set.

All time stamp fields end in Ex and are recorded by using GMT time, as indicated by the Z at the end of
each time stamp, in the following format:

YYYY-MM-DDTHH : MM: SS : mmmmmm

The six digits at the end of the timestamp identify the microseconds in the timestamp.

Table 7. [timestamp] section

request was received from the
client

Field Name Use Source
RequestTimeEx The time the first packet of the IBM Tealeaf cxImpact -
request was received from a measured
client
RequestEndTimeEx The time the last packet of the IBM Tealeaf cxImpact -

measured

ResponseStartTimeEx

The time the first packet of the
response came from the web
server

IBM Tealeaf cxImpact -
measured

request to the first packet of the
response

ResponseTimeEx The time the last packet of the IBM Tealeaf cxImpact -
response came from the web measured
server

ResponseAckTimeEx The time that the ack packet IBM Tealeaf cxImpact -
acknowledged the last packet of | measured
the response came from the
client

TLapiArrivalTimeEx The time the ack packet was IBM Tealeaf cxImpact -
observed by Tealeaf measured

ReqTTLB Time from first packet of the IBM Tealeaf cxImpact -
request to the last packet of the [calculated
request

RspTTFB Time from first packet of the IBM Tealeaf cxImpact -

calculated
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Table 7. [timestamp] section (continued)

connection speed are placed by
the Session Agent in the pipeline

RspTTLB Time from first packet of the IBM Tealeaf cxImpact -
request to the last packet of the [calculated
response
RspTTLA Time from first packet of the IBM Tealeaf cxImpact -
request to the acknowledgement | calculated
of the last packet of the response
ConnSpeed The average number of bytesin | IBM Tealeaf cxImpact -
the response, which is divided by | calculated
the RT_Total time for all hits in
the session.
« Any detected client user
interface events are ignored.
« Expressed as "Bytes per
second"
ConnType Buckets into which the page's IBM Tealeaf cxImpact -

calculated

WS_Generation

The time that it took for the web
server to generate the page. It is
measured from the time of the
last packet of the request to the
time of the last packet of the
response

IBM Tealeaf cxImpact -
calculated

WS_Grade

Text Description of the web
server generation grade. This
value is defined either on the IBM
Tealeaf CX Passive Capture
Application server orin the
TimeGrades session agent.

IBM Tealeaf cxImpact -
calculated

WS_GradeEx

Number value of the web server
generation grade. This value is
defined either on the PCA server
orin the TimeGrades session
agent.

IBM Tealeaf cxImpact -
calculated

NT_Total

The time that is required for the
data to flow over the network. It
is measured from the time of the
last packet of the response to the
time of receipt of the TCP/IP ACK
(acknowledgement) of that
packet.

IBM Tealeaf cxImpact -
calculated

NT_Grade

Text Description of the network
timing grade. This value is
defined either on the PCA server
orin the TimeGrades session
agent.

IBM Tealeaf cxImpact -
calculated
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Table 7. [timestamp] section (continued)

NT_GradeEx Number value of the network IBM Tealeaf cxImpact -
timing grade. This value is calculated

defined either on the PCA server
or in the TimeGrades session

agent.

RT_Total the sum of the WS_Generation IBM Tealeaf cxImpact -
time and the NT_Total time calculated

RT_Grade Text Description of the network | IBM Tealeaf cxImpact -
round-trip grade. This value is calculated

defined either on the PCA server
or in the TimeGrades session

agent.
RT_GradeEx Number value of the network IBM Tealeaf cxImpact -
round-trip grade. This value is calculated

defined either on the PCA server
or in the TimeGrades session
agent.

The XX_Generation/Total fields are calculated and are measured in microseconds. For example,
WS_Generation=5000 indicates that it took 0.005 seconds to generate the page.

The XX_Grade fields are computed fields.

One of the session agents in the IBM Tealeaf cxImpact pipeline inspects the Generation time and places
them into a bucket that is based on ranges of values. By default, the pipeline has buckets for:

« Excellent
e Normal

« HighNormal
« High

e HighPlus

The XX_GradeEx fields use 0-4 to identify the same buckets. Having the Grade expressed both as a
number and as a string simplifies analysis in the Portal and third-party tools.

The NT_Total time measures the network transit time from the web server to the next upstream
network device that terminates a TCP/IP connection, which is usually the visitor's client browser or a
proxy.

See "TimeGrades Session Agent" in the IBM Tealeaf CX Configuration Manual.

[urlfield] section

The contents of the [urlfield] section are populated from the input HTML tags in HTML form pages
that are submitted along with the request for the next page. The contents of input tags are sent from the
browser in one of two sections of the request.

« GET HTTP: If the request is submitted according to the GET HTTP protocol, the input tags are placed in
the Query String, since there is no request body. The QUERY_STRING field in the [env] section
contains the complete and processed Query String. Each name-value pair in the QUERY_STRING is
placed on its own line in the [urlfield] section of the request.

« POST HTTP: If the request is submitted by using a POST HTTP protocol, the input tags and their values
are placed in the request body. IBM Tealeaf cxImpact does not capture the raw bytes of the request
body. The information from the request body is extracted and placed in the [urlfield] section of the
request.
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Data that is placed in a Query String is translated into a format that replaces certain characters with a
three-character replacement string. For example, the space character is replaced with _. The URL Decode
Session Agent in the Tealeaf pipeline takes care of translating these character strings back into their
single-character equivalents. The Query String that you see in the Request view is processed by this
translation.

« See "URL Decode Session Agent" in the IBM Tealeaf CX Configuration Manual.

RTV shows the Query String parameters and the request body parameters in the request block and
displays both in the Form Fields pane.

[cookies] section

Datais only present in the [cookies] section if a cookie is sent by the client to the web server or if the
web server sets a cookie on the client. Data in the cookies section consist of the cookie name and its
value. The data in the cookies section is derived from the HTTP request and response headers.

« The raw cookie information that is sent by the browser can be found in the HTTP_COOKIE field in the
[env] section of the request block. This raw information is processed by the Cookie Parser Session
Agent in the pipeline.

« The set cookie information from the web server to the client can be found in the HTTP Headers of the
response buffer.

The session agent places each cookie on its own line. All of the HTTP_COOKIE values from the client are
inserted first, followed by the cookie values from the HTTP_SET_COOKIE lines.

« See "Cookie Parser Session Agent" in the IBM Tealeaf CX Configuration Manual.
Placing each cookie on its own line makes it much easier to create events that are based on cookies.

In the following example, there are two HTTP cookies: the JSESSIONID and the Campaign cookie.
Cookies are terminated by CRLF pairs.

HTTP_COOKIE=JSESSIONID=673D273706BB61B79E06629675E78875 . prodWebInstance?;
Campaign=mediacode=30&partner=&plancode=IR&LastUpdate=3%2F219%2F2007+3%3A53%3A05
FHE+PM&

Sample [cookies] section:

JSESSIONID=673D273706BB61B79E06629675E78875 . prodWebInstance2
Campaign=mediacode=30&partner=&plancode=IR&LastUpdate=3%2F219%2F2007+3%3A53%3A054#
+PM&referrer=wwwi%2Egmacinsurancef%2Ecom

The Campaign cookie encodes information into a single encrypted cookie value. Cookies are not
decrypted into easy to understand text. They are left encoded to make it easier to create events, as they
must be based on the actual bytes received in the request block.

If a specific cookie is received from the client and the web server sets that cookie again to the same value
or a different value, then RTV displays the same cookie name two times: the first time with the value from
the client and the second time with the value from the web server.

The following is an example with the BV_IDS cookie received and a new value that is sent back to the
client:

HTTP_COOKIE=cookies=true;
BV_IDS=ccdgaddjeejfdimcflgcegjdfgndfki.0:@@@@1920104880.1161200520@QQQ;
HTTP_SET_COOKIE=BV_IDS=ccckaddjeejfdhgcflgcegidfgndfki.0:@e@@1231214819.
11612015110@@@E; path=/; |

[cookies]
BV_IDS=ccckaddjeejfdhgcflgcegjdfgndfki.0:@@@E1231214819.1161201511QQE
cookies=true
BV_IDS=ccdgaddjeejfdimcflgcegjdfgndfki.0:@@@E@1920104880.1161200520Q@QQA
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[ResponseHeaders] section
If present, this section contains raw HTTP response header variables and values that are associated with
this hit.

[RawRequest] section
If present, this section contains the raw HTTP request header and data that is associated with this hit.

[ExtendedUserAgent] section
If user agent detection is enabled, this section contains user agent information from the client that was
successfully matched against Browscap.csv.

See "Managing User Agents" in the IBM Tealeaf cxImpact Administration Manual.

« For more information about enabling extended user agent parsing, see "Tealeaf Reference Session
Agent" in the IBM Tealeaf CX Configuration Manual.

Table 8. [ExtendedUserAgent] section

Field Name Use Source

TLT_BROWSER The user agent string identifies Client
the browser

TLT_BROWSER_VERSION The user agent string identifies Client
the browser version number

TLT_BROWSER_PLATFORM The user agent string identifies Client
the client's operating system

TLT_TRAFFIC_TYPE The type of traffic that comes Client

from the client

TLT_BROWSER_JAVASCRIPT When set to true, the client can | Client
accept JavaScript.

TLT_BROWSER_COOKIES When set to true, the client can | Client
accept cookies.

[Referrer] section
The referrer section contains domain and filepath information for the referrer to the page.

[TLFID_%*] section
Each fact that is associated with the hit and recorded in the database is stored in the request. This data is
automatically indexed.

Table 9. [TLFID_*] section

Field Name |Use Source

Searchable | If this value is set to true, the fact is IBM Tealeaf cxImpact - inserted
indexed for search.

TLFID The Tealeaf-generated ID for the fact IBM Tealeaf cxImpact - inserted

TLFactValu | The recorded value for the fact IBM Tealeaf cxImpact - inserted

e

TLDimHashx* | For each dimension in the reporting group, |IBM Tealeaf cxImpact - inserted
a hash of the recorded value is generated
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Table 9. [TLFID_*] section (continued)

TLDimx* For each dimension in the reporting group, |IBM Tealeaf cxImpact - inserted
the plain text value is inserted.

o Avalue of TLT$NULL indicates that the
value is not defined.

Note: Only the hashed value of a
dimensional value is indexed.

Displaying UI event pages
If you deploy the IBM Tealeaf CX UI Capture for AJAX solution, you can toggle display of the UI Event
pages in the Navigable Pages List.

Note: IBM Tealeaf CX UI Capture for AJAX is only available to legacy users.
« See “RTV Menus” on page 128.

« For more information about UI Capture, see "UI Capture FAQ" in the IBM Tealeaf UI Capture for Ajax
FAQ.

Response view

Response view displays the information that is sent by the web server in response to the client's request.
The response consists of the HTTP headers and the body of the response.

Response view features three modes:

« Full Response View (Normal view)
« Indexed Response View
« Hexadecimal Display View

Full Response view
In Full Response view, the main window displays the HTML payload of the response.

A properly formed HTML response consists of the outermost enclosing HTML tags (<html> and </
html>), the <head> and <body> tags, and all other components of an HTML markup page.

Note: You can use the Find on Page function in the context menu to search for strings in this response.

Indexed Response view

Indexed view approximates the words of the response to be indexed. This view is useful for finding
specific words for which you can search. Index view displays a close approximation of the searchable
words.

The following figure shows the Nordic Bank home page in indexed view.

a

Figure 37. Indexed View

Hexadecimal Display view
Hexadecimal Display view shows the hex values of the bytes in the response and the associated ASCII
string values on the right side. This view is useful for looking for non-printing ASCII characters.

For example, the standard End Of Line characters in HTML pages, Carriage Return (hex ©A) and Line Feed
(hex OD), can be examined.

An example of the main page of the Nordic Bank in Hexadecimal view is shown in the following figure.
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Figure 38. Hex View, with end of line pairs embedded in Response

On the right side of Hexadecimal view, you can see the HTTP headers at the top, and you can see the End
of Line pairs that are embedded in the response body.

The W3C standard specifies that each header line is separated by a Carriage Return-Line Feed (CRLF)
pair, with two CRLFs in a row that indicate the end of the headers and the beginning of the body.

Displaying UI event pages
If you deploy the IBM Tealeaf CX UI Capture for AJAX solution, you can toggle display of the UI Event
pages in the Navigable Pages List.

Note: IBM Tealeaf CX UI Capture for AJAX is only available to legacy users.

« See “RTV Menus” on page 128.

« For more information about UI Capture, see "UI Capture FAQ" in the IBM Tealeaf UI Capture for AJAX
FAQ.

Events view
Through RTV, you can review all of the events that are triggered in a specific session.

« To see the list of events, select View > View Events in the RTV menu.

Depending on the current view when you select the menu command, Events View displays the following
events:

View
Events Displayed
Session list

« Events for all selected sessions

« All sessions if no session is selected
Replay view

Events from current session

Request view
Events from current session

Response view
Events from current session
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Figure 39. RTV Events View

When sorted by page, this list provides a step-by-step sequence of the Tealeaf events as they occurred in

the session.

« To sort the list by any column, click the column header. To sort it in the reverse order, click the header

again.

« To close the Event list, right-click the tab label and select Remove.

Columns

A list of columns and their description within the Events view.

Column
Description

Event icon
The icon for the event

Session ID

The session identifier in which the event occurred. In this view, this value is always the same value.

Page

The page number where the event occurred

Event
The name of the event

Value
The value for the event

Count

The number of instances of the event on the page

ReportGroup

The report group that is associated with the event
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FactValue
The value that is recorded for the instance of the event

Dim1Name
The name of Dimension 1 in the report group

DimlValue
The value of Dimension 1 in the report group

Dim2Name
The name of Dimension 2 in the report group

Dim2Value
The value of Dimension 2 in the report group

Dim3Name
The name of Dimension 3 in the report group

Dim3Value
The value of Dimension 3 in the report group

Dim4Name
The name of Dimension 4 in the report group

Dim4Value
The value of Dimension 4 in the report group

Context menu
To open the context menu, right-click an event in the Events list and select one of the following
commands.

Command

Description
Open Session

Open page 1 of the session in replay view and begin playing.
Go to Page

Open the page where the selected event occurred.

View Request Data
View the request data for the page where the selected event occurred.

View Response Data
View the response data for the page where the selected event occurred.

List Pages
View the list of all pages in the session. See “RTV Menus” on page 128.

Exporting the Event list
You can export the Event list to Excel or CSV format.

« To export the Event list to Excel, clickEdit > Copy Event List to Excel.
- To export the Event list to CSV, click Edit > Export Event List to CSV....

Creating events

The IBM Tealeaf CX RealiTea Viewer provides multiple perspectives on session data down to the
individual field level. Through the RTV interface, you can create Tealeaf events that detect the presence of
avariable or value in the request or response of the session.

« You can also create hit attributes to capture values from the request or response.

- For more information about creating events, see "Tealeaf Event Manager" in the IBM Tealeaf Event
Manager Manual.
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Before you begin
When you choose to create an event or hit attribute through the application, RTV connects to the Portal
page where these items are created and pre-populates the fields for you.

About this task

Before you begin, please verify the following steps:

Procedure
1. You have access to the Tealeaf Event Manager in the Portal.

« From the Portal menu, select Configure > Event Manager. You must be able to access the Event
Manager.

« If you cannot access this page, contact your Tealeaf administrator to enable the menu permissions
in your account.

« See "CX User Administration" in the IBM Tealeaf cxImpact Administration Manual.
2. You must provide your Portal credentials to RTV.

a) From the RTV menu, select Tools > Options....

b) Click the IBM Tealeaf cxImpact tab.

c) Enter the credentials in the spaces provided.

« See “Advanced Options tab” on page 173.

Creating events and hit attributes from the Request view
The Request view has multiple context menu items for creating events from text that is found in the
Request view.

« See “Request view” on page 59.

To open the context menu, right-click an item in the Request view:

[appdata]

=fmmolriasstracl-t ETRIIRFAIIENTEITAIACE2TNAARAEZ?2TIARALE2TIORS

Ceidligl  Create Mew Evert from: TLMergelD
TL T_g] Create Mew Pattern From: TLMergelD
TLT Hi Create Mew Event from seleckion

TL T:A] Create Mew Paktern from selection

Copy

et Find on page. ..
REMOTI Search Completed Sessions for: TLMergelD contains cookies krack %731 EAISDTIE20E395, ..

fAREss Copy Yalue
l—_ Search Completed Sessions For selected text: TLMergelD
SubSearch Far selecked ktext: TLMeraeID |

Figure 40. Context menu
If you select a variable name such as TLMexrgeID, then an event can be defined to detect for the
presence of the variable in the request. You can define a specific value, as needed.

« When you create an event from a request variable or value, the hit attribute to detect the event is
automatically created as well.

« For more information about these context menu items, see RealiTea Viewer - Main Window.

Creating events and hit attributes from the Response view
You can create events and hit attributes from the response. The hit attributes used for events can be any
sequence of bytes found in the response.

« See “Response view” on page 72.
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To create an event from the response, find the pattern of bytes in the response view; right-click the
highlighted section and select to create an event or hit attribute.

« For more information about these context menu items, see RealiTea Viewer - Main Window.

In Response view, you can find the entire string, including embedded tags, and create the event from
there. Some examples of the hit attributes used for events include:

iz = B 7 - .r".lr"l"T\‘-:..fl__E]
Create Mew Event from: java.lang. NullPointerException

Copy
Find on page...

Search Archives...

Figure 41. A string "Please fill in the fields flagged RED below" put out by the application layer

t from: hbx.pn="cat12047-view +all +orders. ..

Create New Even

Copy
Find on page. ..

. P

Figure 42. A new event created

<head>

= E= i Tl-— o —en =
<meta |8 reate Mew Event from: <title =0Order Confirmation
<meta Copy
<'==2l Erdon page...

Figure 43. A tracking tag, HitBox, embedded in the HTML.

Create Mew Event from: "=<b=0rder #: W102333994</b=</

To Cupy
Find on page...

Figure 44. HTML title of a page

Create Mew Event from;:

= i "r=b>0rder #: W102333994</b></

To Copy
Find on page...

Figure 45. A business transaction string, Order Number

In the preceding figure, after the basic hit attribute is defined, the event can be modified to scrape the
order number into one of the user-defined variables.

AJAX Replay

Replay of sessions that use Ajax typically requires capturing UI events that occur in the visitor's browser.
UI Events are captured by including a set of JavaScript files on each page. This JavaScript hooks all UI
input, captures it, and periodically sends it back to the web server. This post gets captured along with all

other session data and is available at replay time, where it is used to duplicate the actions that are
undertaken by the visitor when the session was captured.
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Note: IBM Tealeaf CX UI Capture for AJAX is only available to legacy users.

Is UI Event Capture Required?

If your web application makes Ajax calls only at page load time to populate elements on the page and
does not have any dynamic content that changes based on user input, then you do not need UI Event
capture. Otherwise, you do.

Note: IBM Tealeaf CX UI Capture for AJAX is only available to legacy users.
« See "UI Capture for Ajax Guide" in the IBM Tealeaf UI Capture for Ajax Guide.

Where to Start

About this task

Suppose that you have installed and implemented UI Event capture in your pages and you begin capturing
sessions with UI events and Ajax pages. The list of pages is displayed in the left pane of RTV. This list
must contain only full HTML pages and UI events. No Ajax pages are displayed.

The following are types of Ajax pages:

« Any dynamically requested content that is going to be processed by client script to update the display

« Some data that the user may or may not immediately see

Note: IBM Tealeaf CX UI Capture for AJAX is only available to legacy users.

These pages can be XML, a chunk of HTML, a bit of JavaScript, JSON, or other client-side scripting format.

Since they cannot be properly displayed, Ajax pages must be removed from the Viewable Pages List:

Procedure
1. Step through the session several times to determine which pages must be removed.

= Any entry that is not displayed to be a full HTML page must be removed.

2. To remove a page, right-click it in the left pane and select Replay Rules > Remove this page from
replay. A dialog is displayed in which you can create a replay rule to remove the URL from any replay.

3. You can edit the URL with simple wildcards to remove similar pages with a single rule.
- For example, to match an individual page that requires query parameters, you can delete the query

string part of the URL (the part after the ?) and replace the listed content with a *. All instances of
the URL are removed from replay, regardless of the query parameters in them.

= You can use any Request name-value pair that positively differentiates the Ajax calls from normal
pages.
4. To create the replay rule, click OK.

Results

When you create a rule, it is placed in the profile, which is in XML format. The rule is displayed in a
HostProfile node with the matching host name of the page.

« If you accidentally create a rule that hides pages that you did not want to hide, then:

— You can delete the rule by editing the profile on the Profile tab of options. See “RTV Profile” on page
159.

— You can delete the rule from the Request or Response views. Pages that are listed in the Request and
Response views that have profile rules that hide them are displayed with a different icon than other
pages. Right-clicking on them gives you the option to remove the rule that hides them. See “Replay
view” on page 26 or “Response view” on page 72.

Sometimes, a simple URL pattern matching does not uniquely identify Ajax pages without also removing
non-AJAX pages. You can also remove pages from the Viewable Pages List by finding values in the
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Request that uniquely identify them. For example, if all pages use the same base URL, you can have some
Ajax pages that can be filtered based on the query string part of the URL.

Suppose that all Ajax pages all have REQUEST_METHOD=POST, whereas the non-AJAX pages have
REQUEST_METHOD=GET. To find these pages, go to the Request view of an Ajax page and locate the
REQUEST_METHOD entry. Right-click it, and select Remove page with this Request value from replay.
You can edit the URL pattern, variable name, and value, as needed.

« The Microsoft Ajax toolkit generates URLs of normal pages that are the same as that URLs for Ajax hits.
You can use the following Request variable to create rules for these hits:

HTTP_X_MICROSOFTAJAX=Delta=true

« In the absence of the TealLeaf UI Events capture, you can also choose to treat this page as a Highlight
Only page through the context menu. See “Monitoring client UI Events through RTV” on page 125.

Getting the Replay Right
After you remove Ajax pages from the Viewable Pages List, you can attempt to replay the session.

The list of pages must show normal pages with UI events listed between them. After a page load, you can
step through the UI events in the list, and RTV populates fields on the page, presses buttons, and triggers
the other types of user actions that are captured by UI events. Some of these actions may cause the page
content to change. Some may cause AJAX requests to be made, which in turn causes page content to
change. Ajax replays rarely work properly the first time they are run.

When replay fails to work, verify the following items:

« Aninvaluable tool is the window, which shows all the images, JavaScript, CSS, and other pages that are
requested as the page loads. It also shows Ajax requests as they are made. You can display it through
the View menu.

« The Source column in the Page Load Details window shows how a request was satisfied:

— Session - If the URL that was requested was found in the session, the Source column contains,
Session.

— Remote - If Source contains Remote, then the URL was not in the session, and it was sent back to the
original site, which is normal for static content such images, JavaScript pages, and CSS pages.
However, if AJAX requests are indicated as Remote, they were not found in the session. This
situation usually results in the replay failing to work properly.

« RTV matches the URL, and also posted data, if any is present. There are several reasons why RTV might
not be able to match up a request with a page that was captured in the session, and the Page Load
Details window can help to find them.

— If you find a POST entry in Page Load Details whose source is Remote, right-click it. The menu lists all
pages in the session whose URL matches the post, and under each URL entry, the menu indicates the
matching and non-matching parameters. Some URLs may have wildly different parameters. Locate
the page with the most matching parameters, which is closest to your current location in the session.
You may be able to resolve the parameters that are causing the problem.

« The most likely cause is that one or more parameters in the query string or in the posted data do not
match what was captured. For example, some sites use a timestamp parameter on each Ajax request.
Since the current time is never the same in replay as it was during the original capture, the time stamp
never matches.

Ignoring Request Variables for URL Matching

About this task

You can use a profile rule to tell RTV to ignore a parameter when it tries to match requests that are
generated during replay to captured responses. By ignoring request variables, you can improve matching
of captured URLs to the server pages they represent.
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To create arule:

Procedure

1. In the RTV window, click the Request View button.

2. Right-click the parameter to ignore in the [urlfield] section. Select Ignore this value for URL and
Post data matching:

Ignore Reqg¥ar for URL Match ]

You are about bo create a rule which causes specific urlfield entries, andfor query

x|
string params, to be ignored when matching replay requests to captured pages within

the session,

Request variable name: Cancel

N Regular Expression

Test string:
I dac Test |

Matching URL fleave blank ko makch all:

I [resources)asset-libraryfasset_library_reqz.asprdocr=23

Figure 46. Ignore Request Variable for URL Matching

3. In the spaces that are provided, you can enter the request variable in the [urlfield] toignore for
purposes of matching URLs. These parameters can be specific [urlfield] fields, query parameters,
or other variables that are passed with the request to the server.

a) Enter the name of the [urlfield] variable to ignore. If this variable is found in the section, it is
ignored for purposes of matching the URL.

b) If the request variable name corresponds to a regular expression, click the check box. In the Test
string text box, enter the [urlfield] string that the regular expression must match. Click Test. If
the regular expression finds a match in the test string, a success message is displayed.

c) In the bottom textbox, you can enter the URL pattern against which the ignore rule must be
applied.

« To apply the ignore variable rule against all URLs, leave this field blank.

4. To create the rule, click OK.
5. The rule is saved to your local profile.

« To share this rule with other Tealeaf users, it must be saved in the shared profile that is maintained
by Search Server. See “RTV Profile” on page 159.

Hard-Coded Host Names

Using hard-coded host names in Ajax requests can cause problems for replay in RTV. In these cases,
blank entries are displayed on Ajax requests in the Source column of the Page Load Details window.
When a hard-coded host name is used, RTV is unable to see the requests in a context in which requests
can be found in the session data.

Using a hard-coded host name is seldom necessary because omitting the host name causes the request
to be relative to the host name of the page from which the request is being made. To work around this
issue, you can create ResponseModify or ExternalFileModify rules to remove the host name from
the code that is building the request's URL. Using a ResponseModify rule, you can replace strings in the
URL (for example, http://www.host.com/ with /).
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Replay over HTTPS

To ensure a consistent and complete replay, RTV requires access to all content related to a session. When
some or all of the content is stored on a server to which RTV does not have access, replay can be
incomplete. Suppose an RTV session references images that are stored on a protected server. When RTV
reaches out to these assets, it may not be able to download them and display them in the RTV replay.
These images are displayed as missing images in the replay.

Content that is stored behind a password-protected site or transmitted over HTTPS cannot be directly
accessed. Since many sessions are specific to the user's settings, it can be impossible to re-create the
session by using a global login of some kind.

Note: For content stored on a protected server and transferred over HTTPS, for replay fidelity, the
recommended practice is to move the content to another unprotected server, where RTV can access it.
This practice must be applied only to content that does not require secure storage according to your
enterprise IT policies.

In most web applications, static content such as cascading style sheets and images is stored in a
consistent location. The basic approach is to move this content to a new unsecured server and then to
create a host/port remap rule to map the original host/port to the new host/port on the unsecured server.

For example, suppose that the original content is stored at https://www.example.com/ and the new
content is stored at http://10.1.1.1/. After you copy the content from the original server to the new
server, you can create a host/port remap rule within your profile to instruct RTV to change any
encountered reference of:

https://www.example.com/

to:
http://10.1.1.1/

Note: Depending on fidelity requirements, you must consider a method by which you can maintain
snapshots of static content that become outdated. For example, if the web application is updated with
new images and static content, the new version must be stored at:

http://10.1.1.2/

For more information about host/port remap rules, see “RTV Profile” on page 159.

Searching sessions

Through RTV, you can define and run searches of captured sessions and then replay the results in the
Viewer.

« After a search returns results, you can complete a subsearch of the results by using newly specified
parameters. See “Session search and Subsearch” on page 86.

» Returned sets of sessions are called result sets, which can be stored, accessed, and manipulated as a
unit. See “Managing result sets in RTV” on page 118.

RTV Search Setup

You can configure the search options in your RTV installation through the application. When RTV is first
started, no Search Servers are configured, and the Search button displays the initial Search Setup dialog,
as shown in the following figure.

- To open Search Setup in a configured RTV installation, click the Search button in the toolbar. Then, click
Search Setup... at the bottom of the Search window.
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i+ After 200 seconds
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Figure 47. Example of initial search setup dialog

Note: To search for events prior to the 8.0 release, select the Use Legacy Events check box. Searches are
composed in the legacy format and submitted to the selected Search Server.

Connect to Search Server
The Search Servers to which RTV must submit queries must be specified.

To configure, click Connect to Search Server. The following dialog is displayed:
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Connect to Search Server ) ﬂ

Search Server Mame:
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: Cancel |
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HEBD:19100 [Archive Server]
MWEBO:13000

¥ Check for Archive Server [Port 13100

Figure 48. Connect to Search Server

In the upper text box, enter the name or IP address of each Search Server.

- Typically, this name is the name of a Processing Server or an All-in-One server in the IBM Tealeaf
cxImpact system.

« Add each IBM Tealeaf cxImpact server in the system.

Note: While you can manually add servers here, you can automatically add them through auto-
configuration from the Tealeaf master server. See “RTV Menus” on page 128.

Note: You must connect to only one Tealeaf system at a time. If you have multiple Tealeaf systems in
your environment, you must remove the other set of servers when you add a Canister from a new system
to the list of Canisters, or inaccurate search results can be returned.

After you populate the list of Search Servers, the Search Setup dialog displays each Search Server to
which you can connect and the indexes available on each Search Server.

Note: RTV submits all searches in parallel to each active Canister. It does not remove duplicate sessions
across Canisters from search results.

— Indexes [, .ix]:

E

-2 MEBO:19000

Connect to Search Server... |

b 20030923 Remove Server |
- 20090922
M- 20090321 Summary... |

e 2005-03-200
[ gt 2009-09-19 _
H-L 20030318 Browsze for local indexes... |

Figure 49. Search Setup Dialog

To remove a server from the search list, select the server name and click Remove Server.

Index summary

To see a summary of the indexes of a server, select the Search Server in the Indexes pane and click
Summary.

RTV generates an HTML page and displays information about all indexes available on the selected server.
This summary displays:

« The number of indexes that exist on that search server
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The number of sessions in each index

- The date range that is covered by each index
« The indexing style (fast or extended)
« The total size in bytes for each index and the sum for all of the indexes
Summary information about all indexes:
Header Field
Description

TLL written at
Timestamp when the Summary was generated

Total Indexed Documents
Total number of documents that are currently indexed on the Search Server

Total Indexes
Total number of indexes that are stored on the server

Total Index Size(bytes)
Total size in bytes of the indexes that are stored on the server

IndexStyle
The style of indexing:

- FastRsp - standard indexing
e Full - extended indexing (deprecated style)

Below the Summary is detail information about the individual indexes currently accessible to the queried
Search Server.

Index Field
Description

Day
Date that is covered by the index in YYYY-MM-DD format

Index
Index name

Valid
If True, index passed last execution of IndexCheck and is considered valid for use.

InUse
If True, index is in use by Search Server.

Docs
Number of documents that are contained in the index

Size
Size of index in bytes

Session Indexes
Canister session IDs of the sessions that are stored in the index

From
Timestamp of earliest hit stored in the index

To
Timestamp of latest hit stored in the index

Duration
Time span that is covered by the index in HH:MM: SS format

Total Docs
Total number of documents in the index

- This value is different from Docs value only if multiple indexes are written for a single date.
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Total Size
Total size of index in bytes

- This value is different from Docs value only if multiple indexes are written for a single date.

Max sessions to return

When you run a widely specified search, you can retrieve many sessions. Downloading all returned items
to RTV and displaying them might take a long time and can consume all available memory, so you can use
this setting to limit the number of sessions for RTV to display.

« The Max sessions to return setting controls the number of sessions from each search server to be
downloaded. The default is 100 sessions.

Note: A limit of no more than 10,000 sessions is recommended. When a broad search is run without
session limits, the limited available memory of the Search Server can quickly fill, causing the search
service thread to crash.

Stopping searches
There are two methods to stopping searches: based on session limit and based on time limit.

Based on session limit

When you configure this setting, searches are terminated when the specified number of sessions that
match the search query is found.

By default, RTV completes exhaustive searches. Since you can cancel a search and return the sessions
found so far, you can retain the default settings in most situations.

Based on time limit

Running an exhaustive search across many indexes can require quite a bit of time. You may want to
retrieve and use results before large searches are completed. You can use this setting to terminate
searches after a configurable number of seconds.

Create Summary
Enabling Create Summary instructs RTV to create a summary page of the results of your search.

This summary provides information about the executed search, including the number of pages and
sessions that match the query, the date/time of the earliest and latest session, the longest sessions in
duration, and the largest session in number of pages.

o

Figure 50. Example of summary with results

Keep hands off data when displaying results

When this setting is enabled, RTV does not retrieve the data for each session when it loads search results.
This setting makes the search results load much faster. When enabled, session data is loaded when you
double-click the session to replay it.

« Use this setting if you are encountering out-of-memory conditions during searches or are regularly
completing broad searches.

Note: When this setting is enabled, RTV is unable to assemble full field information for the individual
word results in the lower pane.

Return detailed search results

When enabled, this option controls whether RTV displays the Hit Session Segment pane in the lower half
of the session segment view.

« This option is enabled by default.
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Session search and Subsearch
RTV can search for sessions that are stored in IBM Tealeaf cxImpact datastore. RTV issues a search query
to Search Server, which returns a set of sessions that match the search constraints.

Note: Session data search in the IBM Tealeaf CX RealiTea Viewer is intended for advanced users who can
build custom dtSearch queries through the Advanced Search query builder. For most search functions,
Tealeaf recommends using Portal-based search, from which sessions can be loaded in RTV. See
"Searching Session Data" in the IBM Tealeaf cxImpact User Manual.

« To begin a search for active or completed sessions, click the Search button in the toolbar or select Edit
> Search Completed Sessions... from the RTV menu.

When you open search, you can specify the criteria with which to search Tealeaf session data.

« The search query can contain up to six parameters.

 You can also search active sessions by using a reduced set of query parameters. See “Searching active
sessions in RTV” on page 94.

« More detailed search criteria can be specified through the Advanced Search tab. See “Advanced Search
tab” on page 94.

« See “Specifying a search in RTV” on page 87.

The set of sessions that are returned by Search Server is called the search session segment. This list of
sessions is displayed in the Session Segment pane.

« The search session segment can include sessions from each searched IBM Tealeaf cxImpact server.

- The maximum number of sessions that are returned by each search server is configurable by each RTV
user. See “RTV Search Setup” on page 81.

« See “Search results in RTV” on page 98.

Sessions that are loaded into RTV and displayed in the Session Segment pane can be searched with the
Subsearch tool. You can search for any arbitrary text in the Request or Response blocks of a search
session segment by using the Subsearch tool.

« It can be used to examine all name-value pairs found in the selected sessions for specific combinations.
« See “SubSearch” on page 97.
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Specifying a search in RTV
The Search dialog provides the RTV user two different approaches to creating the search terms, available
in different tabs.
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Figure 51. RTV Search
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 Search Builder: The Search Builder tab creates the queries by using predefined search terms. See
“Search Builder tab” on page 88.

— By default, RTV search runs searches against completed sessions. Optionally, you can choose to
search currently active sessions, by using a reduced set of parameters. See “Searching active
sessions in RTV” on page 94.

« Advanced Search: The Advanced Search tab allows creating the search query by entering in the search
terms as text. See “Advanced Search tab” on page 94.

« Both tabs include a History control and a Date filter.

— See “Search history list” on page 93.
— See “Date filter” on page 93.

- When you use RTV search for the first time, you may be required to configure search settings. See “RTV
Search Setup” on page 81.
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Search Builder tab
You can compose the terms of a search using predefined search terms in the Search Builder.

Session Facts Copyto Advanced Page... _ |
B IF address A X T
B Browser Type X/ Hz Count | vz ﬂ 100 ﬂ

B TLT Session ID
X Fompield |-ct2_LastNa | contains  [Carol >

B Fist URL
B Last URL
= F-?QEU;T_G X First URL irl:lu:s.-:lnpD:fnl_il:.aS:lx
B Refering URL
B Status Code
B FomField
B Cliers IP
B Server P
- _\] User defined fields
B UserDef
B User Def 2
B User Def 3 b4

Xl et 1P [192.168.1.25

Figure 52. Search Builder

- To add a search term, double-click it. The term is added to the right side of the window. Enter the value
for which to search.

« Any valid dtSearch syntax is accepted as a value. You can use wildcards and regular expressions.
— In general, specify the minimum text that is required to produce meaningful search results; lengthy

search terms with extraneous words in them take longer to return the same or marginally improved
results.

— To apply a logical NOT to the search term, click the check box next to it.

Note: Using a NOT operator on a search for field values can slow response time. The underlying
search engine must retrieve all possible values for the field and then apply the NOT to generate
correct results.

« To remove the term, click the X icon.

« After a set of search terms has been selected, you may need to modify and refine the terms in the
Advanced Search dialog box. To refine, click Copy to Advanced to copy the search terms to the
Advanced Search tab. See “Advanced Search tab” on page 94.

Notes on RTV search

« RTV limits any single search to a maximum of six search terms.
« All defined Tealeaf events are listed and can be added as search terms.

Note: To limit index size, indexed words are truncated to a maximum of 32 characters each. Longer
words are truncated at 32 characters to match search terms in the index and are submitted without
prompting the user. Tealeaf administrators can change this limit through the configuration options of
the Index Service configuration. See "Tealeaf Management System" in the IBM Tealeaf cxImpact
Administration Manual.

- If auto merge of fragments is enabled, using the NOT option can display improper results. If searching
the session for the absence of a search term returns a true result and a related fragment of the session
returns a false result (meaning that the term is present in the fragment), both the session and the
fragment are listed in the results, even though the term is displayed in the fragment. Avoid using the
NOT operator when sessions are fragmented.

— In general, searches using Boolean search terms can be applied to a single session fragment only, as
the underlying search engine is unaware of fragmentation. If the session contains multiple fragments,
search results can be inaccurate. Through RTV, you can retrieve search results for one search term
and then complete a sub-search of the returned sessions on the other term.
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— See “Annotations in RTV” on page 151.
« When you search for URLs, remove the following punctuation in the URL::

colons ()

question marks (?)

equal signs (=)

ampersands (&)

Binding search terms
You can define how the search terms are combined by using the Search Builder tab.

Search terms can be combined in the following ways:
- AND

« OR

« And on same page

OR

The OR binding is used to find all combinations of search terms that are displayed in the same session. If
a page contains any of the search terms, it is displayed in the search session segment.

AND

The AND binding is used to find all search terms that are displayed in the same session. To appear in the
results, Search terms can appear on different pages of the session. A page must contain all search terms
that are combined with AND.

And on same page

You can specify all search terms that must be displayed on the same page of the session using the And on
Same Page (AOSP) binding.

« You cannot use the NOT operator in search terms for an AOSP search.
- AOSP Binding is not available on the Advanced Search tab, only on the Search Builder tab.

RTV handles the AOSP request by issuing a search request to the Search Servers specifying all search
terms combined with AND in the session. Each returned session has all of the terms somewhere in the
session fragment. The Search Servers return the maximum number of sessions to return. RTV examines
each returned session and discards those sessions that do not have all of the search terms on the same
page.

Note: When you do an AOSP search, do not click the Cancel button while the RTV is processing the
results, or the results set can be corrupted.

This two-step search process requires careful construction of your queries. Build your query to find the
true subset of events on the same page, so that AOSP does not have to weed through many irrelevant
sessions.

The Max Number of Sessions Returned setting affects this feature. Since the Search Servers can return no
more than the maximum number of sessions, the results can be just a subset of the complete set of
matching sessions. That subset may not include any session fragments with all terms on the same page,
even if they exist.

Search for event data
In the Search Builder tab, you can specify searches for events and event values, and also the dimensions
and dimension values that are associated with specific events.

- Events are organized into groups called event labels . In the Search Builder tab, event labels are the
folder nodes. They are listed below the search groups that are defined in the search template.

« You cannot search for events that are not configured to be Searchable & Reportable.
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« In active sessions, you cannot search for sessions that are set to fire on the End of SessionorlLast
Hit trigger.

- For more information about configuring events, see "TEM Events Tab" in the IBM Tealeaf Event Manager
Manual.
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In the preceding screen capture, the event label S&P Checkout Events contains the event Abandoned
Cart. This event is associated with two report groups. The report group, event value, and underlying
dimensions values constitute a fact.

Figure 53. Searching for events, report groups, and dimensions
« No Dimension Report Group - all events are associated with this default report group. This fact is

recorded in every instance of every event

« S&P State & Error - Beneath this report group reference are two dimensions: Exrror and
Shipping State

When you select the report group entity in the Search Builder, you are choosing to search that fact for the
specified event value.

 You cannot search for report groups as an entity.

For each event that is specified in the Search Builder tab, you can click to expand the event tag to display
the underlying fact attributes, which include the event values and associated dimensions and dimension
values.

- To add any of these items to the search, double-click it, which can also toggle display of any underlying
terms.

In the table below, you can review the event-related items in the Search Builder tab and the type of
search that can be completed.

« An example query for dtSearch is also listed.

Table 10. Search for Event Data

Icon |Description Search Type dtSearch Query Notes®

e | event label no n/a Organizing element for
display only

B event existence TLFID contains 271 |Search for displayed
event by internal event
ID (271)
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Table 10. Search for Event Data (continued)

Icon |Description Search Type dtSearch Query Notes®
E event value existence and value | hit//TLFID_272/ Searches facts that are
TLFactValue recorded in the request
contains for event existence (if
example.com blank) or for specific
values (if populated)
e dimension value value hit//TLFID_272/ Searches facts that are
(hashed) TLDimHashl recorded in the request
contains for specific hashed
35fcc022£293e102 values
0k6af20501de189d88

Searching for Other Types of Data

This information describes the types of data that you can search for in RTV.

Searching for numeric values

Note: When you search for numeric values, values are treated as integers. Use of floating point values (for
example, 9.99)can result in false positives.

- In most fields, integers are required by the interface.

- Some fields, such as event value fields, cancontain numeric or text data, depending on the type of field,
which means that the integer restriction cannot be imposed by the user interface. For event values that
are expecting numeric values, all entered values are converted to integers.

« Session attribute fields are stored as text data, regardless of the type of value in them.

Form field search

You can specify the name of an input tag and its value in the FormField term, under the Page Info node.
You can search for pages where visitors enter specific values for inputs in the FormField.

Searching for annotations

You can search for sessions that are based on annotations that are made by Tealeaf users to the session.
Annotations are an effective method of tracking activities that are related to specific sessions.

Note: After an annotation is saved into a session, the session must be indexed or reindexed before the
annotation is available through search. You cannot search for annotations in active sessions.

Note: To search for annotations that are saved to a session, the Auto Merge option in RTV must be
disabled. See “Replay tab” on page 156.

« For more information about adding annotations to a session through RTV, see “Annotations in RTV” on
page 151.

 You can also search for annotations through the Portal. See "Searching Session Data" in the IBM Tealeaf
cxImpact User Manual.

In the Search Builder tab, the following search terms are under the Session info node:

« Annotations - Use this text field to enter search terms for the specific annotation note. Wildcards are
accepted.

« Annotation Authors - You can also search for the author of the annotation based on the author's Tealeaf
user ID.

If the above fields are not available in your search template, you can search for annotations and their
authors by entering the appropriate search keyword for these search items in the All Text field.

« See "Search Keywords" in the IBM Tealeaf cxImpact User Manual.
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Searching for session counts

About this task

If you are searching against a large data set or are only interested in counts, you can configure RTV to
return only the number of sessions that match the search criteria, plus an example session.

To configure:

Procedure

1. In the RTV toolbar, click the Search button.

2. In the Search Builder, click Setup... at the bottom of the window.

3. In the Search Setup window, enter 1 for the Max sessions to return.
Note: You cannot enter a value of 0 for maximum sessions to return.

4. Clear the Create Summary check box.

5. Clear the Return Detailed Search Results check box.

6. Click OK.

Results

When searches are run using these options, the returned result sets include a single example session and
counts of session and word hits.

Searching for IP addresses

If you want, you can create RTV search fields to search for IP addresses in completed seessions in IPv4
format, IPv6 format, or both.

Note: Before you can search for IPv6 formatted addresses, you must update the search templates in use
in RTV. See “Search templates” on page 111.

The following fields are to be added:

Table 11. Searching for IP addresses

Field Name |[Search Keyword Description

IP Address |ipv6_remote_addr Search for IP addresses in IPv6 format or
IPv4 format:

« For IPv6 addresses inserted into this
field, values are expanded, if they are
condensed, and zero-padded to ensure a
string of consistent length.

« For IPv4 addresses inserted into this
field, values are expanded into an IPv6-
style formatting, in which each of the four
octets of the IPv4 is dispersed into the
last four groups of the 8-group IPv6
format.

» Ranges and wildcards are accepted for
this field

IP Address |tltstsipaddr Search for IP addresses in IPv4 format

(legacy) - Data that is entered into fields of this type

are zero-padded and normalized into a
single string of digits before submission
for search.
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Examples:

Table 12. Searching for IP addresses

Field Name |Example Value Description

IP Address |fe80::020b:dbff:fe93:a461-a465 Searches for a range of indexed values for
addresses: £e80 0000 0000 00O 020b
dbff fe93 ad6l~~ad65

Note: For IPv6 addresses, you can specify
ranges in one or more groups as needed.

IP Address |127.0.0.1 Searches for a single IPv4 addresses:
(legacy) 127000000001

Note: For IPv4 addresses, search across
ranges of addresses is not supported.

For active sessions, no indexing is done on these fields. As a result, IP addresses of either format are
treated as text strings.

Search history list
RTV keeps a history list of your most recent searches. This history list is maintained across RTV sessions
and is available in the drop-down at the top of the Search Builder tab.

« The Search Builder tab and the Advanced Search tab maintain separate history lists.

An example is shown in the following figure.

History: Clear History

{Login IC contains jones) ﬂ
Login |0 contains jones)

(First URL containg “default™
[Status Code equals 304)
[Text in Fesponse containg headphoes)

Figure 54. Search Builder

You can select one of these previously run searches from the drop-down, which results in the fields being
populated in the Search Builder tab.

« To clear the list, click Clear History.

Date filter
Across the bottom of both search tabs, the Date/Time filter can be used to filter the date range for the
specified search. Appropriate selection of the Date/Time filter is important for efficient searching.

« There are a number of predefined periods available from the drop-down.

If you are looking for a specific time period for the search, you can select a custom date/time range in the
From and To controls in the Date filter.
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|.l‘fr',r Date/Time ﬂ

Specified Date Range
Today

| Yesterday

Last 15 Minutes
| Last Hour

Last Six Hours
Last 12 Hours
Last 24 Hours
Last 2 Days
Last ¥ Days
Last 14 Days
Last 30 Days

Figure 55. Date Filter

Searching for pre-release 8.0 sessions
If you have upgraded your Tealeaf solution from a pre-release 8.0 version, your Processing Servers
(Canisters) can continue to retain session data in the old format for a some time.

When you configure a search in your upgraded version of RTV, the application queries the Search Server
for the date when the Tealeaf solution was upgraded. Canisters are then searched based on the date
stamp of the upgrade, in the old format for sessions earlier than the upgrade date and in the new format
for sessions after the upgrade date.

« Searches that include session attribute fields are automatically reformatted to search the appropriate
session attribute information that is based on the date stamp of the upgrade.

Note: If you are searching a Canister that is not upgraded from pre-Release 8.0, you can configure the
Search Builder to be populated with events and event structures in the old format for searching a non-
upgraded Canister. See Use Legacy Events.

Returned sessions are delivered to RTV for display in a single session list.

Searching active sessions in RTV
You can configure the search to examine only currently active sessions in the Short Term Canister.

« To search only active sessions, click the Search Active Sessions check box.

Note: Since the sessions to be searched is not closed and indexed, the following search fields are not
available in active session search::

« End of Session events
« Last Hit events
 Events recording the last value

Advanced Search tab

In the Advanced Search tab, you can specify specific indexed words and indexed fields for which to
search and apply combinations of operators to them. Advanced Search enables much more carefully
specification of search criteria.

« For more information about the terms that you can specify in search, see "Search Keywords" in the IBM
Tealeaf cxImpact User Manual.

« For more information about specifying search criteria through text input, see “Search syntax” on page
104.
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Figure 56. Advanced Search

 You can select specific words or fields from the available indexes on the selected canister. See
“Indexed terms” on page 96.

» You can enter search terms by using a simple text block. See “Search parameters” on page 95.

« The Advanced Search tab maintains its own search history, which functions like the search history in the
Search Builder tab. See “Search history list” on page 93.

« You can apply date and time filters to your specified search criteria. See “Date filter” on page 93.

 You can also specify searches that return time grades for network, roundtrip, and page generation
times. See "Searching Session Data" in the IBM Tealeaf cxImpact User Manual.

- If needed, you can save the specified search to a local file. See “Saving searches” on page 96.

Search parameters

The Search Parameters textbox contains the currently specified search in the syntax understood by the
underlying search engine. When you specify search criteria in the Search Builder tab, those criteria are
rendered into the text string displayed in the Search Parameters textbox and passed to the Search Server
for execution.

« For more information about the terms that you can specify in search, see "Search Keywords" in the IBM
Tealeaf cxImpact User Manual.

« For more information about specifying search criteria via text input, see “Search syntax” on page 104.

To add a new term, you can enter a text string or select a term from the available Words or Fields. See
“Indexed terms” on page 96.

- To insert a date stamp, click Add Date. Select the date. The corresponding search term is inserted into
the search parameters.

To insert a time range, click Add Time.

To clear the search parameters, click Clear.

To save the currently configured search, click Save.

To search only active sessions, select the Search Active Sessions checkbox.
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Indexed terms
You can review the available terms and fields that are indexed in the selected canister.

« Terms: For the selected canister, the list of terms that have been indexed is available for use.
« Fields: For the selected canister, the list of indexed fields is available for selection.

To begin, select a canister from the drop-down just below Terms and Fields. Depending on which button
is selected, the pane below is populated with values.

« To add one of these terms to your search, double-click it. The term is added at the cursor in the
specified search.

Saving searches
Through the Advanced Search tab, you can save searches and load them later.

- To save: To save the configured search, click Save.
« If you want, edit the name of the search in the Saved Searches box.
« The search is saved in XML format to a local directory.

« To see the local directory that contains searches that are saved in XML format, click Browse Saved
Searches.

- To load:
To load a saved search, double-click its name in the Saved Searches box. The search parameters box is
populated with the search terms.

« Generating Result Sets: You can configure RTV to automatically create and save result sets for each set
of returned search results.

Executing searches
To run the search that is configured in the Search Builder or the Advanced Search tab, click Search.

Searches are submitted to each IBM Tealeaf cxImpact server that maintains session details, which
includes all processing servers in the system. These searches are submitted in parallel to all servers at
the same time.

Search Progress

Server | Current Index | % Done | Seszions Found |
ncat003:13000  Done 100 1]
ncatd03:19101 20070418454 0 1]
Seszion Documents Found: 4 Q
Wiord Matches: 262
Stap and Yiew Resulks |
Cancel Search |

Figure 57. Search Progress Dialog
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Note: If you run a search in RTV that returns 0 results and you are able to complete the same search
through the Portal and return a positive number of results, additional configuration can be required to
make search work within RTV. In some cases, a newly added Search Server must be given an alias within
the Portal application to be properly resolved by RTV. See "Aliases" in the IBM Tealeaf cxImpact
Administration Manual.

The search progress dialog allows you to cancel any search in progress. There are two kinds of
cancellations:

« Cancel Search aborts the search and returns no results.
« Stop and View Results returns the search results found so far.

Note: RTV submits all searches in parallel to each active Canister. It does not remove duplicate sessions
across Canisters from search results.

See “Search results in RTV” on page 98.

SubSearch

After a search returns a set of sessions that match the search query, you can search within that set using
SubSearch. SubSearch can complete simple searches to look for specific values in individual fields. To
find specific values, RTV must scan the set of returned sessions to create name-value pairs.

« To begin a SubSearch, specify a search and run it. Then, click the SubSearch button on the application
toolbar.

If the search results contain many records, this process can take a while; start with small SubSearch
tasks first. When the SubSearch completes its search, the SubSearch dialog is displayed.

Sub Search
Search SubSearch0003 TIRONS A ND) o same page

Ei |Fd|HcspmsaTc:d ﬂ |cnr'.'|ahs j |rramcsel j (] l

[~ Case Sensilive

K| [env/StatusCode | |cortans | |2m = i

[~ Case Sensitive 7 values

Figure 58. SubSearch

In the SubSearch dialog, you can search the name-value pairs retrieved in the executed search.

The leftmost column contains drop-downs of the available fields to search. This set of fields is a
superset of the indexed fields available for searching.

— Ifyouselect A11 Text from the drop-down, you can search the entire set of name-value pairs.

The middle column enables the selection of the search constraints on the field.

For the selected field, the rightmost column contains the list of available fields.

« You can specify how the terms are logically bound together: AND, OR, or AND ON THE SAME PAGE using
the Operator drop-down in the upper right of the SubSearch Search dialog. See “Binding search terms”
on page 89.

SubSearch for specific fields
You can search for specific fields. Select a field to examine from the leftmost drop-down. In RTV, you can
search against ALL fields in the set of sessions.

For example, you can search:

« The standard Request fields of each hit
- The session attribute fields
« The Event attribute fields
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SubSearch for custom fields
Any custom fields that are created for indexing in the [appdata] section of the request are also available
for SubSearch.

SubSearch results
SubSearch results are similar to the Hit Session Segment pane.

a

Figure 59. Example of subsearch view of data

Like the Hit Session Segment pane, the SubSearch session segment can also be customized.

All of the hit attributes, and every field found during the SubSearch, is available to be added to the
SubSearch session segment view.

« While you customize the view, you can remove unnecessary fields from the right pane.

« When you select any of the fields in the left pane, all of that field's values across all the sessions in the
search session segment are displayed in the bottom pane.

See “Search results in RTV” on page 98.

The final result after customization of the view can be a powerful tool for finding the commonalities and
the outliers that lead to web application problems.

a

Figure 60. Final results following customization

Search results in RTV
When you run a search in RTV, the returned search results are displayed in an individual tab that can be
accessed from the main application window.

Each displayed set of search results is given a unique identifier, beginning with Search®01 - Results.

Note: If the number of search results exceeds 16,384 sessions, then search details are omitted in the
returned results to prevent runaway searches. In RTV, these details are displayed in the lower pane of
search results.

Note: If the total session data retrieved by RTV exceeds 1.2 GB, RTV stops downloading and displays the
session data that is received. This limit prevents large result sets from overloading the RTV application.

Note: Search results can be further filtered by data segmentation. Tealeaf enables the limitation of
access to sessions based on events that are created by Tealeaf administrators. If data segmentation is
applied to your account permissions by an administrator, you can be seeing only a subset of all possible
sessions available for your search results. See "Configuring the Search Server" in the IBM Tealeaf CX
Configuration Manual.

« To cancel a search session in progress, click Cancel in the Search Progress window.

98 RTV User Manual



[T Seerch0n! - Resis |
arch String: [[wcﬁguandbﬂhl [word thelus1970_ 1264147 200 thslus1970 1254?519‘9‘9]!

Flags | SessiondD [ Scors [ Tmestamg | Page Count | uration [ @ [ Logn o [ Events | THe =]
= 3029 1] H{ZH20I0 (5312 PE 350 Di:0es31 LY [? Customar Expariance Managemant Sohations by Teakeaf: Vidilky, Incight, Aresers, =4
- 47 DZS{20ID 0519 A 3= Di: § o4 Cuistomer Expenience Management Sohutions by Tealkeaf: Vidnilty, Insight. Arcewers,

58 0 43 D1Z5{2010 05:17:19 AW 24 DO:C4:21 B Tealea’s Customes Experience Management Products

FC k] 2 DL{ZS{20I0 11733 AM &9 00: 1200 [0 Teaes’
| E 1 DLZHZ000 00:45:05 &M 196 02T i =]
_fme E Scove © | fimestamp. | en .._L_i.._f-d.h...t;L_l___I__ﬂﬂ | =
@ ;0e9 01232010 04:55:15 FM 421 Req  thk_url = fvideosiwhiteboard-robert werig. asp

Oaxes 164 1M OL{Z3/2010 (45516 FM D003 D.O79 0.083 4421 200 Req  uls jvidsosfwhiteboard-Robert-Wenig. asp -
Oxes 1685 1M OL{Z32010 0455017 FM 0.04 0.Oms  0.004 4421 200 Req  thk_uwl= jvdeosjwhitshoarcrobert-wenig.asp

Oxee 168 1M OL{Z3f2010 04:5617 PM 0.4 007 0,004 4421 200 FReqg  uls jvidsosfwhiteboard-Sobert-Weng, asp

O xee ] OLFZER0I0 045618 P UM Ove DS 4421 200 Req tk_wrl = fvideosvhiteboarchrobert wusnig, asp

O w29 166 10 OUEZ3R2010 04: 5618 PM DU 007 DS 4421 200 Req url = fadacshiteboard-Robert -‘Wenig, ssp

0 a2 72 I OLFZ3R2010 04:56:22 PM 0uD0L 0165 0,166 151 200 Rag ER_arl = [t fviteboard-robert wuanig

B e 172 I QUEZ3R0I0 05622 PM (Uil PR [ 0,166 151 200 Faq url = it Whitaboand-Robart -'Wanig

Dage 174 (M OLZ3R0I0DASE24 PN 0003 0.07% 0083 4421 200 Req  tE_ul= fideosfuhiteboard-robert weenig.asp

Baoze 174 oM 0232010 5524 PN 0003 D079 0.083 421 200 Req ol = judeos/Whitsboard-Robest Wienig, asp

Ozes 175 1M O1[23/2010 045525 FM  0LOD4 0.OT3  0.084 4421 200 Req  tk_url = fvideospwhiteboardrobert-wenig.asp

Oxes 175 I OL}23/2010 04:55:25 FM 0.0 nOvS  0.084 4421 200 Req  urls= Jvideos/whitsboard-Robert-Wenig. asp

Oxes 17 1M OL{Z3f2010 5626 P 0L004 oOme  0.084 4421 200 Reg  tk_uwl= fvideosiwhitsboarcrobert-wenig.asp

B xxee | OLEZA2010 04: 5826 PM U004 0o 0.004 4421 200 Feqg url = hadscsfatiteboard-Bobert-Weng. aop

O xee | OLZAR0I0 04:55:27 PM. DU0H 0oFe  DaEs 4421 200 Req th_wrl = [videosiviteboard-robert wusnig, asp

0 e e ] OLFZ3R2010 04:56:27 PM DUD0H 0ove  00Es 4421 200 Req url = fidatsatitaboard-Robert -deng, sap

0 e 178 s OLEZIM2010 04: 5625 PM (uDDd 0.0ve D084 4421 200 Reg E_wrl = [adinosfviteboand-robart weenig, asp

B 029 178 i QUEZ3MR0I0 045628 PM DuD0d 0Ove 0,084 4421 200 R el = it niteboard-Robert Wi, s

D9 179 1M OLZER0I0 5629 PN OO DOTR 0.084 4621 200 Req  bk_url = jvidenshebiteboardeobertwenig, asp

Oxge 179 1M OLJ23/2000 045520 FM  0LOD4 0.07% 0,084 4421 200 Req  url= pvdeos/Whiteboard-Robest-Wienig, asp

Oaes 180 1M OL{23/2010 D4:55:30 FM DLOH 0O 0.084 4421 200 Req  tk_ud = fvideosiwhiteboardrobert-wenig.asp

B xes [1: | OL{Z3/2010 4:55:30 FM DLOOH LOTS 0084 4421 200 Reg url = videosethiteboard-Robert-Wenig. asp

Baes 18 1M OLfZ3f2010 055031 PM DO D079 D.084 4421 200 Req bk ul= jvideosjwhiteboard-robert-wenig.asp

Oxws 18 1M OLEZI2010 04:56:01 P (U004 0078 0,084 4421 200  Reg  ul= fvideosWhitsboard-Sobert-Weng. asp =
[Csplerying 100 sessions of 4574 word hits in 1294 sessions | 302 Enbries, 100 S=ssons, 259 Pages

Figure 61. RTV Search Results tab

In a search results tab, the returned session information is presented in two panes:

« Session List: The upper pane contains a list of all sessions retrieved by the search. See “Session List
pane” on page 99.

« Search Results: The lower pane contains the list of pages in which the search results were found across
all sessions in the segment. See “Search Results pane” on page 102.

- Above the Session List pane, the search query that was sent to the Search Server service and generated
the results is displayed in green.

Session List pane
The Session Segment is populated by RTV with the list of sessions that match the query terms. This pane
is populated as soon as RTV begins to display the results.

Note: RTV submits all searches in parallel to each active Canister. It does not remove duplicate sessions
across Canisters from search results.

| Timestamg | Page count | ouration | @ | Login 1D | Evenits | Tite =]
OEHE000 14:53: 12 PN 600 DO:0E3] Y % [ Customer Exparience Management Soltions try Teabraf: Wisitily, Insight. Arewers, =
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Figure 62. RTV Search Results - Session List Pane

As the basic information about each session is populated, RTV begins fleshing out the Session Segment
and finding the specific hits that match the search terms, if Return Detailed Search Resultsis
enabled in RTV's Search Setup dialog.

Context menu for the Session List pane
After RTV finishes populating the Session List pane, right-click in the upper pane to open the context
menu, with the following options.

Command
Description
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Open Session
Open selected session for manual replay in a new application tab.

Auto Replay
Begin automated (time-based slide show) replay of the selected session with currently configured
options.

List Pages
Displays the list of pages in the selected session in theSession Pages window. See “RTV Menus” on
page 128.

View Request Data
Open session in Request View. See “Request view” on page 59.

View Response Data
Open session in Response View. See “Response view” on page 72.

Source Info
Displays the identity of the Tealeaf Canister in which the session is stored, including the relevant
session index within that Canister.

Find and merge all fragments of this session
Completes a search of all Canisters that are configured in RTV's Search Setup for all fragments of this
session, which is based on the session identifier, merges them into a single session for replay
purposes, and opens the merged session.

« See “Annotations in RTV” on page 151.

Customize View
Customize the display of the Session List pane. See “Columns in Session List pane” on page 100.

Columns in Session List pane
The following columns are displayed by default in the Session List pane.

Command

Description
Flags

Click the entry in the flags column to review the types of pages in the session.
SessionID

The session identifier that is used in the session index.

- For a merged session, this value is the Canister session index that is appended to the Tealeaf
session identifier.

Score
The search results score for the session.

TimeStamp
Timestamp for when the session ended.

Page Count
The number of pages in the session

Duration
The duration of the session in HH: MM :SS notation

Annotations

If anicon is present in this column, user-created annotations are present in the session.
Login ID

The value of the LoginID user-defined field in the Canister, which is populated by a Canister event.
Events

Icons indicating the Tealeaf events that were triggered in the session.

Title
The title of the first page of the session
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Customizing columns in the Session List pane
You can customize the view of the Session List pane in the View Customization window.

In the View Customization dialog, the left pane displays a list of fields available to be added to the Session
List pane. The right pane shows the fields that are currently displayed.

Yiew Customization 1N ﬂ

Aevailable fields: Show theze fields in thiz order:
- Conn Type - Add - | Flags Qk I
- EndTimeStamp SeszionlD
- |P Address <- Remove | Spure Cancel |
- Session GUID ;‘memamp
: age Count
=1+ Sessiondltr Duratioh
- TItStzApplicationE rrors Anno
- TStsduchived Set Defaults | Login |0
- TS tadwaGetTime Events
- TStatvwgHdrSize Title
& T ItStzAvgReqSize
- TItStadwvgRzpSize
- TIStzBigGetTime
- TItStzBigHdrSize
- TItStzBigMetTrip
- TItStzBigRegSize
e g
Field Yfalues -
1192
1244
1267 -
1277
1290
1325
1334
1391
1433

1465

1R493 =
4 B

Figure 63. View Customization

Note: Only fields that apply to the session segment are available to be added. Most of these fields are
session attributes. For more information about these attributes, see “Session attributes” on page 189.

- Changes to these values are local settings only. They are not stored in the user profile.

« To review field values in the current session segment, select a field in the left pane. The field values are
displayed in the lower pane.

« To add a field to the pane, select it in the left pane and then click Add.
- To remove a field, select it in the right pane and then click Remove.

« To rearrange the order of display in the Session List pane, select a field to move and use the Move Up
and/or Move Down buttons.

« To restore the default settings, click Set Defaults.
« To close the dialog and display the Session List pane with the new field configuration, click OK.
« To cancel changes and return to the Session List pane, click Cancel.
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Search Results pane

The bottom half of the Search Results view is the Search Results pane, where each hit that matches the
search query is listed in a row.

When a session is selected in the upper Session List pane, the pages in that session where one or more of
the search terms were found are highlighted in bold in the lower Search Results pane.

o

Figure 64. RTV Search Results - Search Results Pane

If the search query has multiple terms and a page matches more than one term, the page is listed in one
row for each term that matches. For example, suppose that the search query has two terms (Free Text
search for Bob or Mary), and the words Bob and Mary both are displayed on page 6 of a session. Page 6 is
listed twice in the Hit Session Segment.

« Row 1: The Page column contains 6, and the Result column contains Bob.
« Row 2: The Page column contains 6, and the Result column contains Mary.

Here is an example search result:
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The preceding figure shows a search for the field amount containing a non-null value. In the Session List
pane, the Session ID 2201 is selected, and the corresponding hit is highlighted in bold in the lower Search
Results pane. Both rows contain the value 2201 in the SessionID column.

Figure 65. Example search results

« The Search Server query is displayed in the green bar above the Session List pane.

The second column is the Score. Each found search term increments the score for the session. The
session that is labeled 2201 has a score of 2 because the value found in the field named "amount"
consists of two words, "29" and "99".

On the far right side of the Search Results pane is the Result column, which shows the value of the
Amount field for every hit.

Context menu for the Search Results pane
Most of the displayed options are also available in the context menu for the upper pane.

Specific to the Search Results pane, you can configure either of the following options:
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Command
Description

Double-Click replays session
When this option is selected, double-clicking a row in this pane begins replay of the session from the
selected page.

Double-Click opens Req, Rsp, or Session Attributes
When this option is selected, double-clicking a row in this pane opens the page in Request View,
Response View, or the session attributes, depending on where the search results were found in the
page.

- For more information about Request View, see “Request view” on page 59.

« For more information about Response View, see “Response view” on page 72.

« Session Attributes are displayed in the request buffer of the page. For more information about
Request View, see “Request view” on page 59.

Columns in Search Results pane
Each row of the Search Results pane corresponds to a found result for one of the terms in the search
query.

For each found result, the following columns are displayed by default in the Search Results pane:

Command
Description

SessionID
The session identifier that is used in the session index. This value corresponds to the SessionID
column in the Session List pane. See “Customizing columns in the Session List pane” on page 101.
Page
Page number in the session where the search result occurred.

Score
The search results score for the page.

TimeStamp
Timestamp for when the page occurred.

Gen Time
The time that is required for the web application to generate the page

NetTime
The time that is required to transfer the page across the network to the client browser

RoundTrip
The time between the user initiating the request for content and the receipt by the client of the final
response packet

Bytes
The number of bytes in the page

Status
The HTTP status code for the page, if applicable.

« See “Viewable Pages list” on page 32.

Sourxce
The source of the search match. Possible values:

- Session - stored in the session attributes

« Req - stored in the request of the hit

« Rsp - stored in the response to the hit

« Form Field - storedinthe [urlfield] section of the request

Result
Displays the search term and the detected value that is displayed in the page.
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Customizing columns in the Search Results pane
There are default columns available the Search Results pane. You can customize the list columns that are
shown in this pane.

Note: In the View Customization window for the Search Results pane, you can include a wide variety of
data in displayed list. Customizing the columns in the pane is useful for tracking down the source of
errors.

In theView Customization window, the upper-left pane contains the fields available to be added to the
Search Results pane's list of columns. The right pane contains the fields currently showing on the page.

« You can add per-page data to the displayed columns in theView Customization window and then
export the view to Excel or CSV format, which effectively exports session data from RTV. See “Exporting
session data from RTV” on page 123.

« For more information about the View Customization window, see “Customizing columns in the Session
List pane” on page 101.

Scoring Search Results

This information describes how search results are scored and ranked by Tealeaf. When a session segment
is created, it uses a default value of 1000 sessions from the search that is completed. When the defined
limit of sessions is exceeded in the results, some rules are applied to the sessions to determine which
ones are shown to the requesting user.

Each session is assigned a score that is based on what was found in it and the number of occurrences.
The score is a count of words that were found for each search term.

- If you search for a phrase in the response, a session that contains five instances of that phrase is more
likely to be returned than a session that contains two instances of the phrase.

« If you search for a session-level attribute that is displayed only once in the session, that search item
yields only one hit per session. As a result, the score is consistent across all returned sessions. In this
case, the most recent sessions are returned, as the search indexes are searched from new to old.

Note: Events are indexed as session-level attributes. No matter how many times an event fires in a
session, it can generate one only search hit.

Search syntax
The syntax for the search terms is straightforward. All search terms are not case-sensitive. Search terms
can be grouped by using parentheses.

« For more detailed information about the search syntax, visit the dtSearch download page:
http://www.dtsearch.com/download.html

Keywords
This setting finds a list of words or phases that match any or all of the terms.

« Use quotation marks (") around phrases
« Add + in front of any word or phrase to require it
« Add - in front of any word or phrase or to exclude it

Examples

banana pear "apple pie"
"apple pie" -salad +"ice cream"
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Boolean

This setting finds a structured group of words or phrases that are linked by and, or, not, and w/.

Table 13. Examples:

Search Term

Matches

tart apple pie

the entire phrase must be present

apple pie and pear
tart

both phrases (apple pie and pear tart) mustbe present

apple pie or pear
tart

either phrase (apple pieor pear tart) must be present

apple pie and not
pear tart

only apple pie must be present

apple w/5 pear

apple must occur within 5 words of pear

apple pre/5 pear

apple must appear first and pear must appear within 5 words

apple not w/27
pear

apple must not occur within 27 words of peaxr

subject contains
apple pie

finds apple pieinasubject field

Note: Use ( ) when a search includes two or more connectors for accurate specification. For example,
apple and pear or orange juice could mean either:

« (apple and pear) or orange

- apple and (pear or orange)

Special characters

This setting finds special characters that match the search terms.

Search Term
Matches

Matches any single character:

« appl? matches apply or apple

*
Matches any number of characters
« appxion matches applicationand appellation
*
Matches any string at all
2%

Matches "any word"

Indicates numeric range:

e 14~~18 looks for 14, 15, 16, 17 or 18
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Weights
By default, all words in a request are counted equally in search results. You can change this weighting by
specifying the relative weights for each term in your search request.

Variable term weighting allows the weight of each search to be specified in the search request. When
results are returned, they are stored based on the weights. For example:

apple:5 and pear:1

The preceding request retrieves the same documents as the search apple and pear. However, the
search engine weights apple five times as heavily as pear when it sorts the results.

You can apply weights to the following Boolean search terms:

(description:5 contains (apple and pear)) ox
(author:2 contains ("John Smith"))

Note: When you run a search through Request view, punctuation is stripped from the search terms when
you populate the search box, so that you do not inadvertently submit special punctuation to the search
engine. See “Request view” on page 59.

Searching within fields
The IBM Tealeaf cxImpact search system includes the concepts of fields. All of the lines in the Request
block are fields of the format name=value.

To search for these pairs, format the search as follows:
(name contains value)

A term with a contains clause is just like any other search term and can be combined with other
containing terms or simple terms.

The value part of the containing term can itself be a list of values.

« For example:
(loginid contains (smith or jones or clark))
« The not operator is supported. For example:

(loginid contains not (smith or jones or clark))

In the Request block, all lines in the [URLField] and [AppData] sections are indexed. Since every line
in the [URLField] section represents one of the Input tags on a submitted page form, this mechanism
can be used to search for specific user inputs.

Note: When you specify [URLField field names in a text string search, you must perform some character
substitution to match how the indexes are formatted. See "Character Indexing" in the IBM Tealeaf
cxImpact Administration Manual.

Note: Some lines in the Request block are not indexed and cannot be searched. For more information
about what is indexed and searchable, see “What is indexed and searchable” on page 196.

If you search for a field name without using a contains clause, Tealeaf indicates that the field exists on
the first page of the session. For example, searching for Loginid only. To find each page where a
particular [URLField] exists regardless of its value, you can:
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« Search for the field alone and use SubSearch to search for the field again. The SubSearch result pane
indicates the page where it exists.

« Search by using the wildcard (loginid contains %), which produces a hit session segment that
identifies the exact pages where the field is displayed. These results can be large.

Searching among multiple fields
You can specify searches that examine a sequential set of fields.

For example:
(name to description) contains My Company

In the preceding example, the search query examines all fields between name and description for the
string My Company.

Complex searching for events

Building searches in the Search Builder tab is the easiest method to create them. However, some
searches cannot be specified by using this method. Complex event searches are searches that combine
searching for events with other search terms that cannot be expressed in the Search Builder tab.

About this task

For example, suppose you want all sessions that have the event "Credit Card Invalid" and LoginID
contains Bob or Mary as your search term. An example of the original search in the Search Builder
tab follows:

Search Buider | Advanced Search |
History: Clear History
| E

Binding (applies to all Session Facts, Session Events. and Date Range)
& And O [~ "AND'ed fems appear on same page [~ Search Active Sessions

Session Facls Copy to Advanced Page... |
= Session Info ~ KT

B Seszionindex
B Hi Count [X] ™ Credn Card Irnvakd
B Login ID
B User D
B |P address
B Browser Type
B TLT Session ID
B+ First LURL
B Last URL

¥ Logn D |EE’-"|

Figure 66. Example of original search in Search Builder tab

This search cannot be fully composed in the Search Builder tab, so the Advanced Search tab must be
used:

Procedure

1. Select the desired event and the LoginID session attribute in the Search Builder tab.
2. Click Copy to Advanced Page.
3. The search is displayed in the Advanced Search tab.

4. Edit the contains clause so it includes Bob and Mary, joined by the or operator, as shown in the
following figure:
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Enter seanch parameters: Clear Save... | Add Date... Add Time...
thtstseventuniqueid contains 1) and (Tt StsLoginlD contains (bbb or many})

Figure 67. Edit the contains cause
5. You now have the search clause that you need.

Results

When you search for an event by using the Advanced Search tab, specify the event by using the unique ID
assigned to that event. This information can be found in the Tealeaf Event Manager for each event, but the
easiest way is to define the event search terms by using the Search Builder tab and to copy these terms to
the Advanced Search tab.

Saved searches
After constructing a search, you can save the search for later use or to share it with others.

Procedure

1. To save it, click Save Search.

2. You can save the current search that is defined in the editing box as an . XML file in the following
directory:
%userprofile\Application Data\TealLeaf\RealiTea\SavedSeazrch

3. Each saved search creates one . XML file, and these files can be shared.

Results

Selecting a saved search opens it in the Search Editor area.

Active searches
When Active Searches are enabled, RTV searches the Active sessions currently in every applicable
Tealeaf server for the search terms.

Active searches are different from Archive searches. An Active search examines sessions that are still in
progress, which means that the session data is not yet indexed. The following limitations apply to Active
searches:

The stored session data has no awareness of fields; the contains operator cannot be used.
« The nearness affinity operators (w/) do not work

« You cannot specify number ranges.

« When you search for Active sessions, searches are restricted to simple patterns.

e The * symbol is a valid wildcard and matches any substring.

Adding date/time to a search
You can add date and time parameters to your search terms. Select the From and To ranges in the Date
Filter pane at the bottom of the Search Builder.

« Selecting a date or a time adds the specified date or time to the search terms. These terms are
expressed in "seconds from January 1, 1970" and "seconds since midnight".

Advanced Search setup options
In the Advanced Search tab, you can search the indexes to identify what is indexed and the number of
hits. The following figure shows the original view of the Advanced Search tab.

Using the Words and Fields of an Index

Some applications do not conform to W3C standards for the names of input fields. Some sites use
characters in the field names that are punctuation characters and are treated by the indexer as word
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separators. However, this poses a problem for searching, as the RTV user would expect to be able to type
in the field name exactly as it is displayed in the Response and in the Request.

The drop-down that indicates <No Indexes Selected> can be used to select any of the IBM Tealeaf
cxImpact servers that host indexes: an All-in-One or any Processing Server.

After the server is selected, two buttons become available. You can select a view of the data that shows
either the individual words or fields that are indexed with the help of these buttons.

The data that is shown in the text box is filtered by the Date Filter.

Search Builder Advanced Search l
* Words " Fields

MCATO03: 19000 -
&0 none :{

1 nonpersonal
3 nonprofit
26 nonstandard
10 nor
2 narbert
21 norco
21 norcross J
8 nordrhein

7 norfalk
350 nomal

2 nomalby Ll

Figure 68. List Box example after processing server was selected

In the following example, a small subset of the words arranged alphabetically is shown. The left column
has numbers that indicate how many times each word occurred in the sessions that are covered by the
index with the Date/Time filter applied.

Search Builder Advanced Search l

" Words i+ Fields

INCATDO3:19000 |
bill_eveningPhoneFaxMumber Y

bill_fromDateForSC

bill_fromDateForS0DC

bill_lastName

bill_partylDFar

bill_postalCode

bill_provinceCode

Billing_Method

Billing_Type

Bill Ship ¥

Get values for field. .

Figure 69. Example of populated list box with subset of indexed fields

The following figure shows the list box that is populated with a subset of the fields that were indexed in
the sessions that are covered by the selected index. The "Get values for field" button is available. After
you select any of the fields, you can then ask for a list of all the values that are found within that field.

IBM Tealeaf CX RealiTea User Manual 109



Search Builder  Advanced Search l

" Words i+ Felds

INCATDO3:19000 =l
bill_eveningPhoneFaxMumber Y

bill_fromDateFarSC
bill_fromDateForSDC
bill_lastMame
bill_partylDFar
bill_postalCode
bill_provinceCode
Billing_Method
Billing_Type

Bill Ship ¥

Get values for field. . |

Figure 70. Field values - example of results

To acquire field values, click Get values for field. The following figure shows the results. After values are
found, you can select one or more values and then construct a search term from the selected values.

» To cancel the search across the indexes for all values of a specific field, click Cancel.

Field Values k3

Getting values for field:

bill_firzth ame

Daone

doulgas

Search For These Values -

Enter zelected walues inta
zearch criteria.

" AND
* OR

Figure 71. Exit the dialog

The following figure shows the Field Values that the search has returned. In this example, both terms
were selected by using a logical OR to bind them.

a

Figure 72. Example of Field Values after search return and terms selected

To create the search term, click Enter selected values into search criteria. The following figure shows
the search term that was created. You can see that the term includes the field name, the contains
operator, and the parentheses-grouped list of field values, which are combined with the OR operator.
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Figure 73. Search terms that was created

Search templates

The Search Builder Template allows an administrator to customize the search terms that are presented to
the RTV user in the Search Builder pages.

About this task

To access the Search Builder template:

Procedure

1. In RTV, click the Search button.
2. In the Search Builder window, click Setup....

« For more information about the contents of the setup window, see “RTV Search Setup” on page 81.
3. Click Search Builder Template....
4. The following dialog is displayed:

Search Builder Template ] E[

' |lze Sustem Search Builder Template

Server: !SIEFIFI&:‘IEIEIEIEI

" |Uze Local Custom S earch Builder Template

Edi.. | Reset.. |

k. I Cancel |

Figure 74. Search Builder Template

Search Template versions
Through the Search Template editor, you can change the local search template or reset it to the system
template available on the selected Search Server.

You can make one of the following selections.

« System Search Builder Template - RTV downloads and uses the Search Builder Template stored on the
server.

« Local Custom Search Builder Template - Use, modify, or reset the Search Builder template stored in your
local instance of RTV.

System Search Builder Template

For most RTV users, the most effective template is the System Search Builder Template, which contains
all templates necessary to complete effective searches of active or completed sessions against your
captured session data.

About this task
Unless you have a specific use for building a custom template, you must use the provided template.

To use the system Search Builder template:
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Procedure

1. In the Search Builder Template dialog, click theUse System Search Builder Template check box.

2. Specify the <hostname>:<port> of the Tealeaf Search Server that hosts the system search builder
template. Typically, you can specify the host name of the Tealeaf Portal and a <port> value of 19000.

3. Click OK.
4. The local Search Builder template is updated to use the system one.

Editing the System Search Builder Template
The System Search Builder Template is stored on the server that is specified in the preceding Server field.
Tealeaf administrators can edit this template if they have permissions to access the server.

Note: To configure the search builder template that is stored on a Tealeaf server, you must be a Tealeaf
administrator.
On the server, it is stored in the following location:

<Tealeaf_install_directory\system\SearchBuilder.xml

See “Editing the Search Builder Template” on page 112.

Local custom Search Builder Template
You can edit a local customized version of the search builder template. You can edit this template or
revert it to the default by using the Search Builder Template dialog.

About this task
It is for local use only and cannot be shared to other users.

To use the local custom Search Builder Template:

Procedure

1. In the Search Builder Template dialog, click the Use Local Custom Search Builder Template check
box.

« To change it, click Edit.... The XML file is loaded into your local text editor. See “Editing the Search
Builder Template” on page 112.

- Toreset the local version to the template stored on Search Server, click Reset.... The local template
is reset to the one that was originally installed when RTV was last installed or updated.

Note: To configure a personal search builder template, you must be a local administrator on the
system on which the RTV application is installed.
2. To save changes to your local custom template, click OK.

Results

The local custom Search Builder template is stored in this location:

%userprofile¥X\Application Data\TeaLeaf\RealiTea\RTVBuilder.xml

See “Editing the Search Builder Template” on page 112.

Editing the Search Builder Template
The SearchBuildexr.xml file and RTVBuilder. xml files are in XML format and can be edited with any
text editor.

Note: The system-wide template must be edited only by Tealeaf administrators, as it affects all RTV
users.
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Template types
Each system or custom template file can contain multiple templates. Depending on the type of sessions
(active or completed), you must edit the appropriate template that is described here.

« RTV cannot be used to complete All Sessions searches. You must search by using an Active search
template or a Completed search template.

The template file contains comments that explain how to edit the file and the meaning of the names. The
default template declaration nodes look like:

<Template Name="Default" Type="standard">
<Template Name="Default" Type="active">

Template Name and Type
Applied to

Default/standaxd
Default template that is applied to searches of completed sessions under standard indexing

Default/active
Default template that is applied to searches of active sessions. Indexing does not apply.

Using the default template, you can add, edit, and remove fields to search.

Specifying index fields using search keywords
In the template field, specifications are references to index fields in the Short-Term Canister and Long-
Term Canister.

For more information about the text syntax of search queries, see “Search syntax” on page 104.

Template customization examples
This information describes different examples that are used to customize templates.

Customizing text fields
This example specifies a text field to include in a completed search template. The £ield value indicates
the index field to search for values that are specified by the user.

<FieldSearch title="Login ID" description="Login ID"
field="T1tStsLoginID" type="text" operator="contains" selected="true" />

Other attributes:

Attribute
Description

type
For text search items, set this value to text. For numeric items, set this value to numeric.

operator
Specifies the operator to apply to the field.

« type=numeric

— all (recommended setting)

- not

— between
— not between
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« type=text - no operator
selected
When set to true, the field is preselected when the search tab is opened by the RTV user.

HTMLcolsize
The width of characters of the text box for data entry.

Customizing numeric fields
This example specifies a numeric field to include in a completed search template. The £ield value
indicates the index field to search for values that are specified by the user.

<FieldSearch title="Hit Count" description="T1ltStsNumHits"
field="T1tStsNumHits" type="numeric" operator="all"
maxValue="4096" />

Other attributes:

Attribute
Description

type
For numeric search items, set this value to numezric.
operator
Specifies the operator to apply to the field. Accepted values:
- all - all operators are available for selection. Only valid value.

maxValue
The maximum value for the numeric value.

- By default, this setting is configured to be the largest value possible for a signed 32-bit integer,
which corresponds to the upper bound accepted by the search engine.

- If you know that a value is never greater than a specific number, the search is more efficient if you
set maxValue to that number.

Customizing session attribute fields in the search template
You can add search fields for specific session attributes. A session attribute is a user-defined variable that
is populated by an event. Tealeaf supports the creation of up to 64 session attributes.

About this task

- Session attributes are specified at the search template level by using search keywords that include a
zero-based index number to the specific attribute. Numbering is as follows: 0, 1, 2, and on through 63.

« See "TEM Session Attributes Tab" in the IBM Tealeaf Event Manager Manual.

- Session attributes can also be added to Portal search templates. See "Configuring Search Templates" in
the IBM Tealeaf cxImpact Administration Manual.

Steps:
Complete the following steps to add a session attribute to the default completed search template for RTV:

Procedure

1. Open the system-wide SearchBuilder template file and find the appropriate template to edit.

2. Locate the section labeled:
<Template Name="Default" Type="standard">.

3. Locate the grouping that holds all of the User Defined Fields depending on the type of search. If the
following does not exist, insert it:
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<Group title="Session Attributes" description="Session Attributes">

4. Insert the following XML into the template, changing it as needed for these examples.

« Completed Search:

<FieldSearch title="Login ID" description="Login ID"
field="tltstscustomvar®" type="text"
operator="contains" HTMLcolsize="40"/>

« Completed Search:

<FieldSearch title="Session Attribute 03"
description="Session Attribute 03"
field="customvar3" type="text" operator="contains" HTMLcolsize="40"/>

Attribute
Description

title
This value appears in the RTV Search Builder.

description
This value appears when the search term is moused over.

field
This value identifies the index term for the session attribute. The above value
(tltstscustomvar0) is the reference LTC index keyword for Session Attribute 00. See
“Session attribute search configuration terms” on page 115.

type
The session attribute's type of value. Accepted values are text and numeric.

operator
The operator for the search field

HTMLcolsize
(optional) The width of characters of the textbox for data entry

5. Edit the attributes as needed.

6. Save the file.

7. Close and open RTV to see your changes.

8. In RTV, load the search template from the server. See “RTV Search Setup” on page 81.

Session attribute search configuration terms
Depending on the type of search template you are configuring, you must specify session attribute search
configuration terms by using the following keywords.

« For more information about keywords, see "Search Keywords" in the IBM Tealeaf cxImpact User
Manual.

Table 14. Session attribute search configuration terms

Template Session Attribute Index Completed Search Configuration Term
Type

Active Session Attribute 00 (LoginId) field="customvar0"

Active Session Attribute 01 field="customvarl"”

Active Session Attribute 63 field="customvar63"

Completed | Session Attribute 00 (LoginId) field="tltstscustomvaro"
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Table 14. Session attribute search configuration terms (continued)

Type

Template Session Attribute Index

Completed Search Configuration Term

Completed Session Attribute 01

field="tltstscustomvarl"

Completed Session Attribute 63

field="tltstscustomvar63"

Request search configuration

You can configure RTV search fields to scan fields or sections of the request, or the entire request.

For example, critical session data can be inserted into the [appdata] section of the request, since this
section is automatically indexed. In the examples below, you can see how to configure RTV to search the
request, the [appdata] section, or a specific field in the [appdata] section.

« For more information about adding content to the [appdata] section of the request, see "Configuring

CX Indexing" in the IBM Tealeaf CX Configuration Manual.

Table 15. Request search configuration

Search area

Search Keyword

Notes

entire request request Searches the entire request.

[appdata] section request/appdata Searches the [appdata] section
of the request for a user-
specified value.

MobileDeviceType variable of |request/appdata/ Searches the

the [appdata] section mobiledevicetype MobileDeviceType field in the

[appdata] section of the
request for a user-specified
value.

Note: The request and request/appdata keywords can be used for searches for both active and
completed sessions. See "Search Keywords" in the IBM Tealeaf cxImpact User Manual.

Field to search entire request

<FieldSearch title="All Request" description="All Request"
field="request" type="text" operator="contains" selected="true" />

Field to search the [appdata] section

<FieldSearch title="AppData" description="AppData"
field="request/appdata" type="text" operator="contains" selected="true" />

Field to search for a value in the MobhileDeviceType variable in the [\appdata] section

<FieldSearch title="Mobile Event" description="Mobile Event"

field="request/appdata/mobiledevicetype" type="text"

operator="contains" selected="true" />
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Form field search configuration

FieldSearch specifies a form field to include in the template.

<FieldSearch title="FormField" description="FormField"

field="formfield" type="formfield" />

IP address field configuration

Beginning in Release 8.4, RTV supports searching for IP addresses in IPv4 or IPv6 format.

« If you have newly installed RTV 8.4 or later, then your default SearchBuildexr. xml file contains the

requisite fields that are listed.

For completed session search templates, you can insert the following fields to enable RTV users to search

for IP addresses among completed sessions.

« For active sessions, IP addresses are not indexed. Therefore, they are available for search by searching
the request buffer for the name-value pairs of the addresses that are inserted by the IBM Tealeaf CX
Passive Capture Application. See "Support for IPv6" in the IBM Tealeaf CX Installation Manual.

<FieldSearch title="IP address" description="ipvé6_remote_addr"
field="ipv6_remote_addr" type="text" operator="contains" />
<FieldSearch title="IP address (legacy)" description="T1ltStsIPaddr"

field="T1ltStsIPaddr" type="text" operator="contains" />

Table 16. IP address field configuration

Field Name |[Search Keyword

Description

IP Address |ipv6_remote_addr

Search for IP addresses in IPv6 format or
IPv4 format

« For IPv6 addresses inserted into this
field, values are expanded, if they are
condensed, and zero-padded to ensure a
string of consistent length.

« For IPv4 addresses inserted into this
field, values are expanded into an IPv6-
style formatting, in which each of the four
octets of the IPv4 is dispersed into the
last four groups of the 8-group IPv6
format.

« Ranges and wildcards are accepted for
this field.

IP Address |tltstsipaddr
(legacy)

Search for IP addresses in IPv4 format

« Data that is entered into fields of this type
are zero-padded and normalized into a
single string of digits before submission
for search.

WordSearch configuration

WordSearch passes the specified search string directly to the search engine, bypassing the field
contains value form structuring. When used with the hidden_text type, a search template can
contain search entries that are submitted without any user input.

<WordSearch title="ASP Errors" description="ASP Errors" field="freetext"
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type="hidden_text" textValue="(response contains (error w/5 ASP))" />

Managing result sets in RTV

When you run a search in RTV, the set of sessions that returned is known as a result set. For repeated
searches or searches that require more detailed analysis, RTV enables you to save result sets and then
retrieve, share, and manage them.

Note: Searches of active sessions do not generate result sets, even if you configure RTV to automatically
generate result sets from search. Result sets cannot be created from active sessions.

- To manage result sets, select Tools > Result Sets... from the RTV menu. The Result Sets window is
displayed.

Creating result sets
By default, RTV does not create result sets when a search is run. You can configure RTV to create result
sets for you whenever a search is run.

Procedure

1. In the RTV menu, select Tools > Result Sets.
2. In theResult Sets window, click the Create a result set on each search check box.
3. Click OK.

Results

Whenever a search is run through RTV from your desktop, a result set is created on search server and is
accessible through theResult Sets window.

« Result sets can also be created when you search through the Portal. See "Overview of Segments" in the
IBM Tealeaf cxResults User Manual.

RTV result sets window
In the Result Sets window, each available result set is listed.

- By default, RTV result sets are configured to expire after seven days. Expired result sets are no longer
available. For more information about changing the expiration of result sets that you create, see “RTV
Result Set Options” on page 122.

« In addition to the result sets that you create, the list can contain result sets that are shared with you
based on your authorization group. See “RTV Result Set Options” on page 122.

- Toreview the properties of a result set, double-click the row in the displayed list. See “Result set
properties” on page 120.
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Figure 75. RTV Result Sets Window

« To load a result set, select the result that is set in the displayed list and click Load.

« To review or edit the properties of a result set, select the result set and click Properties.... See “Result
set properties” on page 120.

« To delete aresult set, select it and click Delete....

« Copy... - Copy the selected result set.

« Options... - Sharing and expiration options for newly created result sets. See “RTV Result Set Options”
on page 122.

« Customize View... - You can customize the order of displayed columns in the Result Sets window. See
“Customizing view” on page 122.

- You can create unions and intersections of multiple result sets. See “Merging result sets” on page 120.

Result set columns
The following columns are available for display in the RTV Result Sets window.

« The following columns are listed in the order of display for the default view. For more information about
customizing the fields to display, see “Customizing view” on page 122.
« Some column values can be edited. To edit properties, double-click a value. See “Result set properties’

on page 120.

Column
Description

»

Name
The name of the result contains a date stamp for when it was runand some or all of the search that

was run.

Owner
The user name of the individual who initially run the search is registered as the owner of the result

set.
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« Aresult set can be deleted by the owner or by the Tealeaf administrator.

Sessions
Number of sessions in the result set

Created
Time and date stamp when the result set was generated

Expires
Time and date stamp when the result set is scheduled to expire
ShareGroups

If the result set is shared, it is available for all RTV users unless share groups have been specified for
sharing newly created result sets. See “RTV Result Set Options” on page 122.

Search String
The specific search string that is submitted to the search engine to run the search

Search Description
The user-friendly description of the search string

Notes
Any notes that you add for the result set.

« To add notes, double-click the Notes column. See “Result set properties” on page 120.

Selecting server
You can configure RTV to retrieve result sets that you created or that have been shared with your
authentication group from any server in the Tealeaf environment.

By default, result sets are stored on the server that hosts the Tealeaf Portal. To configure the
appropriate server, select Tools > AutoConfig from Tealeaf Master....

— In a multi-server environment, this server may be different from the configured Search Server for
RTV.

 To retrieve result sets from a different Tealeaf Portal Server, enter the host name and port number in
the textbox at the top of the window in the form <hostname>:<port_number>.

« To refresh the list of result sets from the specified Portal Server, click Refresh.

« To configure RTV to create a result set whenever you run a search, click Create a result set on each
search. The result set is stored on the configured Portal Server.

« See “CX RealiTea Viewer overview” on page 1.

Merging result sets

You can complete union and intersection operations on multiple result sets to create additional result
sets. The new result set is listed with a name of Union or Intersection followed by the timestamp of
when it was run. The Search String column contains the details of which result sets were combined to
create the new one.

« To create a union result set, select two or more result sets in the displayed list. Then, click Union.

- To create an intersection result set, select two or more result sets in the displayed list. Then, click
Intersect.

« You can complete these operations on Union or Intersection result sets.
« Generated Union or Intersection result sets are not shared by default.

Result set properties
A list of descriptions of result set properties.

Property
Description

Result Set Id
Unique Search Server identifier for the result set. This value cannot be modified.
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Name
Name of the result set, which is assigned by default. This value can be changed.
Owner
The owner of the result set
Create time
The time when the result set was created
Expiration
The time when the result set is scheduled to expire. You can change the expiration time for the
selected result set.

« To retain the result set indefinitely, click the Never Expires check box.
« For more information about changing global expiration settings, see “RTV Result Set Options” on
page 122.

Shared
To share the result set, click the Shared checkbox. To select the authentication groups with which to
share the result set, click Groups....

« For more information about changing global sharing settings, see “RTV Result Set Options” on page
122.

Search String
The specific search string that is submitted to the search engine to retrieve the result set. Although
you cannot modify this value, you can copy and paste it.

Search Description
A user-friendly description of the result set.

Notes
Use this text box to store notes on the result set.
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Customizing view

You can customize the columns that are displayed in the Result Sets window.

x
Available fislds, Show thesa fields in this ordar
Search Description Add > Name ok I
—l Dwner

Sessions

- Remove Crasted Cancel
E xpires
ShareGroups
Search Shing

Set Defaults Motes

Move Up Mave Diown I
Field Valuez

Figure 76. Customizing the Result Sets Window

By default, all available columns are displayed in the window. However, some of these columns can not
be useful to you, or you can re-order their display. The Field Values pane is not populated in this view.

» To add a column to the display, select it in the left pane. Then, click Add -.

« Toremove a column from the display, select it in the right pane. Then, click <- Remove.

« To set the current columns in the right pane as the default columns in the displayed order, click Set

Defaults.

- To change the order of display of a column, select it in the right column and click Move Up or Move

Down to reposition it.
« To save changes, click OK.

RTV Result Set Options

In the Result Set Options window, you can configure properties that are applied to newly generated

result sets.

Note: These options are not applied to results that are already created.

Setting Result Set Expiration

You can configure the number of days after which result sets expire. Increasing the number of days
increases the storage requirements for result sets on the Search Server on which they are created.
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« To disable expiration of result sets, click Result sets never expire. When selected, result sets must be
deleted to be removed from the Search Server.

Sharing Result Sets

To share result sets with members of selected groups, click the Shared check box. To select the sharing
groups, enter the group names as comma-separated list in the text box or click Groups to select them.

« The list of available groups to which you can share new result sets depends on whether Portal or NT
domain authentication mode is enabled. See "Configuring the Search Server" in the IBM Tealeaf CX
Configuration Manual.

Exporting session data from RTV

When a search is run through RTV, the returned results include various session-related data that is
available for export. You can customize your view to include other data fields that are returned as part of
the search results or session list and then export the displayed view to Excel or . CSV format for use in
third-party applications. This data can include name-value pairs of request variables, statistics that are
tracked by Tealeaf, and more.

« If you download a session list from the Portal to RTV, you can customize the view in RTV and export the
data from your Portal search.

- A similar technique for exporting session data is available directly from Portal-based search. See
"Searching Session Data" in the IBM Tealeaf cxImpact User Manual.

For example, suppose that you are receiving complaints that visitors to your web application are receiving
Status Code 500 errors on the checkout page. If you are capturing the email address of each visitor to
your web application in the CustomVar00 session attribute, you can configure a search to find all of the
sessions where this error occurred and then add the CustomVaxr00 value to the displayed view for the
Session List. The exported view contains the email addresses and the session identifiers for each
customer who encounters this issue, which can be used for follow-up by Customer Support.

Note: To export a specific set of data, you must know the location or variable in the request that contains
the data.

Exporting data commands
Whether you customize the view of the Session List or the Search Results or you do not, you can export
the displayed list to Excel or .CSV format.

The following options are available in the Edit menu:

Command
Description

Copy Session List to Excel
Open the current contents of the Session List as a new worksheet in Excel.

Copy Search Results to Excel
Open the current contents of the Search Results as a new worksheet in Excel.

Export Session List to CSV
Export the current contents of the Session List to . CSV format.

Expoxrt Search Results to CSV
Export the current contents of the Session Results to . CSV format.

The outputted data can be manipulated as needed by an appropriate third-party tool.

Customizing columns
When a search is run in RTV, the results are displayed in two panes.

« Session List - Each line of data in the upper pane indicates a separate session in which criteria of the
search found at least one match.

« Search Results - Each line of data in the lower pane indicates an individual instance of a search match.
Depending on the search criteria, a single session may contain multiple search matches.
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You can customize the columns that are displayed in each pane.

« To change the columns that are listed in each pane, right-click in the pane and select Customize
View.... For more information about the displayed window, see “Managing result sets in RTV” on page
118.

Available data in the Session List
The Session List displays individual sessions, so the data in it applies to the entire session.

The following data are included by default:
 Flags

- SessionID
« Score

- TimeStamp
- Page Count
« Duration

« Anno
 Login ID

« Events

- Title

The following data is available for adding into the session list:

« Conn Type

« EndTimeStamp
- IP Address
 Session GUID
« SessionAttr

— The content in SessionAttr is dynamically generated by the Tealeaf Canister. For more information,
select View > Session Attributes in the RTV menu.

« UserID

« UserDefl
 UserDef2
« UserDef3
- UserDef4

Available data in the Search Results
The Search Results pane displays individual hits where the search found a match, so displayed data is
taken from the listed hit.

The following data are included by default:
 Session ID

« Page

« Score

« Timestamp

- GenTime

» NetTime

« RoundTrip

« Bytes

« Status
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» Source
« Result

Name-value pairs within the following data can be available for adding into the session list.

Note: The available data varies based on the session. These items are extracted from the Tealeaf Canister
with the session data.

« ExtendedUserAgent (section of request)
« HitID

« RawRequest

« ResponseHeaders

« SessionAttr

 Fact Values

— Dimensions
« TimeBlock
e Url
« appdata (section of request)
- cookies (section of request)
« env (section of request)
« iamie (section of request)
- timestamp (section of request)
« urlfield (section of request)

Monitoring client UI Events through RTV

When implemented, IBM Tealeaf CX UI Capture for AJAX enables the capture of user interface events
that do not issue requests to the server. For example, AJAX-based interfaces can change the page
displayed to the user based upon JavaScript routines that are embedded in the page. If the JavaScript
does not make a request to the web server, Tealeaf does not capture the event by default.

Note: IBM Tealeaf CX UI Capture for AJAX is only available to legacy users.
« See "UI Capture for Ajax Guide" in the IBM Tealeaf UI Capture for Ajax Guide.

Implementing the IBM Tealeaf CX UI Capture for AJAX may not be possible currently. However, you can
configure RTV to enable some of the UI Capture functionality. This information describes how to configure
RTV to do limited replay and highlighting of pages which use JavaScript and/or Ajax.

HighlightOnlyURL profile rules

Without UI Event capture, replay of pages that uses Ajax is generally not possible. If the Ajax requests
happen to post form field information that corresponds to named elements on the page, it sometimes
possible to 'simulate' UI events, and to display some page updates that happen during the session.

To determine whether a page is a candidate, examine it for the following characteristics:

- Isitan Ajax page? Ajax pages can be of type text/plain, text/xml, text/json, or others. An Ajax page can
also be text/html, but the response data may not look like a complete html page. It might contain
<div> and other element tags yet no main <html> tag.

« Examine the datain the [urlfields] section of the request. Do these entries correspond to HTML
page elements on a previous page?

« Are there Ajax calls for all or nearly all UI actions on the page?

If all of these conditions are met, you can create a rule to tell RTV to treat the page asaHighlight
Only page. The response datain Highlight Only pages is not used as a displayable HTML page.
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Instead, RTV leaves the previous page that is displayed, and the form fields from the Highlight Only
page are used to populate fields with data.

Under optimal conditions, the act of populating the field values causes OnClick or OnChange events to
fire, which causes JavaScript in the application to run. This JavaScript generates an Ajax request for a
page that is marked as highlight only. The application itself then uses the data that is returned from the
captured page itself to update the displayed page.

Creating through RTV
There are multiple ways to create or edit HighlightOnlyURL rules.

From Replay view

In Replay view, right-click the page, and select Replay Rules > Treat this page as Highlight Only. You
can optionally edit the URL pattern in the resulting dialog to add wildcard characters in place of sections
of the string that might differ from session to session.If the URL contains a query string, you might replace
everything after the ? with a *.

From Request view

If the URL itself is not unique enough to distinguish the prospective HighlightOnly page from a standard
page, you can use values in the Request view to further qualify the rule.

« In Request view, locate an entry that distinguishes this page from standard pages. Common examples
are ResponseType and REQUEST_METHOD.

- Right-click the located entry, and select Treat page with this request value as Highlight Only.

« Edit the URL pattern as needed.

Editing HIghlightOnly rules
Like all other profile rules, the HighlightOnlyURL rules can be edited in the profile in the Options dialog.

Getting accurate highlighting of JavaScript links

This information describes the steps that one can follow to configure accurate highlighting of JavaScript
links. This helps RTV to examine URL and form field data.

Configuring the web application for highlighting

To highlight buttons and populate element values from page to page, RTV examines the URL and form
field data. When an application uses JavaScript to submit data from a page, the posted data may not
contain information that RTV can use to accurately highlight. Without using Tealeaf UI Capture, simple
modifications can be made to the application to facilitate accurate highlighting, if you want.

About this task

These modifications consist of including more information with the form data to indicate the button that
was clicked.

Procedure

1. Create a special named hidden form element, and set the value of the form element to the ID of the
button that was clicked.

2. Verify that the hidden element gets submitted.

3. When you highlight a page, RTV looks for the named hidden element in the form data and highlights
the button corresponding to its value. The hidden form element can have any name that is constant
across all applications that you want to replay.
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Configuring RTV to recognize elements for highlighting
RTV must highlight the correct elements. This information describes steps to configure RTV to recognize
elements for highlighting.

Configuring the Highlight Element Name setting
RTV must be configured to use the name. In the Advanced options tab, enter the name of the hidden
element as the value for the Highlight Element Name.

« The default name is __EVENTTARGET.
« See “Advanced Options tab” on page 173.

Configuring the Invoke JavaScript When Highlighting setting

RTV must also be configured to start JavaScript when it is highlighting. This feature must be enabled so
that the population of form field data can cause JavaScripts on the page to run which, in turn, triggers any
related Ajax requests.

« See “Replay tab” on page 156.

Example JavaScript
An example of a page that uses JavaScript to do page submits and that can be modified to allow RTV to
highlight the clicked buttons.

<html><head><title>Javscript Highlighting Example</title></head>

SEE

This is an example of how to get accurate replay highlighting of
buttons that do submits via javascript. It consists of creating

a hidden element with a specific name and then setting the name of the
button that was clicked into the hidden element's value at

submit time.

The element of type 'hidden' can be named whatever you want,

it must be named the same across all applications that you want to replay.
You must set "Highlight Element Name" in RTV's Advanced options

tab to match whatever name you choose.

-->

<script>

function doSubmit(buttonId)

$

document.TheForm.__EVENTTARGET.value = buttonId.id;
document.TheForm.submit();
t</script>
<body>
Javscript Highlighting Example
<br><form name="TheForm" action="/JSHighLightExample.html">
<input id="ButtonOne" type="button" value="Button 1"
onclick="javascript:doSubmit(this)">
<input id="ButtonTwo" type="button" value="Button 2"
onclick="javascript:doSubmit(this)">
<input id="ButtonThree" type="button" value="Button 3"
onclick="javascript:doSubmit(this)">
<input id="ButtonFour" type="button" value="Button 4"
onclick="javascript:doSubmit(this)">
<br>
<input id="ButtonFive" type="button" value="Button 5"
onclick="javascript:doSubmit(this)">
<input id="ButtonSix" type="button" value="Button 6"
onclick="javascript:doSubmit(this)">
<input id="ButtonSeven" type="button" value="Button 7"
onclick="javascript:doSubmit(this)">
<input id="ButtonEight" type="button" value="Button 8"
onclick="javascript:doSubmit(this)">
<input type="hidden" name="__EVENTTARGET">
<br>Field 1:<input name="Somethingl">

<br>Field 2:<input name="Something2">
<br>Field 3:<input name="Something3">
<br>Field 4:<input name="Something4">
<br>Field 5:<input name="Something5">
<br>Field 6:<input name="Something6">
<br>Field 7:<input name="Something7">
<br>Field 8:<input name="Something8">
<br>Field 9:<input name="Something9"></form></body></html>
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AJAX Replay

If your web application uses AJAX replay, additional configuration can be required for proper playback in
RTV. See “AJAX Replay” on page 77.

Note: IBM Tealeaf CX UI Capture for AJAX is only available to legacy users.

Menu tools

Through the RTV menu system, you can access all tools for finding and replaying sessions, and also replay
and advanced options to configure RTV to meet your needs.

RTV Menus
The following menu tools are available in IBM Tealeaf CX RealiTea Viewer.

« Some menu items are displayed only in specific views of the data.

— See “Replay view” on page 26.

— See “Request view” on page 59.

— See “Response view” on page 72.

« Some menu tools are selections. When selected, the applicable tool, which is usually a display switch, is
enabled.

For more information on the contents of the application toolbars, see “Application toolbars” on page 146.

File menu
This information describes the different options available in the RTV File menu.

Option
Description

Open
Open a Tealeaf® archive (. tla), a Tealeaf session (. t1ls) file, or a Tealeaf reference (.t1x) file.

« If you create an RTV . exe to which a Tealeaf session is bound, you can select to open all file types
and then select the RTV . exe in the Open dialog to open the session or sessions that are attached
to it. See Create Viewer exe with Session(s) Attached.

Close
Close the current view or search results.
Save
Save the current session.
Save Selected
You can use the Save Selected command to save the selected sessions as a Tealeaf® session file
.tls

Properties
When a
.tls

file is loaded, the Properties dialog displays the version of RTV that saved the file, the version of the
browser on the computer that saved the file, the save timestamp, and additional information.
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Send To

The Send To command saves the session file to a temporary location, starts your email client, and
attaches the saved session file to the email. It functions like the Save As command.

Send Link To

You can send a link to the session through your default email application. When selected, the link to
the session is attached as a . TLX file.

- The entire session is not included.

» You must send or close the email before you continue to use RTV.
Exit

Exit and close the RTV application.

Save As
Use the Save As command to save your current session under a new name.

You can save your session as a Tealeaf session (. t1ls), a Tealeaf archive (.t1a), or a Tealeaf reference
(.t1x) file.

The . tls format is usually used for sending sessions by email or attaching sessions to problem reports.
The .tls format can contain session annotations. The . t1ls format includes copies of all binary files that
are used by all pages of the session. For most RTV users, the . t1s format is appropriate.

The .tla formatis used by the Tealeaf Archive Reader to re-examine a stored session. This format is
normally used by Tealeaf administrators in the development of new events, new RTA rules, and new rules
for privacy blocking or encryption. The .tla format can be indexed by common desktop indexing
programs. The .tla format does not contain any binary files.

e .TLA files can be uploaded to the Event Tester for testing sessions.

Note: Sessions that are saved as . TLA files through RTV can have a different set of events and hits if
session fragments are merged by RTV. To ensure consistency of results, you must verify that any auto-
merging options are disabled in RTV before saving the . TLA file. See “Annotations in RTV” on page 151.

The .tlx format contains the canister identifier for each session and the name of the server from which it
can be retrieved. When the . t1x file is opened, the actual session data is retrieved based on the
references, by using the appropriate authentication mechanism for the accessing Tealeaf user.

Since . tlx documents do not contain session data, TLX files are much smaller in size than .tlsor .tla
files. The format also provides an extra measure of security for session data.

Annotations in a session can be saved to different locations that depend on when the annotation is placed
in the session.

« If the annotation is added and committed to the session while the session is being viewed from the
canister, and before the session is saved to the file system, then the annotation (after commitment) is
saved into the canister and is visible to all RTV users.

« If the annotation is added after the session is saved under a new name, then the post-commitment
annotation belongs only to the copy of the session that is saved on the file system. It is available for
anyone to whom the file is delivered and is not visible in the canister.
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Print
Use the Print command to print sessions to the default printer for your local workstation.

x

Frinter:  Adobe POF [ Print Background Colors and Images
Fage | Title I
Summary Page
1 Tealeaf Webinar: Recorded December 11, 2007
Print Witk
Optionz...

Cancel |

LClear Al

Select Al

Figure 77. Print Session dialog

In the Print Session dialog, select the pages from the session you wish to print. Click the box next to
pages to toggle their inclusion in the printout.

« To select all pages for printing, click Select All.

« Toclear all pages from being printed, click Clear All.

To print the background colors and images of each selected page, click Print Background Colors and
Images.

To print the selected pages, click Print.

 To configure print options that include selecting the printer to which to send the output before printing,
click Print With Options....

Edit menu

This information describes the different options available in the RTV Edit menu.

Option
Description

Copy

When the Session List view is visible, this command copies a list of pages of all selected sessions to
the clipboard.

Delete
When the Session List view is visible, this command deletes all selected sessions from the document.
Copy Session List to Excel

This command opens your installed version of Microsoft Excel displays the list of selected sessions,
by using the columns you select for display. See Exporting session data from RTV.

Copy Search Results to Excel

This command opens your installed version of Microsoft Excel and displays the list of Search Results
in the lower pane of the Session List, by using the columns you select for display. See Exporting
session data from RTV.
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Export Session List to CSV

This command saves the list of selected sessions to a CSV file, by using the columns you select for
display. See Exporting session data from RTV.

Expoxrt Search Results to CSV

This command saves the list of Search Results shown in the lower pane of the Session List to a CSV
file, using the columns you have selected for display. See Exporting session data from RTV.

Select All

Select all sessions in the Sessions List.
Clear Selection

Clear any sessions that are currently selected in the Sessions List.
Search Completed Sessions

You can specify and run searches of completed sessions with this command. See Searching sessions.

Search Within Sessions

After you have searched and retrieved a list of sessions, you can run a subsequent search of the found
sessions. Use this command to perform a search of the sessions that are displayed in the Session List.
See RealiTea Viewer - Session Search and Subsearch.

Event Editox

Opens the Tealeaf Event Manager, the Portal-based interface for creating events, alerts, dimensions,
and session attributes.

View menu
This information describes the different options that are available in the RTV View menu.

Show Image, JS, CSS, etc. Pages

When the Main Window Content pane is displaying a hit in Request or Response view, selecting this
command displays static content files such as images, JavaScript, CSS, and more, in the Viewable Pages
list. In the following example, the Viewable Pages list on the right is displaying static content.

iamahls Fages
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B3 iy et a1 5 bate 15 gr o, com: M S Seme Dre e oe g [0 hips:iiretel-swesc-45 oo come 443 faesh debect
O  hims:iret-s1-5unc-45 o, oom: 441 mages img_spctm
Dl b/ fiet-al-stase-45.0r0, com: Hil hmages fmg bt

Figure 78. Main Window Content Pane

Show Event Pages

When the content pane of the Main Window is displaying a hit in Request or Response view, this
command toggles the display of Canister event pages in the Viewable Pages list. When you enable this
option, if the session contains Canister events, they can now be reviewed and selected as separate pages
in the Viewable Pages list.

Note: In Tealeaf Release 8.0 or later, Canister events are not stored as separate pages. As a result, this
command is not available for sessions that are captured by these versions of Tealeaf. For Release 8.0 or
later, all event data is stored in the fact section of the request. See “Request view” on page 59.

« Acanister event is a read-only event that is monitored within the Tealeaf Canister. These event values
are stored with the session. See "TEM Events Tab" in the IBM Tealeaf Event Manager Manual.

« This command applies only to Request and Response views.

In the figure below, the image on the right side shows the effects of selecting this command.
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Figure 79. Viewable Pages with and without event pages

Show UI Event pages

If the IBM Tealeaf CX UI Capture for AJAX solution is deployed, Tealeaf is capturing and processing user
interface events as part of the session information. These events can be displayed in the Navigable Pages
List as subpages of the page on which they occurred.

Note: IBM Tealeaf CX UI Capture for AJAX is only available to legacy users.

« See "UI Capture FAQ" in the IBM Tealeaf UI Capture for AJAX FAQ.
« See "UI Capture for AJAX Guide" in the IBM Tealeaf UI Capture for AJAX Guide.

Note: In UI event hits, all of the important data is stored in the request, and the response is irrelevant to
replay. For UI event hits in which the reported status code can cause problems in replay, RTV treats the
page as Status Code 200, which indicates that all is well. For example, if the TealeafTarget page reports a
Status Code 404 (Not Found) error, RTV treats the page as a Status Code 200, which allows replay to
continue despite an issue with a page that is not ever replayable. The true status code value reported
from the server is stored in the [env] section of the request.

RTV View
Default Behavior

Request view
By default, UI event hits are displayed in Request view.

« See “Request view” on page 59.

Response view
In Response view, they are hidden by default, as they rarely contain useful information in the
response from the TealeafTarget page.

« See “Response view” on page 72.

Auto replay

When a session is selected, you can choose to automatically replay the session, which immediately
places the session in the RTV browser that is configured for replay that is based on the currently selected
options, and steps through the pages.

IE Cache

Embedded in RTV is a customized version of Internet Explorer through which RTV replays Tealeaf
sessions. To enhance performance of replay, this version of Internet Explorer includes a cache, where
assets common to multiple locations in your web application can be stored on your hard disk for faster
access.

- To identify assets are loaded from the IE Cache, review the Source column for IE Cache in the Page
Load Details screen. See “Context menu” on page 148.
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Figure 80.

IE Cache window

- To select an item, click it. To select multiple items, press SHIFT or CTRL and click them.

Command
Description

Delete

Delete the selected items from the cache.

Delete All
Delete all items from the cache.

Open

Open the selected item in the default application for it.

View in Notepad
View the selected item in Notepad.

Note: This command is useful only for text files, such as .htmor . js files.

Report

Generate a report of the contents of this window in Excel.

Refresh

Refresh the display of the IE cache.

Add Modify Rule
Create an ExternalFileModify rule to change or filter the contents of the captured page when it is
loaded from the cache. See “RTV Profile” on page 159.

Edit Modify Rule
If you have already created a modify rule for the selected item, you can edit the rule when the item is
selected. See “RTV Profile” on page 159.

OK

Save changes and close.
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Show Images

The Show Images command opens the Image List, which is a list of static content that is loaded in the
current document. The Image List itemizes the src= attributes in all pages in all available sessions.

« This list is populated automatically with known content types from sessions as they are loaded. Any
static content that is displayed in one session is available to other sessions that might not contain it.

Note: This list does not contain any static files that are requested dynamically as a result of running

X

JavaScript.
« You can also force a repopulation of the Image List. To populate it, select View > Get Images from the

RTV menu.
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Mo 3233 application/s-javaszcript http: /ftealeal. comdzcrpte/AC_RundctiveContent.jz

Mo 14707 application/w-javazcript hittp: A ftealeaf. com/scniptz/quick menuquickmenu. jz -
Mo 295846 application/w-javazcript hittp: A ftealeaf. com/scnptzthick boxdqueny-latest. pack. |z

Mo 59355 application/w-javazcript hittp: A ftealeaf. com/scriptzthick boxthick bow-compressed. |z

Mo 3202 applications-javascript http: # ftealeal. comdscrpte/vacmall j=

Mo 331 application/w-javazcript hittp: A A tealeal. comdflash 2-minute-overview A0 RundctiveContent.j:
ez 4783 application/w-javazcript hittp: A A tealeal. comdje/Tealeal |z

Mo 1506 application/w-javazcript hittp: /A tealeal. comdje/TealeafClg.jz

Mo h4532 application/w-javazcript hittp: /A tealeaf. comdjs/ T ealeafClient. j=

Mo 4606 application/w-javazcript hittp: A A tealeal. comdjs/ T ealeafClientClg.jz

Mo 9302 applicationw-javazcript hittp: /A tealeal. comdje/TealealEny = o
- ; : .. : | -

[elete | [relete Al | Open | Yiew in Motepad... | Repaort... |
Save.. | Savedll. | Add Modiy Rule.. | Edit Modify Fue.. | ok |

Figure 81. Image List

Column
Description

Mod

Avalue of Yes indicates that an external file modification rule is created for this image. For more
information about modifications, see “RTV Profile” on page 159.

Size
The size of the file in bytes

Content Type
The content type of the image

Image Name
The full URL of the static file

At the bottom of the Image List, you can select the following commands:

« Delete - Delete selected image from session
- Delete All - Delete all images that are displayed in list
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Note: Profile rules that reference deleted images are not updated or removed. During subsequent
replay, you may encounter replay errors if these replay rules are not corrected.

« Save - Save the selected image to your local computer

- Save All - Save all images to your local computer

- Open - Open the selected image in the file's viewing application
 View in Notepad - View the file in Notepad.exe

« Report... - Generate a tab-separated report on the contents of the image list, including the size, content
type, and the URL of the source image.

« Add Modify Rule... - Add an External File Modify rule to your profile. For more information about
modifications, see “RTV Profile” on page 159.

- Edit Modify Rule... - If the image has an external file modify rule that is created for it, you can edit it as
needed. For more information about modifications, see “RTV Profile” on page 159.

List Session Pages

When search results are displayed during replay of a specific session, the List Session Pages command
has two distinct modes. It operates in different ways if it is started from the replay of a single session or
from a Search Result page.

List Session Pages during replay of a single session
When you select View > List Session Pages when a single session is opened, the Session Pages dialog
displays all pages in a session.

sessionpages

Page Count a3 Sezzion ID; 273258

Total Erors: 0 Session Stark 05A 77200 08:24.15 AM

Total Events: a Sexsion Duiation:  00:07:25

Carcelled Pages: 6 fyg Page Gerr 0,006

Corn Type: Aoveg Metwork Tre  0.749

Remote Host 75.185.23.201 AvgFRound Trip 0155

Seszion fragments: 0 | :J

¥ Show Images JS, [55 ete pages [ Show Cuent bt r_qx_] Copy fo Notepad,
Page || ¥ | Page Tale | URL | Timestamp | Gen Time | Net Time | FoundTiip | Bytes | Statuz | Search Results -
&1 ¥ Custome., / 051 7/201008:24.15AM 0004 0429 0,494 19352 200 crimpact

0z fecripted.. 0BAT7201008:24.154M 0.0 0239 0401 14707 200

[ fsoriptsd.. 0SAT/201008: 2416 40 0003 oos? 0,030 3233 200

04 feoaiptsd.. 0BAT/2010 08:2416 2 0002 0287 0,389 29846 200 =
Os feetiptsd 0BATF201008:2416 40 0002 0.0as 0am 5995 200

Oe feciipts/, DEAT7201008:24:20 AM  0.002 0225 0.227 8202 200

a7 ¥ vialeale.. /patrer. 05A17/201008:24;354M 0006 0104 0 22668 200 campact

Ea Jeeriptsd.. 0BATF2010 082435 48 <0007 0123 0123 ] an4

O3 fscaiptsd . 0BATF/201008:24:36 AM 000 0.0e7 0,088 0 304

B 10 Jpartner.. 081772010 08:2453 M <0007 0123 0129 0 0

Hn ¥ oaleale. /patner.  0SA7/201008:24534M 0006 0106 0113 40075 200 crimpach

012 fzoaipted,. 0BA 772010 082453 4 <0000 0038 0,093 1] 304

13 fecaiptsd.. DBATF201008:2455 4 0.0 0.098 0.100 1] an4

14 fpatner..  09/1772000 0B:25:07 &M <0.001 0123 0129 0 0

815 ¥ viaTeale.. /patner. 05A7/201008:25.07 &M 0007 0105 012 26308 200 cumpact

018 fecaiptsf. 0BATF2010 0B8:25:07 AW <0001 0.098 0,099 1] ans

a 17 fscaipkss 08772010 08:25:08 A0 <0.001 0.0s? 0.087 0 304

18 fpatner..  08A1772010 08:25:25 4 <0001 0.oae 0,092 1] ]

E 19 ¥ viaTeals.. J/paitner.  0SA7/201000:25:254M 0005 010z o108 35030 200 campact -
.‘_IH AR SR e R S s aam ~aain - e ¢ ol

Figure 82. Session Pages

The total number of fragments in the session is listed above the table, and the currently displayed
fragment is listed in the textbox.
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If the session is not fragmented, this box is empty.

To display a different fragment, select it from the drop-down list.

To toggle the display of events in the list, click the Show Event Hitscheck box.

To toggle the display of static content pages like images, JavaScript, click the check box next to Show
Images, JS, CSS, etc. pages.

« To copy the contents of the List Pages pane to a new text file in Notepad, click Copy to Notepad.

For more information about the columns in the table, see “Viewable Pages list” on page 32.

List Session Pages from a search session segment
When Search Results are displayed and at least one session is selected, the List Session Pages command
opens a Pagelisttab that displays all of the pages in the selected sessions.

An example of the Page List tab is shown in the figure below:

Sesgon [D | T “zan Time | NetTims Stabus | Search Resuks | d

[ #7ss80 L o5/ 7j201001:22:03PM 0,005 0.071 0.0 13237 200 Jeupportilogin. asp

[0 z7=680 3 O5/17/201001:22:04 PM 0005 0.029 0.0 2862 200 Jaupportilogn_frame.asp

[ 275680 5 05/ 7IZ010 00205 P 0.007 o.14] 0. 845 Fl4s 200 Jresourcesiasset -bhraryidefauk.asp

3 275680 B USATR00 012447 PM - 0,014 0.me 0033 44665 200 Jresouncesblog, &

@ 275660 g WS TRII0 012447 PM 0.0 040 022 44665 200 Jresourcesiblog, &p

275680 L0 05 T201000:25:08 P 0,007 oo 0.0 13860 200 Tresourcesjaducationdef st asp

O z7es80 ¥} o5/ 1712010 012808 P 0,000 0104 .18l 26795 A Jresourcesfsducstion/default. ssp

O z7=680 1z O5/17/201001:25:20PM  0.006 0.031 0.037 24843 200 Jresourcesinewsktteridefsuk asp

B 275680 13 O5/17/201001:25:20 FM 0,006 0.091 0.0 249897 200 Iresourcesirewsketterfdef k. asp

M 75680 14 05171010 00:25: 23 PM  0.005 oMo 0016 780 200 Jrersounces|def aul,

@ 275680 15 DSALTI2010 002523 PM 0,006 0.023 0.3 23310 300 Jrasourceddel sult, 50

H 275680 L& OSfLTI201000:25:27PM  0.006 0,009 0085 3780 20 Tresources)asset-Fbraryidef auk . ssp

O 27ss00 L7 O5/1 712010 01:28:2T P 0.006 0.024 0.0 16 2 Jresources|ssset-bbraryidefauk ssp

O 27ss80 LE OS/17[201001:25: 36 PM 0006 0.023 0.030 23814 200 Jechatiors challengesidefak asp

[ 75680 5] O5/17/2010 01:25: 42 FM 0,006 0.079 0.0 J13E7 200 Jproducts idef ault, asp

3 275680 2 OS/LT201001:25:55PM - 0.007 amz 0.0 25938 200 Iproductsicolonnact . asp

@ 275660 2l 05/ TR0I0 012645 P 0,006 oMz 009 3347 200 Joroductsdel aul, o

3 275680 22 SN TR0I00:ENIS P 0,010 oz ooez 23310 200 Jresourcesidef auk. asp

O 78660 2 OSATR010 012X PM 0,007 ame 609 29843 A0 Tresourcesinewsketberjdefauk. asp

O zyse80 24 051 7[2010 012732 P 0.006 0.105 0.0z 29887 200 Jresourcesinesshtteridef suk_asp

@ z7=680 5 O5/L7/201001:27: 34 PM  0.007 0.037 0.0H44 31146 200 Jresourcesiasset-lhrarydefauk asp

1 275680 6 O5/I7/Z010 01:27:41 FM 0,007 0o 0.0f% 22130 2 Jresourcesfasset-brarylassat_ibracy_reg.asp

3 275680 5 DSAETI20I000:2%39 PM 0,006 0116 D.az2 24901 200 Jraspurcasrewsketber idef sk asp

[ 275660 36 OS/ETR01001:2%41 PM 0,006 0023 00 20160 200 Jresouncesfdef sk, &5

O 275680 w 05 F201000:2%41 PM 0,006 0119 0oz 200 200 Jresourcesidefauk. asp

O 2v=s80 B O5/17[201001:2%44 P 0.00% 0.053 0.080 36856 200 Jostomersirase _studies, 2sp

[0 275660 39 05/ 7/201001:29:43 PM 0,005 0.011 o.oiT 25192 200 Joustomers)portal. asp

[ 75680 a0 O5/17J201001:2%43 FM  0.006 0,082 0,0 25182 200 Joustomerslportal asp

[ 275680 41 U5/ TI2010 01:30:14 PM 0,006 onze 002 His 200 Jrensouno | anset-bhoar yidel sk asp

O 275680 42 DSALTI20I0 003022 PM 0,006 0,025 02 22130 200 Trasourcasassel-ibraryiasiel_rary_reg. o
a
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Figure 83. Page List

.......... Jusaak Bessii e i s

When a single session is selected, the resulting Page List dialog includes the Session Canister ID. When
multiple sessions are selected, the tab includes a simple numerical sequence number.

As shown in the preceding figure, the PageList session segment looks identical to the Hit session segment
returned after a Search. Just like the Hit Session Segment pane, this dialog can be customized.

« To customize, right-click in the table and select Customize View....
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List ESI/Missing/Cache page data

When the currently loaded sessions contain ESI, missing, or server-side cached content, this selection

opens the following window, which provides information about these objects.

ESI/Missing/Cached Pages x|
Status Code | Skze | Contert Type [ Timestamp | RemoteTimestamp | urL
200 123579 textfhbmi; charsetsiso-8259-1 02j14f2011 05:25:53 PM 02f23/2011 01:18:34 PM http
M 136615 bt hkml; charsetsiso-58559-1; charset=UTF-8 02/14/2011 08:26:05 PM 02{14/2011 08:26:02 PM http
HIA 136618 texckfhbmd; charset=iso-8859-1; charset=LTF-8 02f14)2011 083:27:22 PM 02 14/2011 OB:27: 18 PM htkp
MIA 136617 texkfhkml; charset=is0-8859-1; charset=UTF-5 02/14/2011 08:28:05 PM 0zZ) 14,2011 08:26:00 PM htkp
MIA 136617 texk bkl charset=is0-5859-1; charset=UTF-5 02f14/2011 08:28:43 PM 02/ 14/2081 08:26:40 PM hitkp
MIA 136617 texkfhird; charset=ls0-8859-1; charset=UTF-8 02/14/2011 08:29:22 PM 0142000 08:29:19 PM htkp
4| ]

Figure 84. ESI/Missing/Cached Pages window

« To save an object to your local hard disk, click Save....
« To view a text-based object in Notepad. exe, click View in Notepad...

Column
Description

Status Code
Status code that is associated with the object

Size
Size of item in bytes

Content Type
HTTP content type information

TimeStamp
Timestamp reported by Tealeaf

Remote TimeStamp
Timestamp reported by the cache server

URL
URL for the object

Location
Location from which the object was retrieved:

e LiveSite - from the origin server
« RemoteTLI - from a TLI file that is stored on a remote server

TLI Name

If the object is stored in a TLI file either locally or on a remote TLI server, the TLI file name is listed.

MD5
MD5 associated with the object
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Commands
The following commands are available for use.

View Request: When a session is selected for replay, use this command to view the request data for the
session. See “Request view” on page 59.

View Response: When a session is selected for replay, use this command to view the response data for
the session. See “Response view” on page 72.

View Events: When a session is selected for replay, use this command to view the events that occurred
on each page of the session. See “Events view” on page 73.

Show Page Load Details: When a page of a session is selected in Replay view, use this command to view
the page load details for the page. See “Context menu” on page 148.

Note: The Page Load Details option is only available in Replay view.

Report: You can create an HTML report of either a summary of sessions or a list of all pages by using the
Report command.

Toolbars
Use this command to select the toolbars to display in RTV and to configure toolbar options.

Available toolbars:

« Main Toolbar

« Replay Navigation Toolbar

» Request/Response/Replay Toolbar

» Page Dropdown Toolbar

« Search Toolbar

« To toggle the display of text on each menu button, click the Display Toolbar Labels check box.

« To hide from display any toolbar that does not apply to the currently active RTV view, click the Hide
Toolbars check box.

- To apply toolbar changes, click OK. The available toolbars are updated to reflect the changes.
- To cancel changes, click Cancel.
Show HTTP header

When a hit is selected in Response view, this command displays the HTTP headers sent by the web server
to the visitor.

The following figure shows an example of a Response view with HTTP headers. The HTTP headers also
can be displayed when the Response View is in Hex display mode.

a

Figure 85. Response view

Note: If the HTTP Header Skip option is set to NEVER, then RTV has no knowledge of the lines that
compose the header, so RTV cannot display the HTTP header in Response View.

Zoom

In Replay view, you can use the Zoom tools to change the magnification of the main window.

« Set to Fit to change the magnification so that the entire page fits in the display window.

« SettoFit in Width to change the magnification so that the page width fits in the main window width.

— This setting is automatically enabled for replay of mobile sessions if replay screen size is controlled
by user agent attributes.

— This setting is not supported for IE6.

138 RTV User Manual



Note: For mobile browsers, screen dimensions are populated in the Extended User agent section of
the request by the Tealeaf Reference session agent. Enabling this function requires the IBM Tealeaf
CX Mobile module, a separately licensable product for the IBM Tealeaf CX system. for more
information, please contact your IBM Tealeaf representative.

— For more information about mobile browser replay, see "Search and Replay for Mobile Web" in the
IBM Tealeaf CX Mobile User Manual.

« This setting is applied globally to all sessions loaded in RTV.

Show Viewable Pages list
When Show Viewable Pages is selected, the main window includes the Viewable Pages list on the left
side.

Show App Events: This option toggles display of application events in the Viewable Pages List, when that
pane is displayed.

Show Form Fields: When the Show Viewable Pages list is displayed and the Form Fields Pane command
is selected, the Show Viewable Pages pane includes the Form Fields Pane.

Tools menu
This information describes the different options that are available in the RTV Tools menu.

Option
Description

Add Annotation
When a page is selected, you can add an annotation to the page, which can be used to provide
additional contextual information such as support case numbers, troubleshooting notes, and similar

useful information. Annotations are stored with the session data, when it is written to disk or back to
the server. To delete a created annotation, right-click the annotation on the page and select Delete.

Save Annotations

When one or more annotations are added to the session, this option becomes available. When
selected, the unsaved annotations are stored with the session data in the Canister. You can save
annotations to active or completed sessions.

Note: Annotations are not available for search until the session has been indexed or re-indexed. You
cannot search for annotations in active sessions.

Diff Sessions

When two sessions are selected, you can use this command to display differences between the
sessions. The Diff Sessions command can be used in Request view or Response view.

Create Viewer exe with Session(s) Attached

You can use this command to create an executable file that contains viewer controls to replay only the
selected sessions, which are attached to the file. You can open the session file that is attached to an
RTV .exe through RTV. See Open.

Results Sets

Use the Results Sets command to review, copy, delete, join, and analyze saved result sets. Optionally,
you can configure RTV to automatically create and save result sets for each set of returned search
results. See Managing result sets in RTV.

Find and Mexge All Fragments of this Session

During normal operations, some sessions can become fragmented because of interruptions in user
activity or other unanticipated reasons. Using this command, you can run a search for session

fragments that are related through one or more variables in the request. Fragments with matching
variables are joined to form a single session in the sequence that is dictated by the timestamps on the
session data.
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Update Active Session

If a selected session is still being actively generated by a visitor's actions, you can use this command
to update the Session List with the latest captured data from the session.

AutoConfig from Tealeaf Master

Updates the local configuration that is based upon the selected Tealeaf® server. You can automatically
configure all servers for searching, editing events, and updating shared profiles by entering the name
of the main Tealeaf server. All settings are then retrieved from the main server. This option is
especially useful when there are multiple processing servers.

Options
Opens RTV options.

« Advanced Options tab
» RTV Profile
- Replay tab

Get Images Context Menu
When the download is complete, the following options are available in the context menu.

Right-click an entry in the list and select one of the following options:
Option
Description

Copy URL to clipboard
Copy the URL of the selected content to the clipboard.

Copy all to clipboaxd
Copy all the URLs in the list to the clipboard.

Open URL
Open the downloaded content in your default browser.

View Data
View the raw data through the browser.

View Data in Notepad
View the raw text data in Notepad. exe, which is useful only for text-based content.
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Host/Port remapping

You can control from where non-captured static content is retrieved during replay using the Host/Port
Remap dialog. These settings are stored in a profile, which is explained more in the section about
Profiles.

Host/Port Remapping

Hosthame:

| internal. nordicbank. com j Add Hostname

" Mo Remapping

+ Remap host to; nordicharnk. com

" Remap host to NULL server

Fiemap Ports:

Fror: | To | &dd Port 1

2001 80 |

Fratocal;

k. | Cancel

Figure 86. Host/Port Remapping

In the Host/Port Remapping dialog, you can specify the translation from one host name to another or from
one port number to another. You can also force all requests for pages or static content files to use http or
https, regardless of how the visitor requested the page or binary file. Remapping a host to a null value
forces all binary files that are requested for that host to return a null. This null remapping may be
necessary when the host name of a site on the Internet is not accessible from behind a firewall.

In the above example, the defined hint maps binary file requests from
internal.nordicbank.com:2001 to request that same page from the name nordicbank.com: 80.
The "Always http" setting in the Protocol drop-down is configured to make requests for the binary files
using the HTTP protocol, even if the visitor made the requests by using the HTTPS protocol.

« Toremap to the default HTTP port, set the remapped value to 0.

After remapping, the host names that are displayed in the status bar and in the viewable pages list are
updated to reflect the remapped host.

FramePlacer
The FramePlacer tool assists you in creating profile rules and hints to help RTV reassemble child frames
and framesets. The outputs of this tool are the hint lines in the Profile file.

Note: The FramePlacer does not work well with dynamically generated framesets. During replay, you can
select Replay Rules from the context menu in the Viewable Pages pane. Then, select Place this
page in a frame. A list of available frames is listed. This command also instructs RTV to always place
the page in a specific frame and creates a profile rule.

To begin, in the Viewable Pages list, you can select the file in the left plane. Then, select Tools >
FramePlacer.
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Figure 87. FramePlacer

The URL text block contains the URL of the selected page, and the HTML Title of the page, if available, is in
the Title text box. The two drop-downs on the right initially display _top, which is also displayed in the
Available Frame Targets list box. These references indicate that the page is identified to RTV as a
standalone page currently.

RTV does not know where to place the URI, so you must define it. Usually, the frameset is the one
referenced in the page that is displayed in the session before the page in FramePlacer. To select a
different frameset, click the Select Frame Set drop-down. The following figure shows the framesets
available in the session.

Select Frame Set: |_tu:||:- Lj

Select Target Frame:  |Frameset from page 13

Frameszet from page 16
Frameszet from page 13

Figure 88. Framesets in a session

After you select a frame set, you must configure the target frame, which is the pane within the frame set
where the page belongs. The following figure shows that the frameset on page 19 has two named frames,
"content" and "lookup".

Select Frame Set: ] Frarezet fraom page 19 L]
Select Target Frame: ] _v]
content
lookup

Figure 89. A frameset with two named frames
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Creating a Frame rule
If you close the FramePlacer window without saving the hint, it is discarded. To save the frame rule that
you have created, click Create frame rule for this page. The Create Frame rule dialog appears.

Create Frame Rule

Page Title: |

Page URL: |.-"I'I'I-EI[S.-"EQE!HC_','.-"EIEa"l:lﬂlkPiCkE!rLDDkup.iSl:l

[ Include queny string

Frame M arne: |I|:u:|ku|:|

Prafile S ectian: |www.pEn:|.n::n:|m

] | Cancel

Figure 90. Create Frame Rule

The URL for the page and the name of the frame are displayed. If you want, you can use a "*" as a simple
wildcard in any URI.

If you select Include Query String, the entire query string from the Request is included in the rule. Include
the query string if the name of the page is insufficient for specifying the content.

The Profile Section textbox identifies the specific Replay Mapping Section in the Profile into which to
place the frame rule.

The created frame rule is displayed in the following figure:

[www.pCo.com]
SERVER_SUBST_MODE=0
FRAME1=/marsfagencyloefpolkPickerLookup.jsp.lookup

Figure 91. A Frame rule

This rule specifies that the URI polkPickerLookup. jsp must be placed in the nearest prior lookup
frame.

Additional frame rules are numbered sequentially as they are created.
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Fragments merge options
RTV can be configured to attempt to merge all session fragments into a single, unified session for replay

purposes.
Find Session Fragments i ﬂ
— Merge fragmentz bazed on: — Search

Request vanable Al curently selected indexes Set |
(for emarnple, iamie TLTSID _ Fesst | T

i+ Adiacent hours:
12

=

Field string

j " Date Range

I.ﬁ.utnmatic

From:
Itltstssesnid LI 20520011 -

Walue string To | 241042011 vl
I.-’-\-.utn:-matin:: j

|82F1 Z23C0BA1E 71 433E 362429601 FED I~ Autamatically get fragments on session apen

¥ Display failure messages in automatic mode
Rezulting Search String;

I[tltstssesnid cohtaing 92F1223C0BA1E 7 1433E 36: ] I Cancel

Figure 92. Find Session Fragments

Before replay is run, RTV completes a search of the session indexes that correspond to the settings
specified in the preceding dialog. When matches are found for the sessions through the indexes, RTV
assembles the pieces of session into a single, integrated replay experience.

- Since RTV uses the Canister's indexes for locating session fragments, fragment merging does not apply
to active sessions.

« Sessions stay fragmented within the Canister. These fragment merge options must be respecified
whenever the session is requested.

Note: RTV uses the Canister indexes available through Search Server to locate session fragments to
merge based on the parameters that you specify. As a result, you can specify only request variables that
are marked for indexing. Other request variables that are not indexed cannot be used to specify as the
identifying key for merging fragments.

« For more information about the request contents that are indexed for search, see "Configuring CX
Indexing" in the IBM Tealeaf CX Configuration Manual.

The following sections describe the options for merging session fragments.

Merge
These options define the criteria on which session fragments are determined to be from the same
session.
Option
Description
Request variable

You can specify an indexed variable in the request in the form of <request_section>/<variable>
to use as the basis for the merge.

- To reset merge options to default values, click Reset.

Field string
You can choose a data field whose value is used to match session fragments.
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« Automatic allows RTV to resolve the field string to use.
« Custom allows you to specify the field string.

Value string
This area can be used to define the value of the field string on which to merge session fragments by
using Automatic or Custom values.

Search
These options define the scope of the search for session fragments.

Option
Description

All currently selected indexes
When selected, RTV searches all currently selected indexes for matching session fragments.

 To select different indexes to search, click Setup.... See “RTV Search Setup” on page 81.

Adjacent hours
For any session fragment, RTV can be specified to search a defined number of hours before and after
the timestamp associated with the fragment.

Date Range
You can search specific dates for matches.

Automatically get fragments on session open
After session fragments are merged, you can choose to automatically have all merged fragments to be
integrated into a single session when the session is opened.

Display failure messages in automatic mode
In Auto Replay mode, you can choose whether to display messages when session fragments cannot
be merged.

Window menu
This information describes the different options that are available in the RTV Window menu.

Option
Description

New Window
Opens a new RTV window.
Cascade
Cascades the opened RTV windows.
Tile
Tiles the opened RTV windows.
Arrange Icons
Arranges any iconized RTV windows.
Current Windows
You can access currently opened windows in RTV at the bottom of the Windows menu.
Help menu
This information describes the different options that are available in the RTV Help menu.

Option
Description

Help for this page

Access help from inside RTV. Tealeaf® Help contains the latest documentation for each version of IBM
Tealeaf CX RealiTea Viewer.
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Product Documentation
Review the PDF documentation for RTV and all IBM Tealeaf products.
About
Review version information for your installation of IBM Tealeaf CX RealiTea Viewer.

Note: If you are contacting Tealeaf® Customer Support, you can be asked to provide the IBM Tealeaf
CX RealiTea Viewer and web browser versions that are listed at the bottom of the About screen.

Application toolbars
Above the main application window, you can use the displayed toolbars to access common functions.

« You can choose which toolbars to display in RTV. See “Toolbars” on page 138.

Main Toolbar
Descriptions of buttons on the Main Toolbar.

m H 8 8B » | B8 @ B

Qpen  Save fs  Prink Pagelist Update SubSearch  Search Report

Figure 93. Main RTV Toolbar

Button
Description
Open
Opens a saved session file.

Save As
Save the selected session under a new name.

Print

Print the contents of the selected pane.
PagelList

Toggle display of the Pages List.
Update

If an active session is selected, you can click the Update button to query for and retrieve any pages
that are added to the session.

SubSearch
Specify a subsearch of the currently active search results. See “Session search and Subsearch” on
page 86.

Search
Specify a new search for sessions. See “Session search and Subsearch” on page 86.

Report
Generate a report of the currently selected sessions or all sessions available in the segment. You can
export summary, list, or detailed reports.

Replay Navigation Toolbar
The Replay toolbar is available when Replay view is active.

« See “Replay view” on page 26.

k= &« = = @ 2 @

First Pres: Mexk Lask Stop Hilite  Refresh

Figure 94. Replay Navigation Toolbar

Button
Description
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First
Start replay from the first page of the session.

Prev
Start replay from the previous page of the session.

Next
Start replay from the next page of the session.

Last
Start replay from the last page of the session.

Stop
Stop replay.
Hilite
Toggle the highlighting of UI events on the page.

Refresh
Refresh the replay view.

Note: When you refresh an active session, the currently displayed page is not refreshed. When UI
events are part of the currently displayed page, a refresh can cause replay to jump to the previous
standard page and disrupt the replay.

Request/Response/Replay Toolbar
A description of the buttons available on the Request/Response/Replay Toolbar.

REQ RSP P

-

| Reqguest Response Replay

Figure 95. Request/Response/Replay View Toolbar

Button
Description

Request
Switch to Request view. See “Request view” on page 59.

Response
Switch to Response view. See “Response view” on page 72.

Replay
Switch to Replay view. See “Replay view” on page 26.

Page Dropdown Toolbar
A description of the Page Dropdown Toolbar.

I? - Dizcover Customer Expenence Management [CER)] j aof 38

Figure 96. Page Dropdown Toolbar

To jump to any page in the session, select the page from the dropdown.

« Pages are listed by page number in the session and the title of the page.
« You can use the page dropdown to jump to UI pages.

Search Toolbar
A description of how to use the Search Toolbar.

About this task
| |Free Teut L‘ lequal j ladfewr43 j I.-'l'-.n_l,l Dated/Time j Search I

Figure 97. RTV Search Toolbar
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You can use the Search toolbar to quickly specify a field search of completed sessions in the currently
selected canister or canisters.

To specify a search of a specific field:

Procedure
1. Select the type of search from the first drop-down:

« Free Text - Searches all indexed text.
« Request Text - Search the request text.
« Response Text - Search the response text.

« Page Count - Search for sessions that contain an equal, greater, or lesser number of specified
sessions.

« URL - Search for specific URL values. This value is derived from the appdata/TLT_URL variable in
the request.

« Client IP -Search for a specific IP address for a visitor. This value is contained in the
REMOTE_ADDR field of the request.

« Domain - Search for a specific domain. This value is derived from the appdata/TLT_SERVER
variable in the request.

2. For numeric value fields, such as Page Count, you can specify comparison operators.
» For text searches in this toolbar, all searches use the equal option.

« For more information about what can be entered in these values, see “Search syntax” on page 104.
3. Select or enter the search term for which to search.

« The drop-down contains recent searches that you have run.

4. From the Date drop-down, you can specify the preceding time in which to search for results in the
canister or canisters.

5. To run the specified search, click Search.

Context menu
In the Page Load Details window, you can use the context menu to complete the following commands.

Menu Item
Description

Host/Poxrt Remap...
Starts the host and port remapping dialog. See “RTV Menus” on page 128.

Copy URL to clipboaxd
Copy the selected URL or URLs to the clipboard.

Copy all to clipboard
Copy all URLs to the clipboard.

Open URL
Open the selected URL in a browser.

Block this URL from contacting remote host
Block this specific URL or URL pattern from contacting a remote host during replay. In the dialog,
enter the URL to block.

« You can use ? or * wildcards in specifying the URL.
« To replace the entire query string with a * wildcard, click Replay query string with wildcard.

- If possible, the request is satisfied by the session data even if blocked. If the data is in the browser
cache internal to RTV, the request continues to be satisfied from there.

- Blocked URLs are represented by an icon in thePage Load Details page, and the Source column
indicates Block Rule.

« Blocked URLs are saved as replay rules in the Profile.
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Remap URL...
Remap the URL for the selected external resource to a new URL. See “Remapping URLs” on page 149.

Post Data
(if request is a POST) contains a submenu that lists POSTed data items. The submenu contents vary
based on the content type of the POSTed data:

» Forapplication/x-www-form-urlencoded data, submenus list individual form parameters.

« For text/xml data, a single submenu that is labeled XML, followed by the number of bytes, is
displayed. Selecting the XML submenu item displays the XML data in its raw format and in an easier-
to-view format.

- For AMF data, the menu label is AMF, followed by the AMF IDs of the messages that are contained in
the POST. Selecting this submenu item displays a decoded version of the AMF POST.

Pages
(if request is a POST) contains a submenu listing pages in the session whose URLs match this request.

- Each submenu item indicates whether the page's POSTed data matches the data that was POSTed
during replay. For those items that do not match, additional submenu items list the data items that
do not match.

» Forapplication/x-www-form-urlencoded data, the submenu items list matching page URLs
and differences between POSTed data and captured parameters. Selecting a listed parameter
initiates configuration of an IgnoreReqVarForURLMatch rule.

 For AMF data, the submenu items list individual message IDs and the 20 IDs surrounding each
message. They show differences between decoded flattened versions of the AMF data, which allows
you to compare values in them.

« For XML data, the submenu items list matching page URLs. They show differences between
flattened versions of the XML data, which allows you to compare values in them. You can use these
comparisons to debug Ajax replay issues. For example, some parameter value on Ajax calls
generated during replay never match the values that are generated during the original session. You
can use listed parameters to create rules that allow RTV to ignore them when it tries to determine
which captured Ajax page best matches requests that are made during replay.

« To view the source data of any matching page, click View....

« To compare the submitted post with any matching page, select Diff.... See “Diffing posts” on page
151.

Request Headers
Click to view name-value pairs in the header of the request.

Response Headers
Click to view name-value pairs in the header of the response.

View Response Text...
When the selected object is an AMF hit, this option decodes the binary object and displays it in text
formin Notepad.exe.

Remapping URLs

You can use the remapping URL feature to remap the URL of content external to the captured pages of a
session to a new destination. Remapping URLs is commonly used in situations where the external content
is not available or accessible from the original site, and a copy is saved on another server to which you can
remap the URL.

About this task

Note: This feature applies only to external content. It cannot be used to modify the URL of captured
pages.

This remapping feature simplifies the response modification methods.
Advantages:

« You can modify based on content that you can see, instead of working to locate the content to remap.
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« This method circumvents potential cross-site scripting issues that can occur in response modification of
some sites.

To remap a URL, right-click the resource in the Page Load Details display and select Remap URL.... The
following dialog is displayed:

Remap URL x|

Edit the URL wou would like to remap. This is a regex pattern.

I htkpsffexample, tealeafh, comfmagento/skingfrontend) def aulkfdef aulk fimages/ph_callout_left_rebel.ipg

Replace query string withawildcard

Formnat the replacement URL using the Formatting options and guide below,
Example URL; htkp: ffone, stuff . com:80/twothree/page. asp?param=ong
%=1 praokacal htkp
o2 hiosk one. stuff,com
%3 pork &0
%4 Full host spec htkpsffone, sEuff, corm: 80
%5 Full path [bwojthree/page, asp?param=one
%6 path no query Tbwofthree/page, asp
%7 base page name page, asp
o QUErY param=one

| % 4%

—Test the pattern and output Format

Test input URL string:
I http: ) fexample) kealeaf. comfmagentofsking frontend)def ault Test | Found

Outpuk:

| http:/fexample. tealeaf . com/magentofskingfrontend/default fdefault fimages/ph_callout_left_rebel

Ik I Cancel

Figure 98. Remap URL dialog

The formatting options that you select are applied to the Output that is generated by applying the Regular
Expression to the Test Input URL string. Complete the following steps to remap the URL.

Procedure

1. Edit URL: The URL of the resource you selected is displayed in the topmost textbox. You can edit this
URL to make changes as needed. The URL is a regular expression pattern, so you cam make changes
using regular expression patterns.

- If the URL contains query parameters (all content after a ? in the URL), you can replace all of this
content with a wildcard, so that any instance of the URL is remapped. To remap all instances of a
URL with query parameters, click Replace query string with wildcard.

- For more information about regular expressions, see “Regular expressions in the RealiTea Viewer”
on page 197.

2. Format replacement: In the second textbox, you can format the output string by referencing
components of the example URL. In the example, the entire URL is replaced by adding the following
options:
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%4%5

3. Test Input URL: By default, this text string is the URL of the resource you selected. You can modify this
text string as needed.

4. Test remap: To test the remap, click Test. The regular expression that you created is applied to the
test input URL and formatted by using the formatting options you specified to generate the Output
URL.

- If the regular expression was able to be successfully applied to the input string, then a Found
message is also displayed.

5. Output URL: The generated URL.
6. To apply the URL remapping, click OK.
7. The remapping is applied to the opened session as a new replay rule.

Diffing posts

For POSTed pages, you can compare the posted data from the page to the data that was posted during
RTV replay. Using this feature, you can track down discrepancies that can impede or break replay of
AJAX-based web applications.

For example, suppose that you identify a page in which a 404 error occurred while you are requesting
content during the replay. When you right-click the data and select Pages > Diff, the following information
can be displayed:

Matches: 16

Captured diffs: 1
/SOAP-ENV:Envelope/SOAP-ENV:Body/tns:GetMineSubsidance/tns:effDate/#text=
20100921

Requested diffs: 1
/SOAP-ENV:Envelope/SOAP-ENV:Body/tns:GetMineSubsidance/tns:effDate/#text=
20101202

In the preceding example, 16 items on the destination page were matches, and one was not. You can
compare the captured diff counts and data to the requested diff counts and data to analyze the issue: A
difference in the date parameter caused the request to generate the 404 error.

With the provided information, you can create replay rules to ignore these requests or to remap them to
the original URL to best match the original request during replay.

« See “Replay rules” on page 47.

Annotations in RTV

During replay of active or completed sessions, annotations can be added to the stored session to provide
contextual information that is supplied by the Tealeaf user.

About this task

For example, if the session covers a problematic customer transaction, a customer support
representative can add an annotation through RTV to identify the page where the customer had the
problem.

« Annotations that are created on pages that are identified as non-viewable are moved to the preceding
viewable page in the session.

« Annotations are not saved in exported Tealeaf archive files (TLA).

Note: After you create annotations, you can search for them through RTV and through the Portal. For
search purposes, it is useful to employ a standardized lexicon for annotations.

To add an annotation:
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Procedure
1. Click the Replay tool in the toolbar to select Replay view.
« See “Replay view” on page 26.
2. Select the page to which you wish to add an annotation.
3. Right-click the main window, and select Add Annotation....

« Inthe RTV menu, you may also select Tools > Add Annotation.
4. In the popup, enter the text of the annotation.
5. The annotation is added to the page in Replay view as a yellow window or icon, if the annotation is
closed.
- In the Viewable Pages list, you can identify pages that contain annotations by scanning the Yellow
Icon column.

6. You can leave the Annotation window open, or click the X in the corner to make it appear as an icon.
The open state is saved with the annotation and is restored on subsequent loads of the session data.

Results

To open an annotation:
Right-click the annotation icon in the RTV main window and select Open Annotation.

To delete an annotation:
Right-click the annotation icon in the RTV main window and select Delete. The annotation is removed
from the page.

You may also create annotations through Browser Based Replay. See "Tracking Interactions through
BBR" in the IBM Tealeaf cxImpact User Manual.

Availability of annotations through search
After you have added, edited, or deleted an annotation, the session is queued for reindexing. When the
session has been reindexed, changes to its annotations are now available for search.

« If multiple changes are made to a single session, each change is queued. If possible, the indexer
reindexes all changes at the same time.

Note: Depending on the length of the queue at the time annotation changes are saved, it may take a few
minutes before the changes are available through search of completed sessions.

Note: Since annotations must be indexed for search, you cannot search for annotations in active sessions.

Working with annotations
You can search for annotations through RTV or the Portal.

« See “Session search and Subsearch” on page 86.

 See "Searching Session Data" in the IBM Tealeaf cxImpact User Manual.
Search templates can be configured to enable searching for annotations.

- See "Configuring Search Templates" in the IBM Tealeaf cxImpact Administration Manual.
« For more information about search templates for RTV, see “Search templates” on page 111.

Session fragmentation
For a single session identifier, you can discover that the session is stored in two or more pieces. Session
fragmentation can occur for intentional or unintentional reasons.

Active session data is stored in the Short-Term Canister, an in-memory database. To prevent the memory
database from becoming overwhelmed with sessions that can no longer be actively in use by the visitor,
Tealeaf imposes three internal safeguards to prevent the STC from being overwhelmed. These safeguards
are based on three criteria (defaults in parentheses):

« Session size (5242880 kb)
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« Number of pages in a session (2048 hits)
« Time (60 minutes)

If any of these limits is exceeded, then the session is automatically closed in the Short-Term Canister and
moved to the Long-Term Canister for indexing for search. For example, suppose that you are browsing a
website for over one hour. The resulting session data is stored in two fragments inside of Tealeaf, as the
time limit exceeds.

« For more information about configuring these limits, see "Configuring the CX Canister" in the IBM
Tealeaf CX Configuration Manual.

You can review attributes that are related to the merged fragments through RTV. See “Session attributes”
on page 189.

Events for monitoring fragmentation

Tealeaf provides three events that can be used to monitor the three criteria that are mentioned that
trigger session fragmentation. In the Tealeaf Event Manager, you can look for events whose names begin
with Costly Session.

- See "Tealeaf Event Manager" in the IBM Tealeaf Event Manager Manual.

In the Tealeaf Portal, you can create event charts to monitor the presence of these events in your session
data.

« See "Tealeaf Report Builder" in the IBM Tealeaf Reporting Guide.

Based on your analysis of these events, you may decide to change the limits, or you can manage
fragmentation through RTV.

Effects of fragmentation
The following are effects of fragmentation.

- An excess of session fragmentation can degrade performance in RTV.

« Session-based events are triggered in each session fragment, which can result in redundant counting of
individual events

Find and merge
You can configure RTV to locate and merge session fragments into a single complete session. Using the
Find and Merge command, you can find and merge session fragments.

There are two methods of merging fragmented sessions:

 Auto Merge: When Auto Merge is enabled through the RTV options, the finding and merging of session
fragments is done on the Tealeaf server before the session is loaded by RTV. Matching fragments up to
24 hours before or after the session fragment can be merged. Auto Merge is enabled by default and
requires no additional configuration.

« RTV Merge: RTV can merge fragments, too. While this method is slower, it can be useful in special cases
or when Auto Merge is not viable.

Auto merge

The following figure shows the result of an Auto Merge-enabled search. The session IDs of sessions
without fragments are shown with unique session identifier (304, 256, 259 in the following image).
Sessions with multiple, merged fragments have session IDs consisting of their TLTSID (a 32-character
string) followed by the IBM Tealeaf cxImpact unique session identifier (such as
24FD407B4FBB088C623DD7BF2B9AFD63 - 396).

Note: RTV can auto-merge session fragments from a single canister only. If you must merge across
multiple canisters, use RTV Merge.

The session that follows the preceding fragment has the following identifier:
24FD407B4FBB088C623DD7BF2B9AFD63 - 83. This identifier has the same TLTSID as the previous
session and a different IBM Tealeaf cxImpact unique session identifier. The search returned two session
fragments (396 and 83) that were actually part of the same session.
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Figure 99. Session Fragment Merge Options

Auto Merge can be configured to ignore session close events, and also find fragments that were
erroneously closed by events. See “Advanced Options tab” on page 173.

RTV Merge
You can use the RTV Merge method to merge fragments.
About this task

To merge fragments by using the RTV Merge method, select a session from the session list. Then, select
Tools > Find and Merge all Fragments of this Session. The dialog that is shown in the following figure is

displayed:
Session Fragment Merge Options g El
— Merge fragments: bazed on: —Search

Request variable Al cunently selected indexes Setup... |
(for example, iamie/TLTSID _ Reset | =F

' Adjacent hours:

12 = M axSessions:

=]
Field string I25

" Date Range
I.ﬁ.utl:umatic j

Fram:
Itltstssesnid b I 242242011 vl

Value shing To: | 242242011 vl
I.ﬁ.utnmatic j

I [ Autematically get fragments on session open

V¥ Display failure messages in automatic mode

k. I Carncel

Figure 100. Find Session Fragments

Using the Find Session Fragments dialog, you can select how RTV merges session fragments and run a
session merge operation.

RTV uses the Request Variable field to extract a value from the loaded session. This value is used to
construct a search, which locates fragments of the session.

If a session is fragmented and your IBM Tealeaf cxImpact system is using a strong sessioning mechanism
such as the Tealeaf Cookie Injector, then the best field to use for merging session fragments is the
default, the iamie/TLTSID field.

« See "Installing and Configuring the Tealeaf Cookie Injector" in the IBM Tealeaf Cookie Injector Manual.

If your IBM Tealeaf cxImpact system is using a weak sessionization mechanism such as using the values
of ASPSESSIONID or JSESSIONID, then you can merge on another field in the Request block. Typically,
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the env/remote_addxr field is used. Merging on REMOTE_ADDR can reassemble session fragments in a
couple of meaningful ways:

Procedure

1. If the IBM Tealeaf cxImpact system is sessioning on a weak sessionization mechanism, merging on
REMOTE_ADDR can show you if the JISESSIONID or ASPSESSIONID is changing during the visitor's
session.

2. In a strong or weak sessionization mechanism, merging on REMOTE_ADDR can reassemble session
fragments where a visitor crossed during a session primary domain boundaries, which are controlled
by the same Tealeaf system.

A user starts at myco. com, and then at some point is directed to the domain myco-ordexrs.com, and
later is directed back to myco. com. By merging these fragments on REMOTE_ADDR, these two session
fragments can be re-assembled into one session.

3. If you are trying to merge fragments for users behind a Proxy, it is best to use the TLTSID field.

4. If the session fragment shows the HTTP_USER_AGENT to contain the string "AOL", avoid using Find
and Merge based on REMOTE_ADDR. The AOL systems use dynamic proxies. User sessions/pages are
intermingled, and a single user session can hop between proxies, which can create multiple address
values (REMOTE_ADDR) in pages from the same domain.

Differences in fragment counts between Auto Merge and RTV Merge
A different number of fragments is returned when you allow Auto Merge to bring together session
fragments and when you use RTV merge to bring them together.

The possible reasons are:

« Auto Merge does not merge across servers. For example, suppose your Tealeaf solution uses multiple
Canister Servers and that session fragments are split across them. Since Auto Merge cannot merge
across servers, these multiple fragments are displayed as separate sessions on different canisters.

« RTV Merge has a time window in which it searches for fragments. The value of this window before and
after the main fragment can differ from the time window that is configured for Auto Merge.

- Auto Merge limits the total data size to prevent generation of enormous sessions. Some fragments can
be excluded based on the configurations setting.

For more information about Auto Merge settings, see “Replay tab” on page 156.

Find and Merge controls
The other Find and Merge controls define some of the search buttons.

You can search across:

« All currently selected indexes - searches every IBM Tealeaf cxImpact server of which RTV is aware for
sessions that have the same Find and Merge field value.

— To select a different set of indexes on one or more Search Servers, click Setup.... See “RTV Search
Setup” on page 81.

« Adjacent hours - (default) Given a specific session that you wish to Find and Merge, this option searches
only those indexes that cover a specific time period on either side of the specific session. This setting is
configured by default to search 12 hours on each side of the session.

— MaxSessions - Use this value to specify the maximum number of sessions to retrieve as part of the
Find and Merge operation.

Date Range - searches only the specific indexes that cover the specified time range for other session

fragments having the same find and merge field value.

« When Automatically get fragments on session openis selected, RTV completes a Find and
Merge operation on any session that you open. RTV remembers the find and merge field you have
selected.
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- If RTV attempts a find and merge and fails to find any other fragments with the same field value, RTV
displays a dialog box that shows you the results. To disable display of this dialog box, select Display
failure message in automatic mode.

RTV main window title bar changes with Find and Merge

If you are looking at a Request, Response, or Replay view of a session, the Canister ID (a sequential
number) is displayed in the main window's title bar. If RTV successfully completes a merge operation, the
main window's title bar contains the value of the find and merge field.

Replay tab

The Replay tab controls the most common options that affect how an RTV user sees the visitor's session.

options x|

cHlmpact I |1 Eventz | Plugirz
Replay i Advanced I |nterpreted Pages I Prafiles I Auto Beplay Static Files

V¥ Load Bemote Files [js, cs=. jpo. aff, etc.} ¥ Load Remote 304 Pages

V¥ Allow Scripts to Flun ¥ PReplay Frames
[T Inzert '‘Back' Pages [ Javaserpt Highlighting (Mateh Params]
[T Do Mot Dizplay Timeout Dialog W Invoke Javascript when Highlighting

¥ Feplay on Single Session TLS/TLA Open W Auto Merge
Merge |4 =
R ange(hourz]; =

IEEI Page Load Timeout [zeconds]
Highlight ||:| j

I Del =1
1000000 Large Fage “aming Threshold [Bytes) slay (mS)

-HTTF Header Skip Highlight Cal Highlight 5 |z
* Auto A Width: I i
O Always Timezone:

i Mewver I[GMT-EIB:EIEI] Facific Time (U5 & Canada) _j

Hezet All Optionz k. I Cancel Help

Figure 101. Replay tab: controls many RTV options

Load remote files
When selected, RTV attempts to download any static, non-captured files that are referenced by the text

pages of the session.

If it is not selected, the text pages are rendered without any of the referenced images, style sheets, or
JavaScript include files. The resulting user impression can be different from the visitor's experience, but
the speed of the replay of the session is accelerated. Clearing this feature is a useful tool for somebody
familiar with the web application, who is interested in quickly stepping through the visitor's pages.
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Allow scripts to run
This master control enables or disables all JavaScript in OnLoad events, external files, or wherever it is
displayed in the page.

When disabled, the page can be rendered with a user impression different from what the visitor
experienced. Write commands, including JavaScript requests for binary files, are disabled.

If the page issues a request to a third-party tracking server, RTV issues those same requests during
replay. Turning off JavaScript prevents these requests. You can choose to enable JavaScript while you
notify the third-party tracking application to ignore requests that include a HTTP_USER_AGENT containing
the string "RealiTeaViewer".

Insert 'Back’ pages
This check box enables or disables the Back Button Detection feature of RTV.

Note: Recent changes to browser behavior have curtailed the usefulness of this feature, which inserted
pages into session data to enable Back button detection. Some Ajax requests can generate false
positives, so this feature is now disabled by default.

Do not display timeout dialog
When selected, the dialog that is displayed when RTV cannot download one or more external files for the
page is suppressed. RTV pauses during the timeout.

Replay on Single Session TLA/TLS open
When selected, a session segment with a single session is automatically opened in Replay View.

If the option is not selected, RTV opens the session segment pane first.

Load remote 304 pages
If a visitor session has some static pages in it that are already cached on the visitor's workstation, the web
servers return a 304 status code, and Tealeaf capture ignores the page.

During replay, however, the whole page may be needed. When the session is opened for replay, RTV looks
for any 304 pages in the session information and attempts to retrieve the files from the original site.

Replay frames

When selected, RTV assembles the parts that make up a framed page into a single user-impression. If
this is not checked, RTV displays each child frame or IFrame content as an individual page in Replay view.
This affects only Replay view. In Request view, each child frame or IFrame is shown individually.

JavaScript Highlighting (Match Params)

When a site or page uses JavaScript to link to a page or submit a form, it is generally not possible for RTV
to highlight the button that the visitor clicked because that information is not available in the captured
session.

JavaScript Highlighting (Match Params) instructs RTV to inspect the arguments of JavaScript methods
that are attached to buttons and links to determine if any argument matches the URI of the subsequent
page. If a match is found, the related link or button is highlighted in Replay View to indicate that the user
clicked it.

In addition to looking for a URL as a parameter, RTV tries to match the JavaScript method parameters
against URL fields that are submitted with the following request. RTV assigns a weight to each button
based on the number of JavaScript method parameters that match URL fields that are submitted with the
following request. It highlights the button with the highest weight.

The next two options can be used to help RTV to guess what must be highlighted.

Invoke JavaScript when highlighting
When highlighting is enabled, setting this option starts any JavaScript associated with a highlighted
object.

« This option must be selected for replaying sessions with client UI events.
« For sessions without UI events, it can cause undesirable behavior and must be disabled.
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AutoMerge
This feature enables session fragments to be merged together into a single session by Search Server and
delivered to the RTV desktop.

When AutoMerge is enabled, Search Server attempts to match session fragments that are based on the
TLTSID value, starting with the key session and then merging adjacent sessions until the session is
merged or the limits are reached. It allows the merge to happen on the Tealeaf server, which is more
efficient than allowing RTV to complete the merge.

Any search result set can contain results from multiple fragments, and those result sets can merge into
either identical sessions or sessions that share same TLTSID with different sets of pages or with different
start/end times that depend on the data size limit and/or the time range. The following configuration
settings can affect Auto Merge:

- By default, Search Server imposes a limit of 16 MB for a merged session. This setting prevents
AutoMerge from building sessions that exceed 32-bit memory capacity or that contain, for example,
repeated bot traffic from a single day.

— You can adjust the setting that is based upon the configured value for the maximum permitted
session size (Max Size Per Session). See "Configuring the CX Canister" in the IBM Tealeaf CX
Configuration Manual.

- In the Merge Range setting, you can configure the range of hours before and after a session fragment in
which to look for other fragments from the same session. For example, if M\erge Range is set to 2
hours, RTV searches for fragments from the same session in the 4-hour range around the timestamp for
the fragment.

— You can also configure this auto-merge range in Browser-Based Replay. See "Managing Tealeaf
Servers" in the IBM Tealeaf cxImpact Administration Manual.

— You can adjust the setting that is based upon the configured value for the maximum permitted
session time (Max Time Per Session).See "Configuring the CX Canister" in the IBM Tealeaf CX
Configuration Manual.

- By default, AutoMerge honors session close events, which are triggered when a session closes. If
needed, you can enable the Auto Merge Ignores Close Session Eventsinthe RTV Advanced
options. See “Advanced Options tab” on page 173.

The Auto Merge feature is limited to merging by TLTSID, while the Find And Merge tool can merge on any
search term. See “Annotations in RTV” on page 151.

Note: If fragments from the same session are displayed in multiple canisters, AutoMerge does not merge
them.

Page Load Timeout (seconds)
You can set the length of time that RTV waits while it tries to download any binary files for the page being
rendered.

If RTV tries to download a binary file and cannot retrieve the file, the Page Load Timeout warning dialog
is displayed after the defined number of seconds has elapsed.

Large Page warning threshold (Bytes)
You can set the size of a page that triggers the Large Page Warning dialog.

When RTV encounters a page during replay that is larger than the size defined by this option, it displays
the Large Page warning dialog to allow the RTV user to decide whether to render the page.

Highlight color
You can select the color that is used to highlight links or fields with which the visitor interacted during
Replay View of a page.

Note: Page items are highlighted based on the data that is returned in the subsequent hit. If the default
value for a check box is true, the returned data can include no information about the check box. RTV
interprets them to mean that they were cleared and therefore must be highlighted.
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Highlight delay (mS)
If a page dynamically builds or populates controls at load time, it can conflict with RTV's highlighting,
because it is possible that the highlighting operation happens before the page is fully updated.

This can cause the highlighting to either not work, or do strange things, because of elements being non-
existent, or incomplete. Especially if Ajax is involved. Setting the highlight delay allows the page to fully
update before highlighting occurs. The delay is measured in milliseconds, and RTV starts counting when it
gets the notification that the 'static' part of the page load is complete.

Highlight width
The highlighting used around links or controls is displayed with a rectangular box. You can specify the
width of the lines that are used to draw this box.

« If you set the width to 0, the form fields are populated, but no highlighting is applied.

HTTP header skip
This setting controls how RTV treats the HTTP Header lines that occur at the start of a response.

« Auto - RTV tries to recognize the HTTP Headers by looking for the first blank line in the Response (a CR-
LF-CR-LF sequence).

« Never - RTV treats all lines in the Response as part of the response body. Use this option only if your
web server does not return any HTTP headers in the response, which is a rare configuration. This option
can be used if you want to see the HTTP Response Headers at the top in the Replay View.

« Always - RTV always skips down to the first blank line to start reading the response body.

Timezone
Tealeaf always records timestamps for hits using GMT time.

When these sessions are replayed, the RTV status line includes information about the time the Request
was received from the client. This setting controls the translation from GMT time that is recorded in the
Request block to the time displayed on the RTV status bar.

RTV Profile

In the received data stream, pages can be displayed that belong to child frames of a parent page that was
received earlier in the session.

For example, Ajax technologies and IIS PostBacks cause changes in the appearance and content of pages
already on the screen. Pages can cause XML data streams to be emitted and received from the web
servers, which are then captured by Tealeaf. These pages must be integrated into the RTV replay stream.

For some applications, RTV must be provided with hints in the RTV Profile. Each user has a profile file to
which these hints can be added.

Hints can also be synchronized by a central profile server. The RTV power users and Tealeaf
administrators can update the central profile when the web application changes. The updates are
propagated to all RTV users.

« The profile server does not maintain a history of revisions to profiles. Tealeaf administrators can
manage revision history locally.

You can edit the most common profile elements through the RTV application. Users who are comfortable
with XML can edit all profile options in the XML file.

Profile contents
RTV ships with a default profile for providing hints that help RTV replay the session. The Profile consists of
a RequestMapping node and zero or more HostProfile nodes.

The RequestMapping node rarely changes. It contains the standard mappings followed by the major web
server technologies: Apache and IIS. Each RequestEntry node within the RequestMapping section gives
RTV a list of entries for which to search in a Request and from which to retrieve values that are needed to
replay the session. It is unlikely that you will require to modify the RequestMapping node.

IBM Tealeaf CX RealiTea User Manual 159



HostProfile nodes

In the HostProfile nodes, you can customize replay. The rules within each HostProfile node apply to all
pages that come from a specified host. The host name is specified in the 'name' attribute. Do not include a
protocol identifier, such as http or https, or a port number in the host name.

If your IBM Tealeaf cxImpact system is capturing many different web applications by using many
different HTTP_HOST values, you need to create multiple HostProfile nodes. The host name can contain
simple wildcards to allow a set of rules to apply to more than one host. For example, if your websites have
one application that responds to www.mybiz.com, mybiz.com, and public.mybiz.com, and another
application on www. internalmybiz.com, you would probably setup two HostProfile
nodes,*mybiz.com, and *internalmybiz.com.

Be careful when you use wildcards to avoid creating conflicts between multiple HostProfile nodes that
operate on the same domain. For example, if you had two HostProfile nodes: www. tealeaf. com, and
*.tealeaf.com, sessions fromwww.tealeaf.comwww.tealeaf.comwould always pick up rules from
the www . tealeaf. comHostProfile node.

Note: When specifying a host, host names that exactly match a non-wildcard value always trump wildcard
values.

Note that a single HostProfile node named "*" is allowed. This will match every host name, and if
supplied, all session pages will use this HostProfile node.

The Rules within the HostProfile node control how RTV replays the session. Most of these rules can be
created or modified through dialogs and menus within RTV, so editing the raw XML is not necessary.

The specific Replay Mapping directives are as follows:

Note: You may find it easier to add rules of these types through the view context menus. See RealiTea
Viewer - Main Window.

Table 17. HostProfile Nodes

New Menu Item

Directive

Attributes

Use

New > Add IgnoreUrl...

IgnoreUrl

value="/blank.html"
reqVar=

(optional) reqVarValue=
(optional)

Tells RTV that this is not a
viewable page. If a matching
page is displayed in the
session, it is not inserted into
the navigation list and cannot
be opened during replay.

- If the page is requested by
an Ajax call or contains
static content that is
requested, it is used during
replay.

» The optional reqVar/
reqVarValue attributes
cause the page to be
ignored only when the page
contains either the reqVar,
or the reqVar with a specific
value.

» See “Replay rules” on page
47.

New > Add Host/Port Remap...

RemapHost

mode=(on, off, null)
value=
Yourserver.com

Replaces the host name of the
page with the specified host.
There can be only one
RemapHost node within a
HostProfile node.

New > Add Host/Port Remap...

RemapPort

valueIn="1024"
valueOut="80"

Changes any page by using
the port in valueln to the port
number in valueOut. There
can be multiple RemapPort
nodes within a HostProfile
node.
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Table 17. HostProfile Nodes (continued)

New Menu Item Directive Attributes Use

New > Add Host/Port Remap... Protocol value=(auto, http, https) Overrides the captured
protocol of the all pages to
specified type. There can be
only one Protocol node within
a HostProfile node.

New > Add FrameRule... FrameRule url= Places any matching URLs into
"olpeckLookupPage the named frame.

.jsp" frame="lookup"

New > Add ResponseMod... ResponseModify url=(regex pattern for Used to do special processing
matching for urls) to pages before replay,
pattern=(regex pattern to be generally to nullify any page
replaced) execution that is undesirable
replacementString= in replay.

(string to replace the pattern)

occurrences=(first, all) + See "Replay rules” on page

47.

New > Add ExternalFileMod... ExternalFileModify url=(regex pattern for Used to do special processing
matching for urls) of external files, such as js
pattern=(regex pattern to be | files, before replay, generally
replaced) to nullify any page execution
replacementString= that is undesirable in replay.

(string to replace the pattern)

occurrences=(first, all) * See "Replay rules” on page

47.
New > Add IgnoreReqVarForURLMatch url= Used for Ajax replay. When
IgnoreReqVarForURLMatch... (regex pattern for matching matching requests generated
for urls) during replay to captured hits
reqVar=(var to ignore) in the session, some entries

must be ignored, for example,
a timestamp parameter. See
“Replay rules” on page 47.

New > Add PopupUrl... PopupUrl value="/popup.html" All pages that match the
pattern are treated as Pop-up
pages. These items are
displayed in the NavList, and
when you browse to them,
they are displayed in a pop-up
window. See “Replay rules”

on page 47.
New > Add HighlightOnlyUrl... HighlightOnlyUrl value="/blank.html" reqVar= | (AJAX pages) When UI
(optional) reqVarValue= Capture is not deployed, these
(optional) rules mark the response of the

specified URL as highlight
only. In these cases, the
response is treated as
modifying the appearance of
the preceding page, instead of
replacing it. See “Monitoring
client UI Events through RTV”

on page 125.
New > Add BlockUrl... BlockUrl url="http:/// Specify a rule to block specific
www . example.com/ URLs or URL patterns from
somepage.html" reaching out to the origin

server. If the matching
response is not in the session,
no request is made to the
origin server for the content,
and the response is not
displayed in RTV.

Note: The protocol identifier
(http:// inthe example) is
required for this rule type
only.
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Profile Options
The following describes the settings available under the RTV Profiles tab.

The Profile and other RTV options are stored in TLS files by default. When a TLS file that contains these
settings is loaded, changes to options within the Options dialog are actually controlling the options that
are stored within the TLS, rather than RTV's global set of options. This is indicated by the TLS file name
that is displayed in the Options dialog title bar.

options x|

clmpact I |1 Events | Plugirz
Fieplay I fdvanced I Interpreted Pages Frafiles | Ao Feplay Static Filas
¥ Save Profilein TLS [ lgnare Profiles stored in TLS

You have a custom profile which overndes the default built-in profile,

Edit Praofile. .. | Edit Haw Prafile... Restare Defaulk Profile

Sync To BER. . | Irmpart Old Profile... Festore Factan: Defaultz.

— Default Frofile
Server: lL-"-"-NGLEﬂ [ Check for Updates at Startup

Check. far Updates How |

Ilpload Settings ta Server |

Hezet All Optionz | k. I Cancel Help

Figure 102. Options > Profile

Save profile in TLS
When selected, the current profile is saved when you save a session as a TLS.

Ignore profiles stored in TLS

When you load a TLS, if a profile and options are stored within it, they are applied when the session is
loaded and replayed. Any changes that you make to the profile or options apply only to the loaded
session. Those changes are lost if you close the TLS without saving and are not applied to the global
profile.

« This option is disabled by default.

If this option is enabled, any profile or options that are stored within the TLS are ignored when the file is
loaded and replayed. The global options and profile settings are used instead. You might choose to ignore
the settings that are stored in the TLS if they are known to be incorrect and are sure of the global settings.
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Note: After you change this option, you must close and reopen any currently open TLS files for the change
to take effect.

Profile options buttons
A description of the buttons on the Profile Options dialog.

Button
Description

Edit Profile
Opens the dialog shows in the following figure.

Edit Raw Profile
Opens a dialog for editing the raw XML of the profile. Be careful when you edit the XML directly, as
formatting errors can render the entire profile unusable.

Restore Default Profile
Resets the profile to your default settings. These settings can be either the factory defaults or a
custom default profile that you download from a Profile server.

Sync to BBR
Synchronizes the current RTV profile with the profile stored for BBR on the Search Server. See
“Synching RTV profile with BBR” on page 166.

Import Old Profile
Import the profile from an old version of RTV. The old versions used a profile that is stored in a local
configuration file, and the import function translates these profiles into the new XML format. This
option is only useful if you have a pre-Release 6.0 version of IBM Tealeaf CX RealiTea Viewer installed
on your computer.

Restore Factory Defaults
Resets the profile to the version provided with RTV and deletes any custom defaults loaded from a
profile server.
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Edit Profile i

Check to enable replay riles, Uncheck to dizable.

= [#] ® v zample. com OF.
----- O ® RemapHost[off] - w2 zample.com
----- @ FemapPort - from 1024 to 80 Cancel
----- # |gnoreURBL - /path/*. axd ™

----- # PopupURL - /path/popup.asp?

----- # Responzetdod - patterm: top.location 1= lacation replacement; O url =

..... @ ExtenalFiletod - pattern: window, onunload = onUnloadProces... replacement: ; Mew...
----- # FrameRule - "content” contains wil: '/frames/content. asp"

di

Froperties.

[T=lete

ik

Henare

4 | *

Figure 103. Edit Profile

Enabling or disabling profile rules
As profiles become more sophisticated, you can find it useful to be able to disable individual rules for
troubleshooting purposes.

In the Edit Profile dialog, you can enable or disable individual profile rules or groups of profile rules by
selecting the appropriate check box.

Creating a new profile rule
To create a profile rule, select any displayed profile rule and then click New.

Note: You can also create new profile rules from the context menus from the Request, Response, and
Replay views in RTV. Using the context menu options often pre-populates the rule with relevant settings,
which greatly simplifies the process.

« See “Request view” on page 59.

« See “Response view” on page 72.

« See “Replay view” on page 26.

« See “Viewable Pages list” on page 32.

« See “HostProfile nodes” on page 160.

Select the type of rule from the displayed list:

Rule
Description
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New Host
Add a host to monitor. The name of the host must be the full domain name of it (for example,
www . example. com. Each host has its own set of profile rules, so you may need to add or copy rules
from any existing host to the new one.

Add IgnoxeURL
Specify a URL for a page or pages that must not be included in replay. You can apply wildcards x or ?
to the string.

Add Host/Poxt Remap
If needed, you can remap detected host names and port numbers in the captured session data to
redirect to other host/port combinations. This type of rule is useful for forcing replay to not use a
production server.

Add FrameRule
If IFRAMES are in use for the web application, you can specify these rules to place URLs or patterns of
URLs into specified frames.

Add ResponseMod
These rules modify the response data based on detected patterns for one or more URLs.

Add ExternalFileMod
For files that are referenced in session data, these rules modify the response data based on detected
patterns so that unwanted effects are not applied to the session replay.

« See “Replay rules” on page 47.

Add IgnoreReqVarforUrlMatch
These rules can be used to specify [urlfield] values or query parameters that must be ignored
when matching replay requests to captured pages within the session.

Add DynResponseMod
Dynamic response modification rules are used to modify the response data by using parameterized
event identifiers.

« See “Replay rules” on page 47.

Add DynExternalFileMod
Dynamic external file modification rules are used to modify external files that are referenced in the
session pages by using parameterized event identifiers.

« See “Replay rules” on page 47.

Default profile options
You can share your profile settings with other users through a profile server. Shared settings override RTV
default settings. You can restore default and custom settings at any time.

Procedure
1. Enter the name or IP address of the IBM Tealeaf cxImpact server that is designated as the profile
server. Typically, this server also hosts the Tealeaf Web Portal.

2. After you enter the name of the profile server, click Check for Updates Now. You can synchronize your
profile with any stored on the server. If you chose to modify your profile, any open sessions are closed
and reopened by using the new settings.

3. When you select Check for Updates at Startup, RTV queries the profile server each time it starts to
update the local profile with any changes:
- If authentication is not configured through Search Server, then anyone can change the stored global
profile.
« If authentication is enabled, then only members of administrator-level groups can change the global
profile.

— The groups that are permitted to make changes are based on the Search Server authentication
mode and its admin groups on the designated Profile Server.
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— For more information about configuring authentication and authentication groups, see
"Configuring the Search Server" in the IBM Tealeaf CX Configuration Manual.

Results
— Detault Profile
Server: SIERRA [ Check for Updates at Startup
Check for Updates Mow | & profile is not available on the server.

Ipload Settings to Server |

Figure 104. Profile/Authentication

Synching RTV profile with BBR
You can synchronize the RTV profile to the BBR profile.

Procedure

1. In the Profiles tab, click Sync to BBR.

2. RTV attempts to connect to the specified Profile Server and to compare the selected profile to the one
stored on the remote server.

3. The Sync Profile Rules to BBR dialog is displayed:

Sync Profile Rules to BBR i |

v idd these to EBR:

= e, sample, com
‘o i lgnoreURL - Apath. and

Cancel |

[T Femove these from EBR:

=l e, zample. com
‘@@ lgrorelRL - fpathe® and27

Figure 105. Sync Profile Rules to BBR
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« The rules that are in RTV and not in BBR are displayed in the top pane. These rules must be
considered for adding to BBR.

« The rules that are in BBR and not in RTV are displayed in the bottom pane. These rules must be
considered for removal from BBR.

4. To synchronize, click Commit.

Results
Note:
« You cannot select individual items to commit.

« You cannot copy items from BBR to RTV.

- This feature requires Search Server build 7124 or newer. If this feature is tried against an older version
of Search Server, RTV reports that the server doesn't support this feature.

Backing up RTV profile
The following steps explain how to back up an RTV profile.

About this task

Note: RTV does not provide version control for the user profile. It is recommended that you retain a local
copy of any profile that you are modifying.

To back up a profile:

Procedure

1. In the RTV menu, select Tools > Options.

2. Click the Profiles tab.

3. Click Edit Raw Profile. The raw XML of the profile is displayed.
4. Click in the profile text. Press CTRL + A to selectall of it.

5. Paste the text into a text editor.

6. Save the text file.

7. In RTV, click Discard Changes & Exit.

Example profile
An example of an RTV profile.

<ReplayServerProfile lastWriteTime="2/22/2007 6:05:52 PM"
lastWriteTimeGMT="1172196352"
lastWriteUserName="TealeafSystem">
<RequestMapping>
<RequestEntry name="URL">
<Key name="HTTP_WGATE_ORIGINAL_URL"/>
<Key name="URL"/>
<Key name="DEJA_PATH"/>
<Key name="HTTP_PATH_INFO"/>
<Key name="PATH_INFO"/>
</RequestEntry>
<RequestEntry name="Host">
<Key name="HTTP_HOST_ORIG"/>
<Key name="HTTP_HOST"/>
<Key name="SERVER_NAME"/>
<Key name="HOSTUNSECURE"/>
</RequestEntry>
<RequestEntry name="Port">
<Key name="HTTP_PORT"/>
<Key name="SERVER_PORT"/>
<Key name="HTTP_SERVER_PORT"/>
<Key name="PORTUNSECURE"/>
</RequestEntry>
<RequestEntry name="QueryString">
<Key name="QUERY_STRING"/>
<Key name="HTTP_QUERY_STRING"/>
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</RequestEntry>
<RequestEntry name="Referer">
<Key name="HTTP_REFERER"/>
<Key name="REFERER"/>
</RequestEntry>
<RequestEntry name="Frame">
<Key name="DEJA_FRAMENAME" />
</RequestEntry>
<RequestEntry name="RemoteHost">
<Key name="REMOTE_HOST"/>
<Key name="REMOTE_ADDR"/>
<Key name="HTTP_REMOTE_HOST"/>
<Key name="HTTP_REMOTE_ADDR"/>
</RequestEntry>
<RequestEntry name="StatusCode">
<Key name="StatusCode"/>
<Key name="STATUS_CODE"/>
</RequestEntry>
<RequestEntry name="Secure">
<Key name="HTTPS"/>
<Key name="HTTP_HTTPS"/>
<Key name="SERVER_PORT_SECURE"/>

</RequestEntry>
</RequestMapping>
<HostProfile name="www.sample.com" id="1">
<!-- IgnoreURL removes pages that shouldn't be replayable from
"Viewable Pages". -->
<IgnoreURL value="/path/*.axd?x" id="2"/>
<!-- PopupURL marks pages as popup, so they aren't used for

highlighting. -->
<PopupURL value="/path/popup.asp?*" id="3"/>
<!-- RemapHost remaps the host named in the HostProfile node to some
other host.
mode values: off, on, null -->
<RemapHost mode="off" value="www2.sample.com" id="4"/>
<!-- There can be multiple RemapPort nodes -->
<RemapPort valueIn="1024" valueOut="80" id="5"/>
<!-- Protocol forces the protocol to http or https, if needed
values: auto, http, https -->
<Protocol value="auto" id="6"/>
<!-- ResponseModify can be used to do special processing
to pages before replay. This example nullifies
JavaScript that many sites use to break their
pages out of frames.

url -> this is a regex pattern for matching for urls
pattern -> this is a regex pattern to be replaced.
replacementString

-> this is the string to replace the pattern
occurrences -> first, all
-->

<ResponseModify url=".*x" pattern="top.location != location"
replacementString="0" occurrences="first" id="7"/>
<!-- ExternFileModify can be used to do special processing

to external files that do things which interfere with
replay. This example disables a script file from hooking
into the "window.onunload" processing.

url -> this is a regex pattern for matching for urls
pattern -> this is a regex pattern to be replaced.
replacementString

-> this is the string to replace the pattern
occurrences -> first, all
-->
<ExternalFileModify id="8" url="/script/functions.js"
pattern="window.onunload = onUnloadProcessing;"
replacementString=";" occurrences="first"/>
<!-- FrameRule is used to force a given URL to always load
into particular frame -->
<FrameRule id="9" url="/frames/content.asp" frame="content"/>
</HostProfile>
</ReplayServerProfile>

Plugins options

In the Plugins tab, you can add and remove POST Data Matching plugins from use in the IBM Tealeaf CX
RealiTea Viewer. A POST Data Matching plugin is a DLL plugin that RTV uses to match a request made by
the application during replay to the most appropriate hit from the session. When the matching hit is
found, the response data from the hit is given to the RTV application, which drives the replay.
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For rich internet applications, the appropriate response to use is not always intuitive. For example, a
request that includes a timestamp may not be able to retrieve the appropriate response, which was saved
as session data with a fixed timestamp in the past.

Through POST Data Matching plug-ins, traditional built-in RTV request matching is replaced with content-
type specific plug-ins, which can provide much better results for matching a request to the appropriate
response.

« For more information about POST Data Matching plug-ins, see "Managing POST Data Matching plug-ins"
in the IBM Tealeaf CX Configuration Manual.

Accessing plugins
You can access the plugins available to RTV.

Procedure

1. In the RTV menu, select Tools > Options.
2. Click the Plugins tab.
3. The currently loaded plug-ins are displayed.

- For more information about the default that is set of plug-ins provided by Tealeaf, see “Default
plugins” on page 170.

Results

options x|
Replay I Advanced I Interpreted Fages I Frofilez I Auto Replay | Static Files |

cHlmpact |1l Ervents Fluginz

Mame | Type | Handles E!uer_l,lStringl .ﬁ.ffinit_lrll Werzion
AMF applcation,s-amf Mo 050 28.3.0.832E
FormD ata application=-www-form-ulencoded  es 050 830832
FormDataCustom  applicationds-was-form-ulencoded  Yes 0.40 8.3.0.832
kL applicationmazhin Mo 0.50 3.3.0.832
=ML best el Mo 060 830832

4| | il

Properties. .. | Add... Femove |

Fezet &ll Options k. I Cancel Help

Figure 106. RTV - Plugin Options tab
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« To review the properties of a plug-in, select the plug-in and click Properties.... See “Plugin properties”
on page 170.
« To add a plug-in for RTV use, click Add?. See “Adding plugins” on page 171.

- To remove a plug-in, select the plug-in and click Remove. The plug-in is no longer used by RTV.

Note: Plug-ins that are removed from RTV still exist as DLL files on the local drive. To add one back,
click Add.... See “Adding plugins” on page 171.

Plugin fields
Descriptions of plugin fields.

Field
Description

Name
The user-friendly name of the plug-in.

Type
The HTTP content type that is handled by the plug-in.

 Multiple plug-ins can handle the same content type. The order of evaluation of the plug-ins for the
same content type is determined by affinity.

Handles QueryString
If Yes, the plug-in is defined to evaluate name-value pairs in the query string.

- This property is defined within the plug-in and cannot be modified.

Affinity
A weighting factor from 0.0 to 1.0, which is used to determine order of evaluation when multiple
plug-ins are configured to evaluate the same content type.

Version
The Tealeaf build number that is associated with the plug-in.

IFaceVer
The interface version number. RTV uses this number to determine compatibility of plug-ins with the
current version of RTV.

Filename
The file name of the plug-in

e RTV plugin file names must begin with TLReplayPlugin.
Full Filename
The full path and file name of the DLL plug-in file on your local system
Default plugins
The following plugins are provided as defaults by Tealeaf.
« Form URL-encoded
« XML (text and msbinl encoding)
« JSON
Plugin properties
A list of plugin properties and descriptions.
Except where noted, plug-in properties cannot be edited.

« You can copy and paste information from the fields, which is useful when you must specify new content
types in the PCA Web Console. See “Adding plugins” on page 171.

Property
Description

Name
The user-friendly name that is associated with the plug-in
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File Name
The full path and file name to the plug-in in your local environment

Content Type
The HTTP content type that is supported by the plug-in

« This value must be provided to the PCA to enable capture of the content type by Tealeaf. See
“Adding plugins” on page 171.

Affinity
The affinity value indicates the preference for the order of evaluation between multiple plug-ins that
process the same content type. See “Configuring affinity” on page 171.

Configuring affinity
The affinity value indicates the preference that is given by RTV to the plug-in to complete POST matching
for the content type in the plug-in properties.

Affinity values range from 0.0 to 1.0, with a default value of 0.5 for all plug-ins.
« The default plug-ins that are provided by Tealeaf are set to 0. 5.

You can change the order of evaluation by raising the affinity of the plug-in that you want to evaluate hits
of the specified content-type. Suppose that you have two plug-ins, A and B, that handle the same
content-type. If you raise the affinity of plug-in A to 0. 6 while plug-in B's affinity remains at 0.5, plug-in
Ais used to complete matches of the content-type. If plug-in A indicates that it is unable to find a
satisfactory match, plug-in B is used.

« You can also change the order of evaluation by lowering the affinity value of the less desirable plug-in.

For example, in the screen capture above, RTV has two plug-ins for handling application/x-www-
form-urlencoded content type. Among these two, the FormData plug-in has an affinity of 0.5, while
the FoxrmDataCustom plug-in has an affinity of 0.4, which means that the standard form data plug-in is
used first.

« See “Accessing plugins” on page 169.

A single plug-in can also handle multiple content types or variations of a content-type. For example, the
default XML plug-in handles both binary (application/msbinl) and text (text/xml) XML content-
types.

Adding plugins
POST Data Matching plug-ins are DLL files that are created by Tealeaf developers. When new plug-ins are
available, you can make them available for RTV to use by completing the following steps.

Procedure

1. Acquire the DLL file.
2. For RTV to detect the plug-in, the file name must have a TLReplayPlugin prefixanda .d11

extension:
TLReplayPluginx.dll
3. Copy the plug-in into the RTV installation directory. Typically, this directory is:

C:\Program Files\Tealeaf

. If you are in RTV, close the application.

. Start RTV.

. From the RTV menu, select Tools > Options....
. Click the Plugins tab.

N o o B~
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8. Click Add....
9. Select the plug-in.

« UNC paths are not supported.
10. Click Open.
11. The plug-in is displayed in the plug-ins tab and is usable by RTV.

12. If there is already a plug-in that matches for the same content type, you must configure the plug-in's
affinity. See “Configuring affinity” on page 171.

« To remove a plug-in from use, select the plug-in in the Plugins tab. Then, click Remove.... The plug-
inis no longer used by RTV yet remains on your local drive.

Configuring the PCA
When a plug-in is newly deployed to RTV, you must configure the IBM Tealeaf CX Passive Capture
Application to capture the new content type.

- See "PCA Web Console - Pipeline Tab" in the IBM Tealeaf Passive Capture Application Manual.
Managing plugins
The following topics contain information on managing plugins within RTV.

For more information about managing, creating, and deploying POST Data Matching plug-ins within your
Tealeaf environment, see "Managing POST Data Matching Plug-ins" in the IBM Tealeaf CX Configuration
Manual.
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Advanced Options tab

The Advanced Options tab controls some of the more sophisticated and less common options for RTV.
These options are typically configured by the Tealeaf administrator and rarely need to be changed by
individual RTV users.
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Figure 107. Advanced tab

Aggressive frame placement
RTV tries to place pages in sessions with framesets by looking at referrers, matching URLs, and other
data. Since this process is inexact, RTV can place pages in frames where they do not belong.

With Aggressive mode enabled, RTV tries to put a page in the same frame as its referrer, when other
means fail. By default, this option is disabled.

Allow Ajax POSTs to original server
By default, images and other non-captured static content requests are redirected to the original site. This
option allows Ajax POSTs to go back to the original server.

Sending POST data has more implications than simple static content requests, so it is up to the RTV user
to allow these types of requests.

Allow new window creation from JavaScript
This option allows JavaScript running on the page to create a window, and load a page into it.

The window is created as a pop-up window. If the page being loaded does not exist in the captured
session, the Allow Remote Frame Pages option determines whether the contents are displayed.
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Allow remote frame pages

This option allows frame pages that point to non-captured URLs, such as images or PDF files, to be
displayed during replay. This option can also apply to non-frame pages, such as a page which uses
JavaScript to redirect to another page.

When cleared, an error page is displayed containing a short message that the requested URL was not
found.

When selected, the request is allowed to pass to the original server of the page or the specified host.

Assume req is UTF-8
When this option is selected, RTV assumes that the request is submitted in UTF-8 format. Form data that
is submitted in UTF-8 encoding is converted for correct display in RTV.

- If version 7.x of capture is configured to convert form data to UTF-8, it places an entry in the request
data that indicates this conversion. In that case, RTV ignores this setting.

Auto hide form & event views
This option specifies to automatically display the Session Events and Form Field windows when it replays
a page that contains a business event or form field.

By default, IBM Tealeaf CX RealiTea Viewer always displays these windows even if a page does not
contain any business events or form fields.

AutoMerge ignores Close Session events
AutoMerge stops at Close Session event boundaries by default. This option provides a way to override the
default behavior to get an entire set of fragments.

Note: This setting is not available in IBM Tealeaf cxImpact Browser Based Replay.

For example, when a Customer Service representative returns to the home page, this step signals that the
CSR has finished working on a customer issue, so a Close Session event fires. Replay of this session must
retrieve fragments that are associated only with the specific customer. The following is how a set of
session fragments might look like:

Customer A session fragments:
345

348 - CloseSession fires
Customer B session fragments:
354

355

358 - CloseSession fires
Customer C session fragments:
361

368 - CloseSession fires

Auto-merge returns only sessions 354, 355, and 358.

Auto suggest replay rules
When this option is enabled, RTV attempts to suggest replay rules for Microsoft AJAX-based hits.

« If the main page has UI events, IgnoreURL rules are suggested.
« Else, HighlightOnlyURL rules are suggested.

When prompted, you can accept all or none of the suggested rules.

- To disable the suggestion of replay rules, clear this check box.
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Break-out keystrokes (Intellisense support)

If your web application deploys Intellisense keyboard support, which enables "type ahead" population of
form fields while a visitor types, you can use this option to enable RTV to break out each keystroke into a
separate UI event at the global level.

Note: To use this feature, UI Capture must be installed and deployed in your web application. See "UI
Capture FAQ" in the IBM Tealeaf UI Capture for Ajax FAQ.

Note: IBM Tealeaf CX UI Capture for AJAX is only available to legacy users.

When deployed on web applications that use Intellisense keyboard support, UI Capture bundles
individual keystrokes for each element together and submits them to Tealeaf for capture. When this
option is enabled, RTV breaks out these bundled keystroke events into individual UI events, which can be
individually replayed and examined in the Viewable Pages list in RTV.

« When enabled, this breakout is applied to all sessions that contain Intellisense events.

« You can optionally apply keystroke breakouts to individual screen elements. See “Viewable Pages list”
on page 32.

« For more information about UI Capture, see "UI Capture for Ajax Guide" in the IBM Tealeaf UI Capture
for Ajax Guide.

Check for meta refresh redirect

This option causes a page to be treated as a redirect page with a 302 StatusCode, if the page contains an
html META tag with "http-equiv" set to "refresh" and if the delay in the "content" attribute is 0. This option
is on by default.

Client-side And On Same Page
The "And on same page" mode of searching causes post-processing of search results to remove page-
based search results that are not displayed on the same page as others.

As of Release 7.0, this processing now happens on the Tealeaf server, whereas before it happened within
RTV. The server-based processing tends to be faster because it doesn't require the session data to be
loaded on the client. This option allows the old client side mode to be used.

Coalesce UI events
When this option is enabled, RTV removes redundant UI events from replay.

Events such as click on a text field or change on a KeyUp event do not provide additional descriptive
value to the replay experience, since visitor actions on the element already describe these events. In
most cases, these events automatically fire during replay. Therefore, including them in the replay and the
list of UI events is unnecessary.

« This option is enabled by default.

- To see all UI events, including the ones that are removed, clear this option.
Decode highlighted urlfields

When RTV is rendering a page, it retrieves values from the [urlfield] section of the request and passes
the text area or text field values through URL decoding that is based on the setting of this check box.

When this setting is enabled, a URL field value such as U+00C7 is decoded to U 00C7.

« By default, all URL field values are already decoded. As a result, the default value for this setting is
false.

« In some cases, particularly in older web applications, the URL fields may not be decoded, so you can set
this value to true to apply URL decoding to the retrieved values from the request.

Delete duplicate adjacent UI events
This option attempts to remove duplicate UI events that are created by buggy versions of Tealeaf UI
Capture JavaScript.

Note: This option is not needed for data that is captured by versions of Tealeaf JavaScript that are dated
08/2008 or later.
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Disable script debugger
By default, JavaScript errors in RTV are intercepted. If errors are detected on a page, you can access the
messages in the script debugger by double-clicking the yellow warning icon in the lower-left corner.

Clearing this option causes each JavaScript error to display a dialog, you can break into your installed
script debugger. You can use the enabled script debugger to see the line of JavaScript that is causing the
problem.

Disable window.onunload() Javascript
This option attempts to disable any JavaScript execution on a page that is triggered when the page
unloads before moving to the next page.

For example, if your site implements a Window.OnUnload function in JavaScript, then selecting this
option prevents the execution of this method.

You can use aResponseMod or ExternalFileMod rule to work around this issue.

Disable window.print() Javascript
This option attempts to disable running any print calls made by JavaScript during replay.

For example, suppose that your site has a Print This Page button, which opens a child window that calls
the JavaScript print method in the OnLoad event. Replaying such a session sends the page to your default
printer. Selecting this option disables this behavior.

Discard images, JS, CSS, etc. (TLA only)
When you open a TLA file, selecting this option enables RTV to load the normal pages only from the TLA.
All image, JavaScript, css, and other binary content is ignored.

Enable ActiveX controls
This option is enabled by default. Using this option, you can disable the loading of ActiveX controls during
replay.

Enable applets
This option is enabled by default. Using this option, you can enable the loading of applets during replay.

During replay, when an applet is found, it can be run on the computer that hosts RTV, which may not have
the appropriate application or helper. You can disable this setting if you are replaying sessions from a
computer without the applet interpreter installed.

Enable Tealeaf JS stub
This option attempts to intercept references to Tealeafx. js and to replace them with RTV's stub
JavaScript. By default, this option is enabled, so Tealeafx*. js files are not loaded during replay.

« RTV's stub JavaScript is editable on the UI Events tab.

When this option is disabled, no replacement is done, so references to those files return to the original
server during replay. In this case, RTV attempts to set variables that indicates that the capture must be
disabled.

Format Urls for script debugging
This option causes pages to be loaded into the browser control during replay using their temp file names
instead of the actual page URL.

When the actual URL is used, the Script Debugger cannot find the correct page. Use this option when
debugging script errors are displayed in the main replay window.
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'‘Get Images' ignores 302s

During execution of the Get Images command, a request redirecting (status code 302) to another URL
does not result in a stored response for RTV. In cases such as login authentication, storing of these
redirects is not useful.

'‘Get Images' ignores HTTPS
When enabled, RTV skips any requests that specify https.

'‘Get Images' loads remote files when parsing
This option causes the Get Images command to load remote files while parsing session pages.

Files such as background images in CSS pages and even CSS pages that are loaded by other CSS pages
are retrieved. While this option retrieves more content, it slows the processing of the Get Images
command.

Hide all pages except text/html in replay

By default, RTV knows to remove from the viewable pages list all pages whose content-type is text/
javascript, image/gif, or other type that is of little interest to the user. RTV does not remove text/
plain, text/xml, and other user-readable formats.

- To hide user-readable types, users must create profile rules to hide those page types, such as Ajax or
other pages that must not be displayed as full pages.

Selecting this option removes all content types, except text/html from the viewable pages list, thus
reducing the need for some profile rules. This option is off by default, mainly because the content-typein
response headers is often inaccurate.

Highlight search hits in replay
This option specifies to highlight the words or values that were entered in a search on the pages in Replay
view.

The search terms are highlighted in a light yellow color to make it easier for the RTV user to see the
search terms that matched on the page. These words were not highlighted to the visitor.

Highlight uses domain
This option specifies to look at the domain of a URL when it checks links between pages in a session. This
option must be used when a session spans over several domains.

Highlighting skips canceled pages
When completing form fields or highlighting links, this option causes canceled pages to be skipped, so
that the fields can be completed with data from the next valid page.

Ignore ReqgCancelled pages for replay
This option causes all ReqCancelled pages to be treated as if no data at all was captured for them. All
requests for them during replay go back to the original site.

Insert missing or cached pages

When enabled, this option attempts to insert pages that are missing in the session or that have been
cached by a content delivery network (CDN) by retrieving them from the origin server. By default, this
setting is disabled.

Note: This option must be enabled in isolation to rectify simple issues with replay of missing data.
Enabling this setting can result in false positives, in which query parameters in the URLs for UI events
cannot be matched with pages stored in the session. In these cases, this option causes RTV to reach for
the page from the origin server; for UI event pages, the page does not exist, which can cause replay
problems.
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JavaScript auto page advance
While a page loads during replay, if some JavaScript on the page requests another page in the session,
RTV moves the current position in Viewable Pages list to that page when this option is enabled.

For dynamic frame pages or pages that redirects to JavaScripts, enabling this option forces the current
replay position to move ahead one or two pages. However, in some sites, the skipping is less predictable,
so this option is disabled by default.

Quiet active update

When enabled, updates do not display a message box when there are no new pages and do not prompt
for loading when there are. Whether enabled or disabled, you must click the Update button to update an
active session.

Remove NULLs in Req/Rsp

This option causes any null characters that are displayed in the middle of requests or responses to be
replaced with spaces. Aberrant nulls can cause pages displayed to be truncated. This option is rarely
needed and is off by default.

Replay from localhost
Enabled by default, this option attempts to replay sessions from the localhost. When enabled, RTV loads
pages into the browser control from its internal HTTP web server, which runs on localhost.

Replaying from the local web server can cause problems for some web applications.

Note: If you are receiving Access denied JavaScript errors during replay, which can be caused by
cross-domain scripting errors in Ajax requests, disabling this option can alleviate the problem. Unless you
are experiencing some problem, you must not change this setting.

When this option is disabled, RTV intercepts requests in the session before they can reach the origin
server and supplies the requested data from the captured content. The browser controls DOM displays to
be hosted from the origin server, which can improve replay of some applications, even though content is
being provided from the captured session.

« The behavior when this option is enabled was previously the default behavior in RTV. In a future build,
this option can be disabled by default.

Replay Shield
This option prevents users from interacting with displayed pages during replay.

The Replay Shield prevents any interaction with the page, which may be generated by clicking or pointing
to page elements. Some JavaScript events, such as onmouseovezr, can be triggered by only moving the
cursor, which can break the replay in RTV.

Set captured cookie values during replay

By default, RTV sets cookie values into the browser control on each page load. Some apps require cookie
values for accurate replay, and some do not. Using this option, you can disable the setting of cookie
values.

Show frame borders
When selected, RTV outlines a child frame or an iFrame with a narrow black border.

Show redirect pages in replay

By default, RTV hides redirect pages in the navigation list during replay, since they do not affect what is
displayed. If you wish to see the redirects as part of the replay, you can enable the display of these pages
in the navigation list.

« This option determines how Status Code 302 pages are managed.

— If these pages are hidden in replay, any UI events that are associated with these pages are also
hidden from replay.

« By default, this option is disabled.
« This option replaces the Status Code Skip tab in Advanced options in earlier Tealeaf releases.
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Store images during replay

The Get Images command cannot retrieve images or other static content that is loaded dynamically by
JavaScript. Checking this option causes all external content that is loaded during replay to be stored with
the session so that the saved TLS contains the dynamic content as well.

Note: When Store Images During Replay is enabled, all images that include error-related images that are
sent from the web server, are stored in the image list.

Use fixed screen size from UI event

When IBM Tealeaf CX UI Capture for AJAX is deployed with your web application, you can use this option
to force RTV to resize its display window to match the screen resolution information that is retrieved from
UI Capture from the visitor's browser.

Note: If this option and Use Fixed Screen Size from UserAgent are both enabled, the values that
are retrieved from user interface events take precedence.

- After you change this setting and closed the Options tab, click the Refresh button in the toolbar to
update replay.

Use fixed screen size from UserAgent

Enabled by default, this option forces RTV to resize its display window to match the screen size
information that is provided by the client browser. The screen size information is typically present only for
sessions from mobile devices, where a fixed screen size is known.

- After you change this setting and closed the Options tab, click the Refreshbutton in the toolbar to
update replay.

Use referrer for highlighting
This option improves highlighting by using the referrer to find the correct page/URLFields to highlight.

Use remote host as session ID (TLA only)

This option specifies to join multiple sessions for a single visitor by using REMOTE_ADDR instead of
Tealeaf session IDs.

This option can be used when replaying sessions that were captured on different domains for a single
visitor. This option is only applicable when replaying sessions stored in a TLA file.

Session list event data retrieval
This option enables the retrieval of event data as part of the session lists displayed in RTV.

Use DDE for file association
When this option is disabled, selecting TLS or TLA files opens them in a new instance of IBM Tealeaf CX
RealiTea Viewer, instead of a running instance.

This option is needed only if you are receiving errors when you try to view sessions from the Portal Web
application. The errors mention permissions in theTemporaryInternetFiles directory.

- To apply any changes to this setting, click Set Now. Depending on your operating system permissions,
you may or may not be able to apply the setting.

Highlight element name
This option defines the name of a hidden button element whose value can be set to the name of the
button to highlight. It is used mostly when JavaScript controls how a page is submitted.

The default name is __EVENTTARGET (the name that ASP.NET uses).

Temp file directory
This option sets the location where IBM Tealeaf CX RealiTea Viewer places its temporary files.

Note: Changing this location closes all open replay sessions.
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Browser emulation (IE8-up only)

If your web application is using advanced features available only in later browser versions or requires
emulation of a specific version, you can use this setting to select the emulation mode for the IE browser
control that is embedded in RTV.

All currently known emulation modes that are supported by Microsoft are available for selection. The
emulation mode by the IE browser controlin RTV is determined by this RTV setting and the current
emulation mode that is selected in the version of IE installed on your desktop.

- If the IE emulation mode setting is not specified and you set this value to the default value, RTV sets
this value to the latest IE-compatible version that it detects on the local desktop.

« If the IE emulation mode value is set to a value that RTV knows but the value does not match the RTV
selection, the RTV emulation mode is set to the IE emulation mode.

« If the IE emulation mode value is set to a value that RTV does not know, you can leave the configuration
alone, which forces the default behavior, or set it to a known value.

- If the IE emulation mode value is set to a value that RTV does not recognize, RTV does not change the
emulation mode.

- Ifthe Not Set valueis not selected, RTV does not reference the IE version of the emulation mode, so
the default behavior is applied.

Note: After you change this setting, you must restart RTV to apply it.

For more details, see http://msdn.microsoft.com/en-us/library/
ee330730%28v=vs.85%29.aspx.

Interpreted Pages Options tab

Some web applications may interpret pages before it delivers them as rendered HTML to the browser. For
example, your application can use executable files (.exe) as a URI, and the file generates an HTML text
page on the web server that is delivered to the browser. RTV must know whether an unusual file
extension must be interpreted as a delivered HTML text page.
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Figure 108. Interpreted Pages tab

By default, the standard file extensions for file types that are commonly used on the web are included and
selected. These selected files are interpreted as part of a user impression.

« If your application uses a different file extension and if the file does not deliver the CONTENT_TYPE
information in the response headers, you must add and select that file extension.

« If the response header contains a CONTENT_TYPE and that CONTENT_TYPE is already known by RTV,
you do not have to add the file extension here. For example, there is no . jsp or . do file extension that
is listed here, since most Java™ Platform, Enterprise Edition servers using these file extensions include
the correct CONTENT_TYPE in the response.

AutoReplay Optionstab
The AutoReplay Options control how RTV replays page-by-page a complete session.

You can control where the session is replayed with its original time spacing between pages, with a fixed
time spacing, or in an accelerated mode.

You can also define other replay options:

Full Screen - Display replay in full screen mode.

Repeat - Allow repeat play of the replay.

Show App Events - During replay, any application events are displayed in the left pane.
« Show Form Fields - During replay, the contents of form fields are displayed in the left pane.
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cxImpact Options tab

This image shows how RTV is configured to connect to the Portal Server, through which RTV knows how
to access the Tealeaf Event Manager. This reference is used to build the URL to access the Event

Manager.
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Figure 109. IBM Tealeaf cxImpact tab

The value for the Portal Server in this tab must match the value for the Portal Server in Search Server
configuration. See "Configuring the Search Server" in the IBM Tealeaf CX Configuration Manual.

Note: If you are using security transport to connect to your Portal, you must enter the protocol
identifier. In the preceding example, the following is the URL for HTTPS:
https://0OurPortal

— The transport protocol for the Portal is defined in the Portal Server definition in the Portal

Management page. See "Managing Tealeaf Servers" in the IBM Tealeaf cxImpact Administration
Manual.

If you are not using HTTPS, the protocol identifier is optional.

— Do not use 1localhost unless you are using RTV on the Portal Server.
 All other queries or references to the Portal Server from RTV are managed through Search Server.

« The Tealeaf Event Manager is a Portal-based utility for creating and managing Tealeaf events. See
"Tealeaf Event Manager" in the IBM Tealeaf Event Manager Manual.

182 RTV User Manual


https://OurPortal

If Portal authentication is enabled: In the cxImpact Options tab, you must populate the RTV user's
Portal ID and password to connect to the Canister to search, retrieve sessions, and edit events.

« If no data is entered when you install RTV, the first time you use RTV under Portal Authentication, you
are prompted for your user name and password.

If NT authentication is enabled: The user ID and password settings do not apply. Connection
information is managed through the NT domain into which the user is already logged.

« See "Authentication" in the IBM Tealeaf cxImpact Administration Manual.

Mobile licensing

Through the cxImpact Options tab, you can review status of the IBM Tealeaf CX Mobile license and
perform updates as needed. In the Mobile License area, you can review the current state of the license. If
IBM Tealeaf CX Mobile has been licensed, you must acquire the license from one of the servers to which
the license has been deployed.

About this task

Note: Before you apply any changes to the mobile license used by RTV, this updated license must be
applied through the Portal to the rest of the IBM Tealeaf CX solution. See "Managing Your Tealeaf License
Key" in the IBM Tealeaf cxImpact Administration Manual.

« If IBM Tealeaf CX Mobile is not licensed, an Invalid message is displayed.

Note: When IBM Tealeaf CX Mobile module is not licensed, the following limitations are applied to replay
of mobile-based sessions:

« No display of mobile-specific events, such as scroll and touch

No display of mobile device data during replay

« No use of a mobile skin (Extended user agent parsing is also required)

« No display of device orientation changes

« No resizing of the screen to the mobile browser dimensions

The underlying data is captured independent of the license; enabling the license allows mobile-based

replay of sessions that are already captured. See "Overview of CX Mobile" in the IBM Tealeaf CX Mobile
User Manual.

Procedure

1. To check for an updated mobile license, click Update.

2. Enter the server name and port number for the Search Server where this license information can be
acquired.
« Typically, this value points to the Portal Server and uses the port number 19000.

« The default values are acquired from the Search Server to which RTV is configured to acquire
sessions. You can change the values in this dialog or connect to a different Search Server. See “RTV
Search Setup” on page 81.

3. To update the license, click OK.

4. RTV queries the Search Server for an updated mobile license. If one is available, it is downloaded for
use in RTV. The license expiration date is updated to reflect the new mobile license.

Results

Note: Updates to the mobile license do not affect sessions that are currently loaded at the time of the
update. Any opened sessions must be closed and reopened to apply the new mobile license.
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UI Events Options tab
The UI Events Options tab configures how client-side UI event are replayed, if enabled, and have
included Tealeaf Client UI Event capture JavaScript.
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<

IV Replay GUI Events Trunu:_ate |:|i$|:_||a_l,l u:u_f long 1Dz [0 for no truncation,
¥ Show Performance Events negative: for right side]

¥ Show UIEventdpplnfo Events 32

¥ Show Contest Events

AutaoM av Delay [mS]: |3|:||:| |
v Autahay =

¥ Disable navigation when busy

Il Event SubT ypes to show I fidd Hew Type:

| |
O bl |
|

O focusin Delete
O focusout

O mousedown
moLeLp
[ mouzewheel
[ zcrol

[ unchanged

Reszet

Hezet All Optionz k. I Canicel Help

Using these options, you can hide or replay specific types of UI events. For example, you can hide mouse
moves. This feature is required if you want to replay Ajax or AJAX-like sites.

Figure 110. UI Events tab

Option
Description

Show Info events

Shows informational events, such as JavaScript exceptions.
Replay GUI Events

Shows UI events in replay, such as clicks and text entry.
Show Performance Events

Shows Page load and unload events.
Show UIEventAppInfo Events

These events are generated by IBM Tealeaf CX UI Capture for AJAX, which can be deployed to
capture user interface events in the client browser.
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Show Context Events

Toggle display of context events that are captured from the client. Context events mark any changes
in context or screenview on individual pages. For example, if a page contains tabs, clicking a new tab
typically causes a context event to be generated and captured by UI Capture. This setting does not
affect any events that occur between context events.

AutoNav

If you jump around in the viewable pages list, AutoNav steps back to the preceding full page and then
steps through the UI events sequentially to the one that you selected. When AutoNav is enabled, you
can configure the AutoNav Delay, which specifies the number of milliseconds that RTV waits between
stepping from one UI event to the next one. This delay is provided to enable RTV to run any required
JavaScript between UI event steps.

Disable navigation when busy
Disallows stepping through UI events before the page finishes loading.
UI Event SubTypes to show
You can configure selected user interface events to be displayed during replay.
Truncate long IDs
You can truncate the display of long identifiers at a pre-configured number of characters. This option

can help improving the display of these identifiers.

Tealeaf. js stub

The Tealeaf. jsis the main JavaScript file that is deployed to visitor's browsers by UI Capture. If you
have not deployed the IBM Tealeaf CX UI Capture for AJAX library on your site, this feature is not
necessary.

Note: IBM Tealeaf CX UI Capture for AJAX is only available to legacy users.
« See "UI Capture for Ajax Reference" in the IBM Tealeaf UI Capture for Ajax Guide.

RTV can be configured to deploy a stub version of this UI Capture file that is customized for replay. The
stub file helps to replay the UI events that were captured during the visitor's original experience and
recorded in the session.

Note: Editing the Tealeaf. js stub file requires detailed knowledge of your web application and the
Tealeaf UI Capture library. Experienced JavaScript developers can replicate customizations from the web
application's Tealeaf. js into the stub file. If you have questions about how to customize the stub file,
contact Tealeaf Professional Services.

Part of the functionality of the Tealeaf. js stub is to disable UI Capture functionality. Since the Ul
Capture scripts are included by the web page, during replay it is possible for user interface events to be
captured by these scripts and sent again to Tealeaf for capture. The Tealeaf. js stub prevents UI
Capture from sending events.

« As an alternative, you can disable UI Capture by using replay rules. See “Disabling UI Capture using
replay rules” on page 185.

« To edit the stub file, click Edit TeaLeaf.js Stub. Edit or paste in the contents to revise.
« To reset to the default stub file, click Reset TeaLeaf.js Stub.

Disabling UI Capture using replay rules

If you are not using the Tealeaf. js stub file in RTV, you can use the following replay rules to disable UI
Capture during RTV replay, which prevents resubmitting to Tealeaf user interface events that occur in the
session during replay.

The following is an example of rules that can be inserted into the raw profile through the Profile options
tabin RTV.
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« See “RTV Profile” on page 159.

// Disable Tealeaf UIC Library

<ResponseModify id="28" url="/open-account/" pattern="TealeafSDK(Config)?"
replacementString="tealeaf" occurrences="all" enabled="1"/>

<ExternalFileModify id="29" url="" pattern="TealLeaf."
replacementString="//Tealeaf." occurrences="all" enabled="1"/>

Privacy Tester

RTV includes an integrated Privacy Tester utility. You can apply a configured set of privacy rules to one or
more selected sessions and then to replay them to see the effects.

Note: Privacy that is applied through the RTV Privacy Tester is a manual process that affects only the list
of sessions that are displayed in the local instance of the IBM Tealeaf CX RealiTea Viewer. Session data
that is stored in the Canister or Archive is not affected.

« Privacy rules in RTV are tested against entire sessions.

- For more information about applying privacy to all sessions delivered for replay through BBR or RTV, see
"On-Demand Privacy" in the IBM Tealeaf CX Configuration Manual.

Privacy is applied and displayed in Request View, Response View, and Replay View.

« See “Request view” on page 59.

« See “Response view” on page 72.

« See “Replay view” on page 26.

Configuration
If you are using RTV to develop and test privacy rules, complete the following configuration changes.

About this task

In RTV, response headers are hidden from display by default. If you are using RTV to gather response
data for testing privacy rules:

Procedure

1. In the RTV toolbar, click the Response button.
2. From the drop-down menu on the Response button, select Full Response.
3. Inthe RTV menu, select View > Show HTTP Response.

Privacy overview

From the point of capture through Tealeaf user replay, the IBM Tealeaf CX system enables the masking or
blocking of sensitive data at multiple points of access throughout the system. For security purposes, you
can determine the data and the types of privacy rules to apply to sensitive data.

- For more information about data privacy in general, see "Managing Data Privacy in Tealeaf CX" in the
IBM Tealeaf CX Installation Manual.

In the IBM Tealeaf CX Passive Capture Application, Windows pipeline, and the IBM Tealeaf CX RealiTea
Viewer, data privacy is managed through the same mechanisms, which means that you can apply the
same privacy configuration at any place in the system. Typically, privacy is applied at PCA for data that
must never be displayed in Tealeaf.

« For more information about PCA privacy, see "PCA Web Console - Rules Tab" in the IBM Tealeaf Passive
Capture Application Manual.

In the Windows pipeline, privacy is applied to remove or mask data that should not be searchable,
reportable, or replayable using the Privacy session agent or the Extended Privacy session agent, which
provides more features not available in the standard session agent.

 Privacy can also be used to complete other useful manipulations on session data.
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« For more information about Windows privacy, see "Privacy Session Agent" in the IBM Tealeaf CX
Configuration Manual.

« For more information about Windows privacy, see "Extended Privacy Session Agent" in the IBM Tealeaf
CX Configuration Manual.

Developing privacy rules
When privacy is applied, each active privacy rule is tested against session data.

A privacy rule consists of:

 Rules are used to determine which hits to select for data blocking, encryption or other Privacy action.

» Tests are comparisons that are used to determine whether an associated action must be taken upon
evaluation.

« Actions indicate the data in the hit to process and how to process it.

« Keys determine the privacy keys to utilize for encryption processes. These keys are used for encryption
actions only.

Privacy rules development is an iterative process. You must develop simple rules, tests, and actions and
test them thoroughly on well-known data. You can then add more sophisticated rules accordingly.

The Privacy session agent documentation contains detailed information about how to develop privacy
rules.

« See "Privacy Session Agent" in the IBM Tealeaf CX Configuration Manual.

Uses of RTV privacy

RTV Privacy works in the same manner as privacy in the Windows pipeline and in the IBM Tealeaf CX
Passive Capture Application. With RTV Privacy, you can apply privacy to a controlled set of sessions
without affecting the stored versions of them and then immediately replay the outputted sessions. In this
manner, RTV can be a useful rules development mechanism.

RTV Privacy is most useful for evaluating the effects of privacy rules on replayed sessions. In this manner,
privacy rules that are developed and tested through RTV can be applied to manage privacy for replay. See
"On-Demand Privacy" in the IBM Tealeaf CX Configuration Manual.

« See "CX Browser Based Replay" in the IBM Tealeaf cxImpact User Manual.
« See “Replay view” on page 26.

RTV does not include an integrated editor for rules development. You can choose to develop your privacy
rules in the TMS-based Privacy Tester Utility and then acquire the configuration file for use with RTV.

 See "Privacy Tester Utility" in the IBM Tealeaf CX Configuration Manual.

« Experienced privacy developers can edit the privacy configuration file directly before they load it into
RTV.

Applying privacy
This information describes the steps that one must take to apply privacy rules to sensitive data.

Before you begin

Before you begin, you must acquire a privacy configuration file for developing rules and testing them
through RTV.

In a Tealeaf Processing Server, acquire the following file:

<Tealeaf_install_directory>\Privacy.cfg

The preceding file contains the current privacy configuration that is applied to session data when the
Privacy session agent is enabled in the Windows pipeline for that server.
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If you want to start with the default file provided by Tealeaf, acquire the following file from the Processing
Server:

<Tealeaf_install_directory>\Privacy.cfg.ORIG

You must save a backup version of the file that you are using for development. Later, you can compare the
backup to the version you used for development to determine the new rules you created.

Next, develop your privacy rules and apply them to the configuration file you acquired.
Applying privacy through RTV

After you acquire the . cfg file and modified it to include your new rules, complete the following steps to
test those rules in RTV.

Procedure

1. Open RTV.
2. Acquire test sessions or a session list in RTV:

« Loada .tlsor .tlafilein RTV. See “RTV Menus” on page 128.
 Perform a search. See “Session search and Subsearch” on page 86.
3. You can save as your baseline test data.

4. If you open a session list, select the sessions that you want to test using the Privacy Tester. You can
select more than one.

« If you do not select any sessions from a session list, the privacy rules are applied to all sessions in
the list.

5. From the RTV menu, select Tools > Privacy Tester.... The Privacy Tester dialog is displayed:

Privacy Tester : il

Privacy config file:

I C:\Documents and SettingsisolsoniDeskiopiPrivacy.cfg Browse, ., |

I¥ Display Errors in Motepad

¥ Log all Actions ko Request Buffert

Replay Privacy Groups|ser

TL_IUSER_GROUPS |

TL_USER_MAME I kestuser

Ok, I Cancel

Figure 111. RTV Privacy Tester
6. In the Privacy Tester dialog, click Browse....

7. Browse your local computer to find the . cfg containing your rules in development. Select the file and
click Open.

8. The Privacy Tester dialog is populated with the full path to the . cfg file.

9. To display errors that are detected during privacy evaluation, click theDisplay Errors in Notepad
check box. These errors can be saved to a local . txt file for further evaluation.

10. To log all privacy actions applied based on the rules to the request buffer of each modified hit in the
session, click theLog All Actions to Request Buffer check box.
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« Privacy log messages are stored in the [privacylog] section of the request of the applicable hit.
11. For on-demand privacy, you can configure the values of the TL_USER_GROUPS and TL_USER_NAME
to which to apply privacy rules. Since on-demand privacy is applied to a single user at a time, you can
specify one user name or a comma-separated list of user groups to which the user might belong.
« See "On-Demand Privacy" in the IBM Tealeaf CX Configuration Manual.
12. Click OK.
13. The Privacy rules are applied to the selected sessions.
14. The results are displayed in a new session list.
15. Replay sessions until you can determine whether the privacy rules are applied correctly.

« You can review the session to see how the privacy rules were applied.
16. Repeat these steps if additional changes are required to your privacy rules.

Deploying privacy rules changes
After you finish developing privacy rules, you can deploy them into the production data processing stream
in other areas of the IBM Tealeaf CX system.

About this task

- If you are deploying the entire Privacy.cfg file that you used in RTV, locate this file on your local
computer.

« If you are only deploying part of this file, you must acquire as a text snippet the parts that were
modified from the source file.

Depending on the destination of your rules changes, use the following links below:

Procedure

1. UI Capture Privacy: When the Tealeaf IBM Tealeaf CX UI Capture for AJAX is installed and deployed for
your web application, privacy rules can be configured and applied through the client browser to ensure
that private data never enters the Tealeaf system. See "Data Privacy in UI Capture" in the IBM Tealeaf
UI Capture for Ajax Guide.IBM Tealeaf CX UI Capture for AJAX is only available to legacy users.

2. PCA Privacy: Privacy rules must be configured manually through the Rules tab. See "PCA Web Console
- Rules Tab" in the IBM Tealeaf Passive Capture Application Manual.

3. Windows Pipeline Privacy: Privacy rules are developed and applied through the configuration of the
Privacy session agents in TMS.

« See "Privacy Session Agent" in the IBM Tealeaf CX Configuration Manual.
- See "Extended Privacy Session Agent" in the IBM Tealeaf CX Configuration Manual.

« You can also use TMS to acquire the current privacy configuration file, apply your changes, and then
post the file back to the appropriate location on the Processing Server. See "TMS Advanced Tab" in
the IBM Tealeaf cxImpact Administration Manual.

4. On-Demand Privacy: Privacy rules changes are applied by Search Server to sessions request by replay
clients. For more information on configuring on-demand privacy, see "Configuring the Search Server"
in the IBM Tealeaf CX Configuration Manual.

« See "On-Demand Privacy" in the IBM Tealeaf CX Configuration Manual.

Session attributes

Session attributes are statistical information about the captured session that is stored as part of each
session. By default, Tealeaf provides a set of pre-configured session attributes to monitor data transfer
size and rate, application errors, event information, and page information.

- Session attributes are automatically indexed and therefore searchable without searching for the
triggering event.
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- In addition to the provided session attributes, you can configure up to 64 additional session attributes
to be populated by event actions and inserted into the session summary. These user-defined attributes
can be used to extend the monitoring capabilities of your Tealeaf solution by capturing session-level
information about the visitor experience. Session attributes are populated by event actions. See "TEM
Session Attributes Tab" in the IBM Tealeaf Event Manager Manual.

Accessing session attributes
There are two methods to access session attributes, through RTV or the Portal.

« RTV: Whether the session is active or completed, you can access the current session attributes and
their values through the RTV menu. Select View > Session Attributes.

« Portal: In the session list, you can select the Session Info icon to display data about the session,
including user-defined session attributes. See "Searching Session Data" in the IBM Tealeaf cxImpact
User Manual.

Searching for session attributes

Through RTV, you can search for session attributes in the Session Info node. The definition of the session
attribute provides a mapping between the attribute name and the internal attribute name and number.

About this task

To search for a session attribute:

Procedure

1. In RTV, click the Search button.

2. In the Session Facts pane, click the Session Info node .

3. Double-click the session attribute to add as a search term.

4. The session attribute is displayed in the list of search terms.

5. Enter the value of the attribute for which you would like to search.
6. To run the search, click Search.

Session attribute reference

Tealeaf accumulates attributes of a session as pages are passed to it for evaluation. These attributes
contain useful information about the session, data size, network travel time, and event statistics.

« Inthe completed session, these attributes are written to the .STS section that is part of the session.
The primary ones of interest are in the [canisterSummary] section.

« Toview these attributes in RTV, select View > Session Attributes.

Example session attributes
An example set of session attributes that are displayed in RTV.

[canisterSummazry]
T1tStsCanisterID=CANISTER.dbs\LSSN_20100930_SIERRA4.dat
T1tStsSesnIdx=4603208
T1tStsFirstUse=1285847631
T1tStslLastUse=1285847720

T1tStsNumHits=591

T1tStsServerHits=223

T1ltStslLicensedPage=147

T1tStsTxtPages=147

T1tStsSynthHits=0

T1tStsReqCancelledHits=0

T1tStsCUIPages=368

T1tStsOtherPages=76
T1tStsSesnID=DF2AODEE773C018CA814B855CEA20AFE
T1tStsReqBytes=260409

T1tStsRspBytes=4963483

T1tStsFactCount=1234

T1tStsEventCount=33
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T1tStsIPaddr=63.194.158.158
T1tStsDomain=www.straussandplesser.com
T1tStsTLTVID=

T1tStsSesnDuration=89
T1tStsUserID=8FBO6E8D6227D183BA830489FA2484AE
T1tStsBrowser=Firefox
T1tStsBrowser0S=WinXP
T1tStsBrowserVersion=Firefox3.0
T1tStsBrowserType=Firefox

T1tStsIsBot=0

T1ltStsReferer=

T1ltStsInteresting=Yes
T1tStsSessionTimeout=300
T1tStsSessionVersion=8.0
T1tStsCloseSessionEvent=No
T1tStsSessionCloseReason=SessionExpired
T1tStsEventUniqueId=6
T1tStsEventUniqueld=7
T1tStsTrafficType=BROWSER

Definitions
A chart containing definitions for session attributes.

Table 18. Definitions

Attribute Name Example Value Definition Auto-Indexed
TltStsCanisterID CANISTER.dbs\ The IBM Tealeaf cxImpact canister Y
LSSN_20100930_SIERRA4.dat identifier

TltStsSesnldx 4603208 The IBM Tealeaf cxImpact session Y
index identifier

TltStsFirstUse 1285847631 Timestamp of the first hit in UNIX time | Y
format

TltStsLastUse 1285847720 Timestamp of the last hitin UNIX time |Y
format

TltStsNumHits 591 The total number of hits in the session |Y

TltStsServerHits 223 The total number of hits that are listed
on the server

TltStsLicensedPage 147 The total number of licensed pages in
the session

Note: This attribute applies only if the
Licensed Page model of licensing is
applied to your Tealeaf solution.

TltStsTxtPages 147 The total number of text pagesinthe |Y
session

TltStsSynthHits 0 The total number of synthetic hits in
the session.

= Synthetic hits are generated by IBM
Tealeaf cxConnect for Data Analysis
integrations for integrating data
from third-party services. See
“cxConnect for Data Analysis
Administration Manual" in the IBM
Tealeaf cxConnect for Data Analysis
Administration Manual.

TltStsReqCancelledHits 0 The total number of Req Cancelled Y
hits in the session

IBM Tealeaf CX RealiTea User Manual 191



Table 18. Definitions (continued)

Attribute Name

Example Value

Definition

Auto-Indexed

TltStsCUIPages 368 The total number of client user

interface hits for the session.

« Client user interface hits can be
captured if you have deployed IBM
Tealeaf CX UI Capture for AJAX to
your web application. See "UI
Capture for Ajax Guide" in the IBM
Tealeaf UI Capture for Ajax Guide.

Note: IBM Tealeaf CX UI Capture for

AJAX is only available to legacy users.

TltStsOtherPages 76 The total number of pages that do not
fit into the other page categories
TltStsSesnID DF2A0DEE773C018CA814B The TLTSID of the session Y
855CEA20AFE
TltStsReqBytes 260409 Total request size for all pages
TltStsRspBytes 4963483 Total response size for all pages
TltStsFactCount 1234 Total count of facts in the session.
TltStsEventCount 33 Total count of events that fired in the
session.
TltStsIPaddr 63.194.158.158 IP of the client, which is taken from Y
the REMOTE_ADDR request value
TltStsDomain www.straussandplesser.com Domain in which the session was Y
experienced.
TUStsTLTVID N/A The Tealeaf visitor identifier can be Y
populated if the Tealeaf Cookie

Injector is installed and deployed.

» The Tealeaf Cookie Injector is a
lightweight server utility that issues
cookies to uniquely identify visitors
for Tealeaf. See "Installing and
Configuring the Tealeaf Cookie
Injector" in the IBM Tealeaf Cookie
Injector Manual.

TltStsSesnDuration 89 The session duration, in seconds Y
TltStsUserID 8FBO6E8D6227D183BA83048 The unique user identifier that is Y
9FA2484AE generated by Tealeaf for the session.
TltStsBrowser Firefox The browser from which session came | Y
(from HTTP_USER_AGENT)
TltStsBrowserOS WinXP The operating system on which the
browser was installed
TltStsBrowserVersion Firefox3.0 The version of the browser in use
TltStsBrowserType Firefox The type of browser: Firefox, IE,

Chxome, or similar

Note: The source of this attribute has

changed beginning in Release 8.6.

TltStsIsBot 0 If the user agent is a bot, this value is

set to 1. Otherwise, it is set to 0.

TltStsReferer N/A The referrer IP for the session.
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Table 18. Definitions (continued)

Attribute Name Example Value Definition Auto-Indexed

TltStsInteresting Yes The session was marked as interesting
by at least one event.

Note: As of Release 8.0, this attribute
is deprecated. It is always set to Yes.

TltStsSessionTimeout 300 The session timeout setting for the
session.

» The default value is configured
through TMS. See "Configuring the
CX Canister" in the IBM Tealeaf CX
Configuration Manual.

TltStsSessionVersion 8.0 The version of Tealeaf for which this
session was captured.

» This field is not populated for
sessions that are created before
Release 8.0.

TltStsCloseSessionEvent No Indicates whether the session was Y
forcibly closed by a session close
event

TltStsSessionCloseReason SessionExpired Indicates the reason why the session
was closed

TltStsEventUniqueld 6 The ID of each event that fired in the Y
session. Event #6 in this case. The
Event ID can be found in the tooltip for
events that are displayed in the
Tealeaf Event Manager. See "TEM
Events Tab" in the IBM Tealeaf Event
Manager Manual.

TItStSTrafficType BROWSER The type of traffic that is detected in
the hit

« BROWSER indicates a client Web
browser

= BOT indicates a web-crawling bot

How session attributes are stored

As the Canister evaluates individual hits from a session, it maintains a set of system and user-defined
session attributes. While the session is active, the Canister continues to update these attributes as
needed.

- When the session is marked as completed in the Canister, the session attributes are written to the STS
filein the [canisterSummary] section of the file and stored with the session while it exists in Tealeaf.

« For active sessions, these values are stored in the Canister's in-memory database.

« RTV presents them as part of the [CanisterSummary] section, even though their data source has not
yet been recorded permanently.

Merge attributes

If the displayed session is merged from a set of fragments, RTV displays information about the merged
operation and the component fragments in the [MexgeSummazry] section at the top of the Session
Attributes page.

For more information about configuring fragment merging:

« RTV: “Annotations in RTV” on page 151

« BBR: Through the Replay Server, sessions can be automatically merged prior to deliver through BBR.
See "Managing Tealeaf Servers" in the IBM Tealeaf cxImpact Administration Manual
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— As needed, individual BBR users can override the Replay Server settings. See "BBR Options" in the
IBM Tealeaf cxImpact User Manual.

In the following sections, you can review reference information about the merged data, depending on the
type of merge completed:

- Index-Based Merge Reference

« Auto-Merge Reference

Index-based merge reference

Also known as RTV merge, this form of merging fragments attempts to find matching fragments that are

based on a specified request variable that uniquely ties the session fragments together. Typically, this
variable is the unique session identifier.

- See “Annotations in RTV” on page 151.

In the Session Attributes window, the index-based reference information is similar to:

[MergeSummary]
NumSessions=3
TotalNumPages=448

[Session0]
SessionIndex=360308
CanisterName=CANISTER.dbs\LSSN_20120213_TYNDALL.dat

[Session1]
SessionIndex=360564
CanisterName=CANISTER.dbs\LSSN_20120213_TYNDALL.dat

[Session2]
SessionIndex=361131
CanisterName=CANISTER.dbs\LSSN_20120213_TYNDALL.dat

Field
Description

NumSessions
Number of session fragments that are included in the merge

TotalNumPages
Total number of pages that are included in the merge

Table 19. [SessionX] sections:

Field Description

SessionIndex The internal session ID for the specified CanisterName to locate the session
CanisterName The Canister file that contains the listed fragment

Auto-merge reference
When enabled, auto-merging allows Search Server to attempt to match session fragments 24 hours
before or after the main fragment. Auto-merge requires no additional configuration.

- See “Annotations in RTV” on page 151.

In the Session Attributes window, the auto-merge reference information is similar to:

[MergeSummary]

NumSessions=3

TotalNumPages=363

TotalDurationSeconds=22729

TotalDuration=06:18:49

PartialMerge=YES

PartialMergeReason=Merge data size limit exceeded: 16777216
PartialMergeRange=16-25

PartialMergeTotal=29
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[Session@]

SessionIndex=361562
CanisterName=CANISTER.dbs\LSSN_20120213_TYNDALL.dat
SearchServer=tyndall:19000

NumPages=86

TimeStamp=2012-02-14 05:40:48

DurationSeconds=915

RawPageStart=0

RawPageEnd=85

[Sessionl]

SessionIndex=363160
CanisterName=CANISTER.dbs\LSSN_20120213_TYNDALL.dat
SearchServer=tyndall:19000

NumPages=4

TimeStamp=2012-02-14 07:07:14

DurationSeconds=5

RawPageStart=86

RawPageEnd=89

[Session2]

SessionIndex=364296
CanisterName=CANISTER.dbs\LSSN_20120214_TYNDALL.dat
SearchServer=tyndall:19000

NumPages=19

TimeStamp=2012-02-14 08:16:58

DurationSeconds=87

RawPageStart=90

RawPageEnd=108

Field
Description

NumSessions
Number of session fragments that are included in the merge

TotalNumPages
Total number of pages that are included in the merge

TotalDurationSeconds
Total duration of the merged session in seconds

TotalDuration
Total duration of the merged section in HH: MM: SS format

PartialMexge
If YES, the merge was not complete, per the PartialMergeReason.

PartialMergeReason
If the merge is partial, this entry provides an explanatory reason.

PartialMergeRange
The range of fragments out of the PartialMergeTotal that were successfully merged

PartialMergeTotal
The total number of fragments that were detected for the merge

Table 20. [SessionX] sections:

Field Description

SessionIndex The internal session ID for the specified CanisterName to locate the session

CanisterName The Canister file that contains the listed fragment

SearchServer The host name and port number for the Search Server from which the session
fragment was retrieved

NumPages The number of pages in the fragment

TimeStamp The timestamp that is associated with the fragment

DurationSeconds The replay length in seconds of the fragment
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Table 20. [SessionX] sections: (continued)

Field Description

RawPageStart In the merged session, the starting page number of the content in this
fragment

RawPageEnd In the merged session, the ending page number of the content in this
fragment

What is indexed and searchable

Tealeaf indexes a selection of content in session data to enable faster retrieval of searches. This
information describes the content of the request and the response that are indexed by Tealeaf indexing.

Response

In the response, which is indexed terms do not include HTTP Headers, HTML markup tags, and JavaScript
code because of space considerations.

About this task

To review indexed content in the response:

Procedure

1. Select Response view.
2. Right-click in the Response view, and select Indexed Response.

» See “Response view” on page 72.

Request
In arequest, a selection of fields is indexed automatically.
Note: Cookies are not automatically indexed. Most sites have cookies that contain personalization
information as encoded data, which is often unique to every hit. Indexing cookies generates large

indexes. If there is a specific cookie to index, you can create a pipeline rule that casts the cookie and its
value into the [appdata] section of a request, where it is always indexed and searchable.

« For more information about the indexed fields, see "Configuring CX Indexing" in the IBM Tealeaf CX
Configuration Manual.

Indexing options
Tealeaf Indexing indexes a pre-configured set of parts of the request and the response.

« You can employ free text searches of non-indexed content. These searches can take longer to return
results.

« For more information about configuring indexing and the items that are indexed, see "Configuring CX
Indexing" in the IBM Tealeaf CX Configuration Manual.
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Regular expressions in the RealiTea Viewer

In RTV, you can use regular expressions in search criteria and in the configuration of some replay rules.

Overview

Regular expressions (regex) are a way of specifying a string for pattern matching. By using meta
characters, regular expressions are a flexible and powerful way of specifying patterns.

Some regular expressions are recognizable. For example, the command dir *.txt, where the asterisk
is a meta character (or "wildcard") indicates to match any file name that has a . txt extension.

However, regular expressions can be cryptic, non-intuitive, and time-consuming to create and debug. The
following links present regular expressions at a high level along with some important concepts as they
relate to using regular expressions with Tealeaf data.

Note: Regular expressions can be CPU-intensive to process and, if poorly specified, can affect system
performance.

For some replay rules configuration fields, you can insert regular expressions to help pattern matching.
Typically, these patterns are designed to match a range of URLs.

Greedy versus non-greedy searches
An important regular expression concept is "greedy" versus "non-greedy" searching.

For example, consider the following nursery rhyme.

Peter, Peter, pumpkin-eater,

had a wife and could not keep her;
He put her in a pumpkin shell,

and he kept her very well.

If you wanted to look for the string Peter followed somewhere by the string her, such a search would be
represented by the regular expression Peter.xhex. This expression is saying to look for the string
Peter followed by O or more characters (the . ) and then the string hex.

But there are separate multiple occurrences of this pattern that match this regular expression:

Peter, Peter, pumpkin-eater,

had a wife and could not keep her;
He put her in a pumpkin shell,

and he kept her very well.

and also

Peter, Peter, pumpkin-eater,

had a wife and could not keep her;
He put her in a pumpkin shell,

and he kept her very well.

and also

Peter, Peter, pumpkin-eater,

had a wife and could not keep her;
He put her in a pumpkin shell,

and he kept her very well.

The first occurrence is non-greedy; it is the shortest match string possible. The last instance is referred to
as greedy, as it wants to match as much as possible.

Note: By default, regular expression searches are greedy. Greedy searches can have severe performance
implications, specifically when applied to the response buffer. The only way a greedy match can
determine the largest match is to examine the string in its entirety.
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For example, if the Peter nursery rhyme was a very long nursery rhyme (~100 kb) and even if there were
no further occurrences of the phrase her, it would still have to scan the string to the end to determine
that there were no matches.

Greedy regular expressions must be limited to "filtered" events or value parts of request buffer name-
value pairs. They must never be used to do any searches in the response buffer, unless its contents are
known.

Using static archives in RTV

A static archive is a database of static content that is detected in the session data stream. Typically, static
content such as image files, CSS, and JavaScript are repeated frequently in session data, occupy large
volumes of data, and are often in binary format.

By default, Tealeaf is configured to drop this content at the point of capture. However, in some
environments, it is useful or even necessary to capture this content.

- For more information about static archives, see "Managing Static Archives" in the IBM Tealeaf cxImpact
Administration Manual.

Through RTV, you can access static file archives that are stored locally or are managed remotely through a
TLI server. This information describes how to use static archives in the IBM Tealeaf CX RealiTea Viewer.

Types of static archives
RTV supports the use of two kinds of static archives, local TLI archives and remote TLI archives.
- Local TLI archives - Static content can be gathered from the origin server and stored in a local . TLI file.

When references to the object are encountered during replay, RTV can attempt to retrieve them from
the local TLI archive.

= Remote TLI archives - Static archives can be managed centrally through a TLI server. These archives are
populated by a session agent, which inserts detected static objects into . TLI files. During replay,
Search Server queries the TLI server for the appropriate content, which is served through RTV for
display.

See "TLI Session Agent" in the IBM Tealeaf CX Configuration Manual.

How RTV accesses static content
An overview of how RTV uses static content.

About this task

When RTV is configured to use TLIs, references to static content are resolved during replay in the
following order for the best possible match:

Procedure

1. Check the IE Cache maintained by RTV.

2. If a TLI server is in use, check the static archive cache. If a TLI server is not in use, check any TLI files
created manually on your local system.
« When content is retrieved from a remote TLI server, RTV stores the content locally in a cache for

faster access. See “Local TLI cache” on page 201.

3. Check the session itself. Static content can be embedded in the session.

4. Check the Remote TLI archives that are managed by a TLI server.

5. Check the origin server.
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Results

If no match is found in one area, then the next area is searched for matching objects. If no match is found
on the origin server, an empty area is inserted into the replay.

Configuring RTV to use static archives
This information describes the steps that one must take to configure RTV to use static archives.

Configuring advanced options
The following advanced options must be configured so RTV can use static archives.

Procedure
1. In the RTV menu, select Tools > Options.
2. Click the Advanced tab.
3. Set the following values for these options:
Option
Value

Store Images during Replay
OFF

4. Configure the options in the Static Files tab. See “Static Files options tab” on page 199.
5. Acquire static content from the selected session. See “Static File Database contents” on page 205.

Static Files options tab

In RTV, the Static Files tab controls the locations where static files are stored and retrieved. Static files
can be stored locally ina . TLI file, or you can retrieve static files that are automatically generated and
stored on the TLI Server for you.

« To open the Static Files tab, select Tools > Options from the RTV menu. Click the Static Files tab.
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Figure 112. Static Files tab

Configuration in the Static Files options tab

« For more information about configuring RTV to use a remote TLI server, see “Using a TLI server” on
page 200.
« For more information about creating local . TLI files, see “Creating local TLI files” on page 201.

— For more information about how to manage these local . TLI files, see “Managing local TLI files” on
page 202.

- For more information about updating local static content, see “Configuring static content updates” on
page 204.

Using a TLI server

When management of static archives is properly configured, the Windows pipeline automatically detects
static content and adds it to a . TLI file that is stored on the server. This archive then can be accessed by
RTV through Search Server during replay to ensure that all Tealeaf users are referencing the same static
content.

About this task

Note: Creation and management of static archives requires additional configuration. See "Managing Static
Archives" in the IBM Tealeaf cxImpact Administration Manual.
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- For more information about static files in general, see "Managing Static Archives" in the IBM Tealeaf
cxImpact Administration Manual.

— For more information about creating a TLI server, see "Managing Tealeaf Servers" in the IBM Tealeaf
cxImpact Administration Manual.

- Typically, new archives are created on a daily basis. For more information about configuring server-side
static content capture, see "TLI Session Agent" in the IBM Tealeaf CX Configuration Manual.

If a TLI Server is created in your Tealeaf environment, you can configure RTV to use the static files that
are stored in TLI archives on that server.

« You may not delete static archives from a TLI server through RTV.

To configure use of the TLI Server:

Procedure

1. In the Static Files options tab, click the Use TLI Server check box.
2. In the textbox, enter the name of the server that is hosting the TLI Server.

By default, the TLI Server uses port 19000, which is the same port that is used by default for Tealeaf
Search Servers. If needed, you can specify a different port number.

 Afully qualified domain name or IP address of the TLI server can be inserted, if needed.

Note: You do not have to create a local database to store static content from the TLI server.
3. Click OK.

Results

During replay, RTV connects to Search Server, which queries the TLI Server to attempt to provide static
content from the most appropriate . TLI file that is stored on the server.

Local TLI cache
When static content is retrieved from the remote TLI server, RTV stores the content locally in a cache.
This cache is maintained as a series of files in a specified directory.

« To specify the local directory where the TLI cache is stored, click Browse... in the Static Files Options
tab. Select the directory or create the directory folder. Click OK.

« When static content is retrieved from the remote TLI server, RTV stores it locally in this cache for faster
access. If updates are made on the server, then the cache is updated the next time that a request is
made for the static object.

« To clear this directory of TLI data, click Clear Local Cache.... Click Yes. The cache is emptied.

 You can specify how long data is allowed to remain in the local cache. Enter a value in the Max Age
(days) textbox for the number of days permitted. The default value is 1. 0. Decimal values are accepted.

— Time for a static object in the cache is measured from its initial create time.

« Optionally, you can choose to clear the local cache whenever a session is opened, which forces RTV to
acquire the latest static objects from the TLI Server. To clear the cache, select theClear Local Cache on
Replay check box.

Creating local TLI files
If the session or sessions are a representative sample of typical visitor experiences with your web
application, you can create a TLI file that captures most or all of the static content available on your site.

About this task

Note: A local . TLI file must be updated when there are significant changes to the web application or on
an otherwise periodic basis. See “Managing local TLI files” on page 202.

To create a . TLI file
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Procedure

1. Begin a new session with your web application.
2. Visit as many pages as possible where static content is referenced.

« Some knowledge of the web application structure is required.

- If you are unsure, create a session by browsing to various areas of the site. You may need to visit
some detail pages, which can reference different content from the home page of an area.

3. Create some means of identifying the session later through search.
- If your web application stores a session or user identifying cookie, you can retrieve that value by
looking in the source through your web browser.

« You can also create a unique identifier by inserting a unique value in a data entry field, such as a
search string.

4. When you have browsed the site, end the session.
5. After the session has closed, it may be a period of 5 to 15 minutes before the session has been
indexed and made available for search.

Note: If you have not configured Tealeaf to recognize when a session of your web application ends,
Tealeaf automatically times out the session after a pre-configured period of inactivity. By default, this
setting is 5 minutes. See "Configuring the CX Canister" in the IBM Tealeaf CX Configuration Manual.

« You may be able to locate the session as through active search in RTV. However, depending on the
identifier you are using, the session can be hard to locate.

6. Search for your unique identifier through Portal or RTV search.

« For more information, “Session search and Subsearch” on page 86.

- For more information, "Searching Session Data" in the IBM Tealeaf cxImpact User Manual.
7. When you have found the session, open it in RTV.
8. If you have not done so already, create the local . TLI file. See “Creating local TLI files” on page 201.
9. From the RTV menu, select Tools > Get Images....

10. The static content is stored in the active . TLI file. This file is identified with a red asterisk (*) in the
Databases panel of the Static Files Options tab.

« By default, RTV stores static contentina . TLI file in the following local directory:

C:\Documents and Settings\<username>\Application Data\TealLeaf\RealiTea

where:
« <username> is the login identifier for your account on the local workstation.

Managing local TLI files

Over time, a static . TLI can become outdated with the current static content of your web application.
Issues can be caused by . TLI content being incompatible with the current site. . TLI files must be
managed and updated from time to time. Broken . TLI files must be removed from use. Through the
Static Files tab, you can manage use and updating of the local . TLI files.

Note: In general, a single . TLI file must be used for each replay site in your web application.

In the Database Files pane of the Static Files tab, you can review the locally stored . TLI files, each of
which corresponds to a separate database of static content, which is captured by Get Images at a
separate time.

« The databases are listed in the order that they are searched for static content. To change the order,
select a database file and use the Move Up and Move Down buttons.

Note: To force an update of a specific file, move it to the top of the list and then select Tools > Get
Images from the RTV menu. See “Get Images” on page 203.
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- To check for the last update of the file, browse your local computer to the TLI storage directory, which is
listed in the previous section. Right-click the file and select Properties. The Modified date indicates the
last time that it was updated.

« To create a new static database file, click New.... The file name and location can be modified before you
save it. When saved, the file is added to the list.

Note: A newly created database file is empty until it is populated by a Get Images command.

« To remove a static database file, select it and click Remove.... The file is removed from use as a static
database file.

Note: Removed files are not deleted from the file system. They are no longer populated by Get Images
commands. You must delete them manually from the directory in which they are stored.

« To open a static database file that is not displayed in the list, such as one that is removed or copied to
your computer, click Open.... Navigate your local computer to find the file to open. The opened file is
added to the list of files.

For more information about reviewing the contents of a static file database (. TLI file), see “Reviewing
static archive contents” on page 204.

Get Images

Using the Get Images command, you can download all non-captured static content files that are
referenced in the current session at the same time, instead of acquiring them as needed during RTV
replay renders.

About this task

- If RTV is displaying in the topmost window the replay of a single visitor's session in any view mode, then
only the images that are needed for that session are fetched.

« If RTV is showing in the topmost window a view of a session segment, then the Get Images command
applies to the set of selected sessions.

- If a page dynamically calls for a file as a result of running JavaScript, the Get Images command cannot
pre-fetch these files.
To perform a Get Images:

Note: If Static Files Options tab is configured for RTV to access static content from a remote TLI server,
the Get Images command is unnecessary. When the TLI server is queried for content, RTV stores static
content locally in a separate cache. See “Local TLI cache” on page 201.

Procedure

1. When Get Images goes to Static File Database is selected in the Static Files tab, running
the Get Images command stores all static content in the currently active . TLI file. See “Creating local
TLI files” on page 201.

2. Select a session or sessions:

a) Select or open a session.
b) You can apply the Get Images command when you select multiple sessions in the sessions list.
3. Select or load a recently captured session in RTV.

4. From the RTV menu, select Tools > Get Images....

5. The static objects in the selected session are compared to any corresponding objects stored in the
local archive.

a) If there are differences between the objects, the new object is added to the local . TLI file.

Note: New versions of existing objects in a local . TLI files do not replace the old version. Both
versions are stored in the file.

6. By default, the Get Images command is configured to stop retrieving an individual item of content if it
is unable to complete the retrieval within 45 seconds.
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- If an item cannot be downloaded within the configured timeout seconds, the item is skipped, and the
next item in the list is processed.

« To configure a new timeout setting, enter a value for the number of seconds in textbox. Then, click
Set Timeout.

7. To close the dialog box after the copy to the static file database is complete, click the check box at the
bottom of the window.

« After you run the Get Images command, click the Refresh button in the toolbar to refresh the
session from the cached content.

Results

Creating a static file database enables RTV to reference this content locally, instead of having to fetch it
during replay or require you to run a Get Images command to acquire the content.

« For more information about creating local . TLI files, see “Creating local TLI files” on page 201.

« You can review the contents of the static file database through RTV. See “Static File Database contents”
on page 205.

The Get Images command runs a single snapshot of the static content that is referenced in the current
session or selected sessions. However, this content and its location can change over time. Since the local
data is static, the quality of replay of the referencing session can degrade over time.

- For more information about how to manage Static File databases over time, see “Managing local TLI
files” on page 202.

Configuring static content updates
The Static Files Options tab provides controls for configuring how Search Server is instructed to manage
updating RTV with static content referenced in a session.

You can configure when the Get Images command checks for updated files: Never (default) or Always.
Note: Setting this value to Always can affect impact system performance.

Image Substitution: The Image Substitution drop-down controls how Search Server locates the best . TLI
file. This option allows older static content to be either archived or deleted depending on its usefulness,
instead of storing all static content in a single large . TLI file.

When there are multiple images that are found for any URL, RTV can substitute the image that is based
upon one of the following options:

Option
Description

Use newest
The newest available image is substituted for the missing one.

Use closest date/time match
The missing image is substituted for the image that is closest to it, either forward or backward in time.

Use closest previous date/time match
The missing image is substituted for the image that is closest to it backward in time.

Use closest following date/time match
The missing image is substituted for the image that is closest to it forward in time.

Reviewing static archive contents
Whether you are using local or remote . TLI files, you can review the contents of the active static archive
through RTV.

« If you are using a local . TLI file, you can get images from the currently open session into your . TLI file
before you review it. See “Get Images” on page 203.

« To review the contents of the active static archive, select View > Static File Database? in the RTV
menu. The Static File Database Contents dialog is displayed.
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Static File Database contents

Using this tool, you can see the contents of the static file databases that are stored in the Tealeaf . TLI

format.

« To view the contents of the currently active static file database, select View > Static File Database.

« You can manage multiple static file databases through RTV and configure RTV to download content to a

local . TLI file when a Get Images command is completed. See “Static Files options tab” on page 199.

« For more information about getting images, see “Get Images” on page 203.
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Figure 113. Static File Database Contents

To select multiple files, press SHIFT or CTRL and select the files.

To view a static database file in its default viewer, select it and click View.

To view a text-based static database file in Notepad. exe, select it and click View in Notepad?.
To export the list into Excel-readable format, click Export List to Excel....

To delete one or more files, select them and click Delete....

and then click Diff.... The differences are displayed in Notepad. exe.

To compare the differences between two text-based items in the static file database, select the items

To search the list of objects, enter a text string in the Search box. To match the search against all words

in the text box, click the check box. Then, press ENTER to filter the display to show only the matching

objects.
For more information about using this window to interact with a TLI server, see “Browsing TLI Serve

r

files” on page 206.
To close the dialog, click Close.

At the top of the dialog, you can review the number of files and volume of data that is stored in the
selected database file(s).

Column
Description

Type
Type of static file

Host/Path/Name
Columns define the full URL to the static file.
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Timestamp
Timestamp when the static file was loaded into the database

Size

Size in bytes of the raw source object
CmpSize

Size in bytes of the compressed static file
ContentType

Mimetype of the listed file
File

Full path to the . TLI file where the static file resides
MD5

MD5 checksum applied to the file to verify data integrity. If multiple objects share MD5 value, then the
underlying data is the same. The stored data is shared between the entries.

Browsing TLI Server files

When you use a TLI Server, you can use theStatic File Database Contents window to browse the local
TLI cache that contains objects that are retrieved from the TLI Server or TLI files that are stored remotely
on the server.

« When you use a TLI server, the local cache is first queried for static objects to display. If no matches are
found, RTV then queries the remote TLI server.

- For more information about TLI Servers, see "Managing Static Archives" in the IBM Tealeaf cxImpact
Administration Manual.

Browsing the Local TLI cache
Instructions on how to browse the Local TLI cache.

About this task

To browse the local TLI cache:

Procedure

1. In the lower-left corner, click the Local Cache button.

2. The contents of the window are updated with the static objects that are stored in the local cache that
is managed by RTV.

Selecting TLI Files from remote server
Instructions on how to select TLI Files to view from the remote server.

Procedure

1. In the lower-left corner, click the TLI Server button.

2. The configured TLI server is listed in the textbox. For more information about changing the TLI server,
see “Static Files options tab” on page 199.

3. To browse TLI files available on the server, click Select.
4. The Server TLI Selection dialog is displayed.
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Server TLI Selection
In the Server TLI Selection dialog, you can select a specific TLI file or set of TLI files to view in the Static
File Database dialog. The list of TLIs available on the selected server is displayed.
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Figure 114. Server TLI Selection

« To select one or more TLI files on the specified server, click the check box next to its name.
To select all available TLIs, click Select All.
To clear all selections, click Clear All.

« To load your selections into the Static File Database Contents window, click OK.
« To cancel your selections, click Cancel.

When one or more TLI files is selected, the Static File Database Contents window is updated with the
static objects retrieved from the selected files on the TLI Server.

TLI settings:

You can specify the maximum number of entries permitted when viewing the selected TLI file in the
Static File Database Contents window. Enter a value in the Max Entries textbox. This setting is enforced
when the entries in the selected file or files on the server are downloaded for review in RTV.

You can specify the maximum time in seconds that RTV is permitted to attempt to contact and download
static content entries from the selected TLIs. Enter a value in the Timeout Seconds textbox.

During retrieval of entries from the TLI file, both TLI settings are applied; if either of the settings is
reached during the download, the retrieval is stopped, and the entries that are downloaded so far are
displayed in theStatic File Database Contents window.

- These limits are imposed to prevent excessively large queries of the Search Server, which can cause it
to crash.

Locating static content in session data
During replay of a session, it is not apparent to the RTV user whether the static content is in the RTV
cache, ina . TLI file, or on the origin server.

About this task

To locate static content objects in session data:
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Procedure

1. Perform a search using Text in Response as a search term, specifying the file name of a static object
that should be stored in a static archive (for example, example.gif).
« See “Session search and Subsearch” on page 86.

2. When you are able to locate a session that contains the static object, find the hit where the object is
referenced.

3. Click the Replay view button.
4. From the RTV menu, select View > Page Load Details.
5. In the Page Load Detailswindow, the Source column cancontain the following references:

Value
Description

IE Cache
Retrieved from the RTV cache

TLI + filename
Retrieved from local TLI £ilename file or the local cache, depending on whether you are using a
TLI server or not.

Remote TLI + date
Retrieved from the TLI server file for the specified date

Results

See “Context menu” on page 148.

Refreshing static archives
This information describes the steps one must take to refresh static archives.

Refreshing local archives
This information describes the steps one must take to refresh local archives.

Clearing the IE Cache

Clearing the IE Cache allows RTV to initially look for content in local . TLI files or through the remote TLI
server system. Clearing the cache periodically ensures that RTV is using the most current versions of the
content available for replay.

About this task

- For more information about clearing local content that is cached from a TLI server, see “Clearing the
local TLI cache” on page 209.

To clear the IE cache:

Procedure

1. In the RTV menu, select View > IE Cache.
2. In the IE Cache window, click Delete All. Confirm the deletion.
3. Click OK.

« For more information about the IE Cache, see “RTV Menus” on page 128.

Results

When RTV encounters subsequent references to these objects in session data, the application attempts
to retrieve the content from local or remote TLIs.
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Refreshing local archive contents
Instructions on how to refresh local archive contents.

« To refresh the currently active local archive, load a recently captured session in RTV. Then, select Tools
> Get Images... to update the local archive with the content referenced in the session data. See “Get
Images” on page 203.

« You can also remove the current local static archive or make a different file the active one. See “Static
File Database contents” on page 205.

Refreshing remote archives

Static archives that are managed by a remote TLI server are renewed every day. If the content of a static
object changes, the TLI server recognizes the difference and loads the new version of the object into the
archive while it retains the former copy for archival purposes.

For example, if a JavaScript file is changed and deployed, sessions that reference the file before it was
updated still reference the old version. Sessions that are captured and processed by Tealeaf after the new
JavaScript file is deployed and stored on the remote TLI server reference the new file.

Clearing the local TLI cache
Content that is retrieved from a TLI server is cached locally.

As needed, you can clear this cache to force a refresh from the TLI server.
See “Local TLI cache” on page 201.

Static archive Reporting
Through RTV, you can export the contents of a static archive into Excel for reporting purposes.

About this task

To generate a report on static archive contents:

Procedure

1. If needed, you must update the contents of the local version of the static archive by using a Get
Images command. See “Get Images” on page 203.

. From the RTV menu, select View > Static File Database....

. The contents of the local copy of the currently active static archive are displayed.

. To export this data to Excel, click Export List to Excel....

o b WD

. The contents of the displayed list of static content are opened in a new Excel worksheet.

« See “Static File Database contents” on page 205.

6. The exported list can be inserted into an Excel report that provides summary information and detail
breakdowns for each object in the static archive.

IBM Tealeaf documentation and help

IBM Tealeaf provides documentation and help for users, developers, and administrators.

Viewing product documentation
All IBM Tealeaf product documentation is available at the following website:

Tealeaf Customer Experience Support

Use the information in the following table to view the product documentation for IBM Tealeaf:
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Table 21. Getting help

To view...

Do this...

Product documentation

On the IBM Tealeaf portal, go to ? > Product
Documentation.

IBM Tealeaf Knowledge Center

On the IBM Tealeaf portal, go to ? > Product
Documentation and select IBM Tealeaf Customer
Experience in the ExperienceOne Knowledge Center.

Help for a page on the IBM Tealeaf Portal

On the IBM Tealeaf portal, go to ? > Help for This
Page.

Help for IBM Tealeaf CX PCA

On the IBM Tealeaf CX PCA web interface, select
Guide to access the IBM Tealeaf CX PCA Manual.

Available documents for IBM Tealeaf products

The following table is a list of available documents for all IBM Tealeaf products:

Table 22. Available documentation for IBM Tealeaf products

IBM Tealeaf products

Available documents

IBM Tealeaf CX

- IBM Tealeaf Customer Experience Overview Guide

- IBM Tealeaf CX Client Framework Data
Integration Guide

- IBM Tealeaf CX Configuration Manual

- IBM Tealeaf CX Cookie Injector Manual
« IBM Tealeaf CX Databases Guide

- IBM Tealeaf CX Event Manager Manual
« IBM Tealeaf CX Glossary

« IBM Tealeaf CX Installation Manual

« IBM Tealeaf CX PCA Manual

- IBM Tealeaf CX PCA Release Notes

IBM Tealeaf CX

« IBM Tealeaf CX RealiTea Viewer Client Side
Capture Manual

- IBM Tealeaf CX RealiTea Viewer User Manual
« IBM Tealeaf CX Release Notes

« IBM Tealeaf CX Release Upgrade Manual

« IBM Tealeaf CX Support Troubleshooting FAQ
« IBM Tealeaf CX Troubleshooting Guide

« IBM Tealeaf CX UI Capture j2 Guide

« IBM Tealeaf CX UI Capture j2 Release Notes

IBM Tealeaf cxImpact

- IBM Tealeaf cxImpact Administration Manual
« IBM Tealeaf cxImpact User Manual
« IBM Tealeaf cxImpact Reporting Guide
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Table 22. Available documentation for IBM Tealeaf products (continued)

IBM Tealeaf products Available documents

IBM Tealeaf cxConnect « IBM Tealeaf cxConnect for Data Analysis
Administration Manual

« IBM Tealeaf cxConnect for Voice of Customer
Administration Manual

« IBM Tealeaf cxConnect for Web Analytics
Administration Manual

IBM Tealeaf cxOverstat IBM Tealeaf cxOverstat User Manual

IBM Tealeaf cxReveal

IBM Tealeaf cxReveal Administration Manual
IBM Tealeaf cxReveal API Guide
IBM Tealeaf cxReveal User Manual

IBM Tealeaf cxVerify

IBM Tealeaf cxVerify Installation Guide
IBM Tealeaf cxVerify User's Guide

IBM Tealeaf cxView IBM Tealeaf cxView User's Guide

IBM Tealeaf CX Mobile « IBM Tealeaf CX Mobile Android Logging
Framework Guide

- IBM Tealeaf Android Logging Framework Release
Notes

« IBM Tealeaf CX Mobile Administration Manual
- IBM Tealeaf CX Mobile User Manual

« IBM Tealeaf CX Mobile iOS Logging Framework
Guide

« IBM Tealeaf iOS Logging Framework Release
Notes

Build notes

This information contains release notes about the individual official builds for the IBM Tealeaf CX
RealiTea Viewer available for this release. Included in these notes is a list of issues that are addressed in
the build, and also new features and any dependencies.

Note: RTV is released on a schedule that is independent of IBM Tealeaf cxImpact.

Note: Tealeaf recommends upgrading to the latest available RTV build for any Release whenever
possible.

The IBM Tealeaf CX RealiTea Viewer is a stand-alone application that can be installed on your local
desktop to enable searching for and replaying Tealeaf sessions. For more information about RTV, see
"RealiTea Viewer (RTV) User Manual" in the IBM Tealeaf RealiTea Viewer User Manual.

Note: No RTV-only builds were issued for Release 8.7.

RTV Build 8452

RTV version: 8.4.1.8452
Release Date: 24-Apr-2012
Dependencies:

« Other fix dependencies: Customers can upgrade to RTV 8452 from any 6.x or 7.x build of RTV.
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Note: In general, avoid installing builds of RTV that are for versions of IBM Tealeaf cxImpact released
later than the version in use in your Tealeaf environment. If you are also installing the Event Editor with
RTV, the major and minor version of the Event Editor must match the major and minor version of IBM
Tealeaf cxImpact. If they do not match, the Event Editor cannot commit changes to the Event Master
server.

« Other component dependencies: None

Compatibility:
Customers can upgrade to RTV 8452 from any 6.X or 7.X build.

Note: Before you begin upgrading, verify that your system is properly sized for RTV Release 7., as the
system requirements changed. See "RealiTea Viewer Overview" in the IBM Tealeaf RealiTea Viewer User

Manual.

Table 23. 8.4.1.8452 Issues Addressed:

Description of Issue

Status Code 404 errors that are caused by failing to remove question marks (?) display before anchor
tags in response content during replay.
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